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Dear reader,

A year has passed since the beginning of the co-

ronavirus pandemic. I would have wanted to start 

this year’s overview on some other topic, but it is 

not possible for multiple reasons. 2020 and 2021 

will be marked by the acronym Covid-19 for a long 

time. From our point of view, the pandemic has not 

significantly changed national security, but it can 

give opportunists the hope of fishing more easily in 

muddied water. 

The Kremlin, led by the Muscovites, has tried to exp-

loit these turbulent times by using propaganda to 

improve its reputation and break the unity of the 

European Union and the West.

The West has remained true to its values and used 

international sanctions, the effectiveness of which 

we can only assess from a distance, at some point 

in the future. Sanctions imposed for attacks on 

Ukraine’s sovereignty and territorial integrity, as 

well as for blatant violations of the human rights of 

individuals and the use of chemical weapons, will 

certainly have some effect on the Kremlin’s comp-

liance with international law. But it will clearly not 

change the Muscovites’ goals and patterns of be-

haviour. 

At the height of the pandemic, the Kremlin’s influ-

ence and intelligence activities against Estonia did 

not decrease. Closed borders and restrictions on 

public gatherings led local leaders of the Kremlin’s 

policies of division to go online. At the same time, 

the Kremlin’s permanent problem has not been 

 resolved – talented young people are not interested 

in its policies. There is reason to write about matters 

relating to generational change in this year’s An-

nual Review, and probably in future editions as well.

Espionage by the Russian Federation against Esto-

nia is a continuous and permanent threat. In the 

crisis caused by the virus, the physical movement 

and activities of foreign spies were significantly li-

mited, but more effort was put into espionage in cy-

berspace. In this year’s Annual Review, in addition 

to our usual coverage of the Kremlin’s intelligence 

activities, we must discuss in more detail than ever 

the work of the special services of the communist 

People’s Republic of China towards the Republic of 

Estonia. For some time now, Beijing’s actions have 

caused concerns for counterintelligence. The dan-

ger is no longer theoretical; it has been confirmed 

by the first court decision. Chinese intelligence rec-

ruited an Estonian citizen. 

A new generation of extremists is emerging. Re-

gardless of their right-wing or left-wing views, the 

Internal Security Service (KAPO) is interested in 

instigators of violence in whose case there is rea-

son to believe crimes of physical violence may be 

committed. The far-right has not been addressed 

much in recent Annual Reviews. Who do we mean? 

In general, these are angry young men – often little 

more than boys – who get themselves worked up in 

the echo chambers of social networks and vow to 

change the world through violence. Some radicals 

believe that societal order is falling apart and will 

be followed by a race war. For their part, they will 

do their best to help shape such a future. Threats of 
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violence are punishable in Estonia and in an ideal 

world must be stopped before people turn words 

into deeds. It does not always work out this way, in 

which case it is the courts that give their assessment 

of the punishability of a particular act. 

As of today, there are no terrorist groups operating 

in Estonia. At the same time, the Estonian state and 

its inhabitants are still a target for jihadist extre-

mists. In Europe, large-scale and high-casualty at-

tacks have become more difficult to carry out due 

to large-scale countermeasures by security and 

law-enforcement agencies. One way each of us can 

contribute to this fight is by reporting illegal explosi-

ves and firearms. Last year, we confiscated less than 

two kilograms of explosives, but even that amount is 

enough for terrorists to carry out an attack with se-

rious consequences. International terrorism is loo-

king for new ways to raise money from supporters, 

and European countries need to find new ways of 

preventing this. One example is the attempt to ins-

tigate the financing of terrorism through cryptocur-

rencies among people from high-risk countries.

In addition to violent extremism and terrorism, it 

must be said that in the digital world, countries that 

at first glance have no direct connection to us, such 

as North Korea, are also interested in Estonia. The 

explanation is probably simple: as a non-perma-

nent member of the UN Security Council, Estonian 

officials have been the target of cyberattacks by this 

Stalinist dictatorship. 

Alongside external threats, we need to take note 

of the threat to national security that corruption 

can pose. Corruption is not widespread in Estonia, 

but national security is also threatened by citizens 

being given the false impression that it is a major 

problem. People get discouraged, frustrated and 

bitter as a result. Our experience has shown that 

top politicians, officials, businessmen and local of-

ficials with more limited reach can all be corrupted. 

Selfish acts of corruption undermine the trust of the 

Estonian people in the state.

The somewhat tired adage that everything new is 

well-forgotten old also applies to the security field. 

History has taught us to notice these historical pat-

terns. This year, we bring you historical documents 

that tellingly describe propaganda processes used 

by the Soviet Union to try to incriminate countries 

and nations by labelling them as Nazis. We see 

the Kremlin’s re-enactments, both in creating new 

“enemies” and in reinforcing old images. 

It is good to note that cooperation is not an issue, 

either within the country or with our NATO and EU 

allies. Many cross-border security problems are 

equally dangerous for both large and small count-

ries, and here the distinction is theoretical. One 

thing is certain: it is very difficult – and often impos-

sible – to ensure security and safety without good 

partners and colleagues. Thank you all for your 

cooperation!

I wish you persistence and happy reading.

Arnold Sinisalu
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Kremlin influence operations in 

Estonia

Local followers of Kremlin policies saw the difficult 

situation caused by the coronavirus as an oppor-

tunity to spread their messages as they intensified 

their influence activities on social media. Following 

the example of the Russian ruling elite, they first 

tried to turn the issue of the virus into a matter of 

belief. However, the spring showed that in a crisis 

our Russian-speaking population turns to informa-

tion channels whose reliability they can be sure of. 

The audience for Estonian official information chan-

nels and the Russian-language channels of Estoni-

an Public Broadcasting grew by leaps and bounds. 

In 2019, the news portal rus.err.ee had an aver-
age of 83,000 visits every week. Last year, it rose 
to an average of 149,000 visits a week, according 
to a  Gemius Prism survey. According to Kantar 
Emor, 29.1% of people of other ethnic backgrounds 
watched the Russian-language TV channel ETV+ in 
2019. The proportion rose to 31.9% in 2020.

As arguments about the coronavirus did not bear 

fruit, the Kremlin’s influence activities turned to 

traditional subjects placed in the context of the 

pandemic. Criticism was aimed at NATO (nation-

al defence spending versus healthcare spending) 

and the lack of rights and information for the Rus-

sian-speaking population during the restrictions 

on movement. Instead of contributing to resolving 

DEFENDING THE CONSTITUTIONAL ORDER

Last year, we celebrated the 100th anniversa-

ry of the Constitution. The first Constitution of 

the Republic of Estonia was passed on 15 June 

1920 and entered into force on 21 December 

the same year. The centenary year came with 

surprises such as unexpected interpretations 

of the Constitution and restrictions on pub-

lic meetings. In March last year, the govern-

ment imposed a state of emergency due to 

the spread of the coronavirus, followed in the 

autumn by various restrictions for both com-

panies and individuals. 

It was an entirely new situation for the coun-

try, raising the issue of guaranteeing peo-

ple’s fundamental rights and freedoms. The 

protracted crisis required all Estonians to 

change their habits. Face-to-face meetings 

were replaced by frequent stays in the virtual 

world. This was a favourable breeding ground 

for a number of interest groups that try to 

influence the public, such as pro-Kremlin, 

far-right, anti-mask and Covid-19 conspiracy 

theorists, and anti-5G activists. 

The period of the pandemic is likely to pro-

vide food for thought for lawyers and soci-

ologists, among others, to assess both the 

interpretation of the law and the impact of 

long-term restrictions on human behaviour. 

Despite everything, the constitutional order 

of the Republic was not in danger.
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the health crisis, concerns were voiced about the 

events of 9 May. During the emergency, the Rus-

sian Embassy continued, together with activists, to 

make preparations for World War II Soviet memo-

rials and graves. 

Despite the efforts of Kremlin activists, the 9 May 

gatherings were held in moderation, as appropriate 

for commemorative events. Participation in the vir-

tual events organised instead of large-scale outdoor 

events was modest in Estonia. 

According to a market survey by Turu-uuringute 
AS, at the height of the crisis at the beginning of 
April, 99% of Estonian residents were (rather) 
 up-to-date with Covid-19 issues. The figure among 
the  Russian-speaking population was 97%. 
(www.riigikantselei.ee/uuringud)

The cancellation of events planned to mark the 

Great Patriotic War (World War II) caused dissatis-

faction among those activists who are economically 

dependent on the Kremlin. Despite their efforts, they 

were not able to boost their influence and messages 

among the public. The Kremlin’s politics of division is 

essentially corrupt: in order to secure income local 

activists have designed fake projects. An example is 

the initiative of the virtual international club Moscow 

and Compatriots, which essentially was only a cha-

troom for a narrow circle, but still allowed to “write 

off” influence operations funds. 

The independent Orthodox Church of Ukraine was 

established in 2018, and its independence was rec-

ognised by the Ecumenical Patriarchate of Constan-

tinople. In recent years, however, this has weakened 

the position of the Russian Orthodox Church (ROC), 

which is a tool of the Kremlin’s influence operations. 

In order to increase the influence of the Moscow Pa-

triarchate, the Kremlin has scaled up the activities of 

the church in its neighbouring countries, as was evi-

dent in Estonia last year, when one of the local lead-

ers of the Moscow church spoke in Tallinn on the fa-

vourite subject of Kremlin propaganda. The church 

leader argued at a public event that any approach to 

World War II differing from the Kremlin’s narrative 

was a criminal rewriting of history. The local repre-

sentatives of the ROC organised a history confer-

ence last year to present Estonia as an ancient Rus-

sian Orthodox territory. Anyone who opposes such 

an approach is described by the ROC as a divider of 

the Orthodox world. 

Both local Russian activists and the Russian Embassy 

repeatedly wanted to take advantage of the corona-

virus situation in the interests of the Kremlin during 

Last year even Kremlin influence operations had no other option than to try to 
reorganise through online conference calls.
http://russkoepole.de/ru/news-18/6016-onlajn-forum-sovfeda-rf-s-sootec-
hestvennikami-po-popravkam-v-konstitutsiyu-krug-voprosov-i-mnenija-uc-
hastnikov.html
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the crisis. Among the former were individuals who, 

in order to raise their status in the community, were 

looking for ways to vaccinate members of the Esto-

nian Russian-speaking community in Russia. How-

ever, interest in getting a vaccine injection across 

the border remained modest. The efforts of the em-

bassy in Tallinn to develop so-called humanitarian 

cooperation with Estonian institutions (e.g. in pro-

curing protective equipment) were also primarily 

driven by propagandistic motives. 

Ostensible youth work

The Kremlin’s activists in Estonia talk a lot about 

the importance of involving young people, but 

they are not actually interested in involving the 

young generation. Young activists would jeopard-

ise their incomes, their apparent position in the 

community and their working relationship with 

the Russian Embassy. However, the involvement of 

people close to the activists in events related to the 

Russian Federation is encouraged. Generational 

renewal is encouraged only within the family: the 

children of former Night Watch activists are now 

taking over their parents’ role. Work with young 

people has two main purposes. 

1. It is a priority of the Kremlin’s policy of division, 

which Russian embassies are required to follow. 

2. Due to the importance of the topic, youth pro-

jects are funded as a matter of priority, which 

often means a small but stable income for the 

organisers. 

The state language skills of schoolchildren of vari-

ous ethnic backgrounds and the quality of their ed-

ucation are directly related to the security situation. 

This is confirmed by the experience of other Western 

countries in the field of integration. Although the lo-

cal Russian youth has little interest in the Kremlin’s 

politics of division, their motivation and success at 

school are influenced by their everyday social circle. 

The support of the family and teachers is important 

here, as well as the interest and will of local govern-

ments to direct children to an Estonian-speaking en-

vironment as early as in kindergarten.

The Kremlin’s desire to maintain segregated bi-

lingual education in Estonia in order to divide so-

ciety has not disappeared. To this end, the activ-

ities of NGOs are supported internationally and 

young people are encouraged to participate in 

divisive-policy projects. For example, pupils from 

different schools are involved in the production 

Reciting poems and songs is part of learning any language. Wearing Red Army uniforms and having Soviet propaganda in the back 

while doing it – clearly shows these pupils have been taken advantage of by the Kremlin.
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and dissemination of propaganda on World War II, 

with the support and knowledge of school heads 

and teachers. The most prominent example of in-

fluence activities related to 9 May was the video 

“Pobeda 75” made with the participation of pupils 

at the Tallinn Linnamäe Russian Lyceum, in which 

students in Soviet uniforms perform thematic po-

ems and songs against the background of old doc-

umentaries.

The Kremlin wanted to engage more Russian young 

people outside Russia through virtual channels 

while participating in distance learning due to the 

coronavirus but, at least in Estonia, no noticeable 

results were achieved. Unlike in previous years, lo-

cal young people could not be sent to divisive-policy 

events and virtual events attracted little interest. The 

influence project “I Know Russia”, which was estab-

lished in Russia in 2016, was brought to Estonia to 

The development of a comprehensive system supporting integration and a smart and balanced 
integration policy must take account of the needs of society as a whole in addition to the labour 
market, and also understand its security dimension. Modernising services, shaping social attitudes 
and reducing cultural and social tensions are keywords that permeate policy-making in the field 
of integration at both state and local level.

Effective implementation of integration policy requires common understandings of its objectives 
and how it can be implemented. Unfortunately, we must recognise in our work that the internatio-
nal situation and differing sources of media and information can hinder integration in many ways. 
It is good to sense – and have it corroborated by research data – that, in the long run, opponents of 
integration have not succeeded, and that integration in Estonian society is working despite clearly 
perceived systemic opposition occurring from time to time.

Anne-Ly Reimaa
Head of International Relations on Integration Issues
Ministry of Culture

Both the Russian Embassy and local divisive-policy activists will continue to involve young people in events related to the Kremlin’s memory policy, thereby 

affecting their chances of success in Estonia in the future.
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this end. Among other things, the project includes 

a competition involving assembling map puzzles of 

Russia and its regions. The project is supported by 

the Russian Civic Chamber, the National Anti-ter-

rorism Committee, the Russian Orthodox Church, 

Rosmolodyozh and others. 

The Russian Embassy in Estonia was interested in 

the project, wanting to paint a positive picture of 

Russia for local pupils. The target group is primari-

ly Russian-language schools that maintain contacts 

with the embassy, but also educational institutions 

that use Estonian as the language of instruction. We 

recommend that Estonian local governments and 

schools consider the appropriateness of such pro-

posals made on “humanitarian considerations”. In 

addition to the questionable educational value, there 

is a danger of supporting the goals of the Kremlin’s 

influence activities. As an example, the map puzzle 

depicts Crimea as part of the Russian Federation. 

The politics of division is, in practice, largely like 

the Soviet Union’s planned economy, which had no 

regard for people. This was illustrated by the situ-

ation in 2020, when Estonian students studying at 

Russian universities under a quota system admin-

istered by Rossotrudnichestvo were not allowed 

into Russia due to the coronavirus restrictions. The 

students’ requests to various representative offic-

es and institutions for help remained unanswered 

and unresolved. The main goal of the project was to 

fill the enrolment quota, and the embassy formally 

achieved this. Russian officials were no longer in-

terested in whether these young people would ac-

tually be able to study or what their fate would be. 

It is thought-provoking that 90% of the young peo-

ple going to Russian universities graduated from a 

school with Russian as the language of instruction. 

The bilingual education system mentioned above 

favours a situation in which studying in Russia may 

be a forced choice for many of our young people.

An attempt to rethink soft power

The global standstill caused by the coronavirus has 

given ideologists of the politics of division an oppor-

tunity to address the dissatisfaction of their foreign 

activists and followers. The criticism of the latter 

was met with promises of improved cooperation, 

supported by a number of legislative changes (dis-

cussed below) and changes in the leadership of key 

institutions – Rossotrudnichestvo and the Fund for 

the Legal Protection and Support of Russian Fed-

eration Compatriots Living Abroad. In recent years, 

the Kremlin has been replacing the term “soft pow-

er” with “humanitarian action”, which allegedly is 

better understood internationally and reduces the 

perceived threat to the West. 

Yevgeny Primakov, who was appointed the new 

head of Rossotrudnichestvo in 2020, described the 

positive involvement of the Baltic states in humani-

tarian cooperation (e.g. in the non-profit and edu-

cation fields) as a long-term goal, which essentially 

means maintaining a Russian-speaking communi-

ty politically loyal to Russia. Such communities are 

expected to influence decisions on defence policy 

in the countries of the former Soviet Union. Despite 

the new vocabulary and seemingly new methods, 

the Kremlin is still pursuing the traditional goals of 

its politics of division: to interfere in the domestic 

policy of foreign countries and to disrupt the EU’s 

common foreign and sanctions policy. 

The institutions leading the influence operations 

coordinated by the Russian Ministry of Foreign 

Estonian partners of Russkiy Mir and Rossotrudnichestvo – the institutions leading the influence operations coordinated by the Russian Ministry 

of Foreign Affairs. Inga Mangus and Aleksei Semjonov are an important link in these operations. https://beta.baltija.eu/news/print/47177
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Citizen A is an example of how the Kremlin tries to take advantage of young people. Even 
the Russian Embassy in Tallinn had their hopes for A – a young woman in her 20s. As 
our annual reviews have shown before, trying to involve yourself in these influence 
operations is a dead end. We advise young people not to take part in these seemingly 
harmless events. Russia gathers personal information on these young people and 
this information will reach the intelligence agencies. 

1. September 2017, Sochi
 At the XIX International Youth and Student Festival A meets the leaders 

of the Russian youth organisation Volunteers of Victory.

2. May 2018, Ikla
 A takes part in an “Eternal Flame” event of Kremlin policies’ followers in the 

Baltic states.

3. March 2019, Liverpool
 A meets representatives of the St Petersburg department of the Young Guard of 

Putin’s political Party, United Russia.

4. April 2019, St Petersburg
 A meets a leader of the Young Guard St Petersburg department – they agree on 

 collaboration.

5. May 2019, Moscow and Tula
 Organisers of the Immortal Regiment march receive a training by the Volunteers of 

Victory. Part of the training event is participating in a march of 160,000 people in 
the city of Tula. This is A’s first training in getting volunteers on board and organis-
ing big events.

6. August 2019, Orenburg
 At the youth forum Eurasia Global, A is trained in recruiting volunteers to organise an 

Immortal Regiment march. 

7. September 2019, Tallinn
 Meeting at the Russian Embassy in Tallinn to prepare for the 75th anniversary of the victory in the 

Great Patriotic War. The embassy expects A to recruit young people for the celebratory events.

8. October 2019, Moscow
 Young Guard protest in front of the Estonian Embassy in Moscow – members of their 

organisation have been banned from entering Estonia (and ohter Schengen states). The 
collaboration between A and the Young Guard ends even before it started. Activists being 
banned from Schengen is painful news in Moscow.

9. November 2019, Moscow
 Gathering of Volunteers of Victory regional leaders. A receives training on fighting “falsification 

of history” and advanced lessons on social media. After the event A is required to put together a 
plan for the upcoming celebrations and creating social media accounts.

10. December 2019, Brussels
 Latvian MEP Tatiana Zhdanoka organises the 13th European Russian Forum. Younger activists 

are invited to boost morale.

11. March 2020, Tallinn
 A organises a Women’s Day event. Funds (several hundred 

euros) and plans come from Moscow. Volunteers recruit-
ed by A give passers-by flowers, wearing T-shirts “From 
Russia With Love” written on them. The event is filmed 
by a  Latvian cameraman known to work with  Russian 
TV-channels.
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 Affairs, namely Rossotrudnichestvo and Russkiy Mir, 

have MTÜ Puškini Institutt (Pushkin Institute) as their 

cooperation partner in Estonia. The Institute itself 

is connected to MTÜ Tallinna Vene Keele Kool (Tal-

linn Russian Language School); OÜ Euroopa Keelte 

Kool (European Languages School); MTÜ Eesti Vene 

Keele ja Kirjanduse Õppejõudude Assotsiatsioon 

(Estonian Association of Russian Language and Lit-

erature Teachers); MTÜ Baltic Youth Alliance; and 

MTÜ Reval Media Agency.

Agreement between the Pushkin Institute, Ros-

sotrudnichestvo and Russkiy Mir (see page 11) re-

veal the actual background of the so-called soft 

values (courses, language textbooks, youth camps) 

disseminated in Estonia and the criteria for securing 

funding from the Kremlin. 

The Pushkin Institute claims to promote the Russian 

language and culture. In 2020, the institute followed 

the Putin regime’s influence agenda by organising 

youth camps and seeking interested people for his-

tory and public diplomacy competitions organised 

by the Kremlin. Among the subjects of the competi-

tion entries were “The 1917 Revolution”, “If Lenin Had 

Lived Longer”, “The Price of Victory” and “The Col-

lapse of the Soviet Union”.

Creating a basis for international 

conflicts

In the Kremlin’s eyes, activists and Russian commu-

nities abroad are in dire need of greater involve-

ment in influence operations. Last year, attempts 

were made to revive cooperation by a legal amend-

ment that offers Russian activists abroad Moscow’s 

apparent protection from the activities of so-called 

hostile foreign countries. This would effectively 

mean hypothetical support in situations where al-

legations of human rights violations and distortions 

of historical truth are fabricated abroad. A sentence 

on the protection of compatriots living abroad was 

added to the Russian Constitution. Time will show 

whether this gives more reason to intervene force-

fully (read: by military force) in the internal affairs of 

other countries. 

During aggression in Georgia and Ukraine, the 

Kremlin was disturbed by neither domestic or nor 

international law. It is with regard to the latter that 

the Kremlin has established the supremacy of the 

Russian Constitution. The Russian Criminal Code 

was supplemented with a section on punishment 

for damaging and destroying Russian (Soviet) war 

graves and monuments abroad. In addition, Russia 

wants to simplify immigration and amended its Citi-

zenship Act accordingly.

These legal amendments primarily serve a prop-

agandistic purpose. However, by expanding the 

legal area in this way, Russia could trigger serious 

international conflicts through the application of 

the law. In addition, these legal amendments may 

have unexpected consequences for so-called sus-

picious residents of Estonia (and other EU coun-

tries) when visiting Russia, in transit and similar 

situations. These individuals may not be aware of 

the proceedings initiated against them, in absentia, 

in Russia.

International sanctions combat 

propaganda

In February 2020, KAPO conducted public proceed-

ings in response to a request for legal assistance 

from the Latvian State Security Service. To gather 

additional evidence in a criminal case opened in 

Latvia on 19 December 2019, the home of Margus 

Merima and the offices of the companies BMA Es-

tonia OÜ and BMR Estonia OÜ were searched. The 

Latvian State Security Service (Valsts Drošības 

Dienests, VDD) has begun criminal proceedings 

against Merima and Oleg Solodov from Latvia. They 

are accused of breaking EU financial sanctions.

Also on the list is Dmitry Kiselyov, the CEO of MIA 

Rossiya Segodnya – the parent company of Sput-

nik’s Estonian news portal. In December 2019, the 

Financial Intelligence Unit of the Estonian Police and 

Border Guard Board informed Sputnik’s employees 

in Estonia that working for or providing services to a 

person subject to sanctions was a violation of sanc-

tions. The last employment contracts with Sputnik’s 

Estonian portal ended on 29 October 2020, which 

officially brought MIA Rossiya Segodnya’s activities 

in Estonia to an end. On 12 June 2020 the Estoni-

an Internet Foundation banned the use of Sputnik’s 

domain name in order to prevent its sale. 

We emphasise that the reason for the proceedings 

was not the content of the media channels related 

to the companies. The production of media content 

has not been prevented but, under EU sanctions, 

any economic activities that benefit a sanctioned 
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Agreements between these associations and Rossotrudnichestvo and Russkiy Mir reveal the actual background of so-called soft values (courses, language 
textbooks, youth camps) disseminated in Estonia and the criteria for securing funding from the Kremlin.

*  The goals of the youth camps were:
1. Developing human rights specialists in the Russian community, thereby raising a future intellectual and political elite among Russian-speaking young 

people in Estonia.
2. Providing young people with a good position in life, where they would be ready to take an active part in social processes and public discussions.
3. Creating a positive image of Russia as the “historical homeland”.
4.  Teaching young people the skills of public speaking, debate and discussion.

*
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person must be stopped. In our opinion, both the 

Estonian- and Russian-speaking population must 

be informed about international sanctions, their 

purpose and the obligation to comply with them. 

Awareness-raising among entrepreneurs and local 

governments is especially important so they under-

stand the risks associated with subscribing to adver-

tising in the Russian state media. The national and 

local governments must not fund Russian media 

channels that intentionally and purposefully incite 

hostility against Estonia and its allies.

On 2 February 2021, Elena Cherysheva, a former 

employee of Sputnik in Estonia, launched the web 

portal Sputnik-Meedia with the support of the Fund 

for the Legal Protection and Support of Russian 

Federation Compatriots Living Abroad, curated by 

the Russian foreign ministry. Among other things, 

the portal features articles by the Legal Informa-

tion Centre for Human Rights, headed by Alexey 

Semyonov. The content, message and design of the 

new portal are practically identical to those of the 

defunct Sputnik Estonia.

Strong denial of the occupation and 

annexation of the Baltic states

The Kremlin’s propaganda is increasingly trying 

to claim that the “myth” of the Soviet occupation 

dates back to the beginning of the German occu-

pation in 1941. The longevity of this “myth” is ex-

plained by the fact that, during the Soviet period, 

access to historical documents was difficult and 

it was impossible to establish the truth. In reality, 

Russia’s continued “disclosures” of archived mate-

rials offer no counter-argument to the occupation 

and annexation of the Baltic states by the Soviet 

Union in 1940.

History propaganda against the Baltic states is car-

ried out by the Historical Memory Foundation in 

Russia, the activities of which we have repeatedly 

discussed in previous yearbooks. Last year, docu-

ments were made public through the media stat-

ing that the foundation’s activities are coordinated 

and financed by the Directorate for Interregion-

al Relations and Cultural Relations with Foreign 

Countries. According to the foundation’s website, 

its main purpose is to support historical research 

in Russia and Eastern Europe, but a report leaked 

to the media states its “main activity” is the fight 

against the falsification of history contrary to Rus-

sian interests. The area in which the foundation 

operates, according to the report, is the “post-So-

viet space” and the “near abroad”. 

As a specific line of activity, the foundation’s re-

port highlights “discrediting the interwar regime of 

the Baltic states” – in other words, the independ-

ent Republic of Estonia. To this end, the Historical 

Memory Foundation launched in 2020 an online 

project titled “Disclosed: The Baltics 1939–1941” 

and launched the website baltic1940.ru. A book ti-

tled Residents Report: A Collection of Documents 

on the Political Situation in Latvia, Lithuania and 

Estonia between August 1939 and August 1940 was 

published on this topic. At the presentation of the 

book, Veronika Krashennikova, a political scientist 

and adviser to the director general of the media 

agency Rossiya Segodnya, boasted that the book 

would leave no stone unturned in the theory of 

Soviet occupation. A statement that attracted at-

tention in Estonia in the context of the presentation 

was an allegation by Aleksandr Dyukov, director of 

the Historical Memory Foundation, that Jaan Tõnis-

son was a key agent of the People’s Commissariat 

for Internal Affairs (NKVD). Estonian historians have 

repeatedly confirmed that such allegations are un-

founded. Tõnisson was arrested by the Soviet occu-

pation authorities at the end of 1940, and his exact 

fate is still unknown. He was probably executed in 

Tallinn in July 1941. This is where Russian historians 

could help with research on the biography of one of 

Estonia’s best-known statesmen.

The documents published in the Historical Memo-

ry Foundation’s book about Estonia come from the 

Estonian State Archives Fund 138SM, “Collection of 

Foreign Intelligence Files of the ESSR State Security 

Committee”, which is fully accessible and readable 

online.
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Support for the Forest Brothers’ 

murderers

On 2 September 2020, Vladimir Putin signed an or-

der to pay 75,000 roubles in support of “participants 

in the liquidation of the nationalist underground in 

the territory of the Baltic states, Belarus and Ukraine 

from 1 January 1944 to 31 December 1951”. Finan-

cial support for those involved in the murder of the 

Forest Brothers is further proof that the Kremlin is 

returning entirely to the Soviet interpretation of his-

tory. The legacy of the resistance movements shat-

ters the victory myth of the Great Patriotic War and 

the theory of the voluntary accession of the Baltic 

states to the USSR. The fact of the support payments 

ridicules the Estonian resistance movement and the 

struggle for freedom, while denying crimes against 

humanity.

Violent extremism as a security threat

KAPO is as old as the Estonian state’s fight against 

violent extremism. From a theoretical point of view, 

extremism is a value system in which the identity of 

a group is based on hostile (even violent) opposition 

to another group. On 7 June 1920, the first head of 

the Estonian Security Police, Helmut Veem, sent in-

structions to the department heads in which the task 

of the agency was set out as the exposure and bring-

ing to justice of individuals working to overthrow 

the public order. The focus was on communists, the 

Baltic barons and the black-hundredists,1 who were 

dissatisfied with the existence of the Republic of Es-

tonia. The fight against various extremists was un-

doubtedly one of the priorities of the Security Police 

even in the 1920s. 

The left- and right-wing extremist movements differ 

in content, but they have many similarities in form. 

The ideology of both sides rationalises a conflict. The 

goal of the communists was to create a “fair society” 

in Estonia, for which any obstacles such as other par-

ties, the bourgeoisie and religion had to be eliminat-

ed one way or another. To achieve this, it was hoped 

that a civil war would break out in Estonia, that the 

sole power of the Communist Party would be estab-

lished, and that the country should accede to the So-

viet state. According to the violent extreme right-wing 

ideologies of today (including in Estonia), society’s 

collapse and a subsequent race war (“boogaloo”2) 

is unavoidable. Associates are invited to learn sur-

vival skills, weapon handling, physical skills and so 

on for this purpose. The more violent part of the 

far right wants to speed up the collapse through 

acts of terrorism. The groups are united in their  

belief in a conspiracy theory according to which the 

white race will be gradually replaced by people from 

elsewhere. Anger is directed against various groups 

including immigrants, minorities and politicians. 

Report extremist agitation!
In order to prevent and control a threat, it must be 
detected as early as possible. There is every reason 
to take an interest in what young people do online.
Parents, friends and teachers can help.
The role of parents is particularly important, as they 
have the primary opportunity and obligation to rec-
ognise the dangers and to direct easily persuaded 
young people away from them. 
Inform KAPO or the police!

A century ago, illegal printing shops were used to 

spread extremist ideas, but today’s extremists can 

skilfully use virtual environments. Extremists have 

their own symbols and vocabulary, and an image of 

mystery, concealment and influence is created to 

draw young people into their sphere of influence. 

Terrorist attacks are heroised with vocabulary bor-

rowed from computer games – a language familiar 

to young people. To encourage imitators, attempts 

are made to film the attacks or even broadcast 

them online in real time. As there is no longer a 

need to gather in underground meeting places, the 

deceptive sense of security of home settings lowers 

young people’s guard and the seriousness of the 

words published on social networks is often not un-

derstood.
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The creation of a violent extremist

Non-violent and ambiguous content (memes, etc.) 

is more difficult for service providers to recognise 

and remove. Such content is distributed by extrem-

ists in online environments actively moderated by 

the group, in which their value system is reaffirmed 

and external information is kept at bay. This shapes 

the members’ one-sided world-view. When ac-

counts are closed, they move to smaller platforms. 

There, vulnerable and malleable young people can 

be manipulated with hateful ideologies unhindered. 

Those who have already developed an interest are 

invited to closed groups (“echo chambers”) that 

leave no room for different views. 

Vulnerable young people come across various 

extreme ideologies on their online explorations, 

which, at worst, ends in glorification of terrorist at-

tacks. In these echo chambers, extreme ideas are 

amplified in a competitive way in relation to other 

similar groups. During the coronavirus lockdown, 

time spent online increased, while the general un-

certainty in society and the wide spread of conspir-

acy theories further reinforced the trend. In the ex-

treme field of information (lectures, videos, memes, 

forums, etc.) of the echo chambers, young people 

become radicalised and start to believe that vio-

lence is a necessary way of solving problems. Im-

portant aspects of preventing radicalisation include 

a broader public debate on fundamental rights and 

obligations and the law-abiding behaviour of the 

parties, including during demonstrations.

Screenshots from Kristo Kivisto’s video – the European Union is disliked by many far-right activists.
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The internet has created fertile ground for the spread of far-right material and the global gathering 

of ideologically like-minded people. Several fatal violent attacks in New Zealand, the US and Ger-

many in recent years, as well as an increase in convictions in Europe, have led to a wider debate in 

international working groups on whether the current legal framework is appropriate to respond to 

growing far-right terrorism. While there is established case law on jihadist terrorism, the manifes-

tations of far-right radicalisation continue to be a grey area and a balance is still being sought be-

tween the freedom of expression, religion and belief on the one hand and hate crime on the other.

On 26 February 2021, the judgment of Pärnu County Court entered into force in criminal case 

No 1-21-426, convicting a person with extreme right-wing views of threats and the desecration of 

the EU flag as a way of expressing their sympathy for causes that run contrary to democratic values 

and human rights. Although Kivisto was sentenced to six months’ probation, it is perhaps even more 

important to explore the possibility of subjecting people with dangerous convictions to special 

social programmes, especially given the young age of those involved in criminal cases in 2020.

– Eleliis Rattam, State Prosecutor

DEFENDING THE CONSTITUTIONAL ORDER

Echo chamber
An echo chamber is a virtual group of one-sided 
content and users with similar views, often defining 
themselves through opposition to another group. 
Due to the lack of fact-checking, extreme (conspir-
acy) theories appearing to offer simple solutions to 
society’s problems, including who to blame and who 
to hate, may seem very attractive in such groups. 
The development of a one-sided world-view can 
also be facilitated by online environments them-
selves, providing the user with content that they 
have previously viewed or searched for (known as 
algorithmic bias).

In order to prevent this threat, KAPO had to intervene 

repeatedly using criminal procedure in 2020. This is 

a last resort that may no longer change a person’s 

established views. Clear danger signs of involvement 

in an extremist group or an echo chamber include 

justifying violence against a social group, disregard 

for democratic values, and use of extremist symbols. 

Calls to violence or those who make such calls must 

be reported to KAPO. 
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The threat to society from violent 

extremism

In July 2020, the United Kingdom declared the 

Feuerkrieg Division (FKD) a terrorist organisation, 

and in September the Supreme Court of Finland 

banned the Nordic Resistance Movement (NRM), a 

far-right organisation in Scandinavia. Both have had 

members or supporters in Estonia. The proximity of 

the threat is illustrated by an attempted terrorist at-

tack in October 2019 in Lithuania,3 which according 

to the opinion of an Estonian FKD member ought to 

have targeted a larger number of victims. One per-

son was convicted in Lithuania in September 2020 

for the terrorist attack.

An Estonian schoolboy affiliated with FKD had hand-

written a manifesto and said in conversations with 

like-minded people that he had begun planning 

terrorist attacks in Estonia. The targets were to have 

been the Social Democrats, LGBT events and police 

offices. Although the schoolboy was not the author 

of the posted texts and instead copied the thoughts 

and material he had read in echo chambers, he 

led many adults to believe that he was an authority 

among the far right. He was active online, while his 

interest in extremism and radicalisation was not ap-

parent outside the home. He was unable to carry out 

his plans due to the intervention of 

KAPO, and his radicalisation was 

interrupted at a very early stage. 

It would have been unthinka-

ble to wait and see where 

his thoughts and actions 

would eventually lead.

Hate speech and threats on social networks can 

lead to punishment. Kristo Kivisto had repeatedly 

participated in racist, anti-Semitic and anti-LGBT 

demonstrations abroad and wanted to establish an 

Estonian cell of the violent far-right NRM. Kivisto 

threatened to use violence. To this end, he posted 

photos of far-right terrorists and mass murderers 

on social media groups of socially active young 

people. Like-minded people may see such activities 

as innocent jokes and trolling, but the threat of vio-

lence is a serious violation of the law. 
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Like their Western counterparts, Estonian extremists 

are interested in weapons and explosives. They read 

and share literature that has inspired mass murder-

ers in the West. Being familiar with such literature 

is also a prerequisite for joining an extremist group. 

The next level of membership is the distribution of 

propaganda materials (posters, stickers) on the 

streets. This should be followed by violent attacks, 

but most members are reluctant to carry these out. 

 

International far-right groups have found only a few 

followers in Estonia, because young people usually 

do not want to engage in the incitement of violence. 

Calls for violence have sometimes exceeded the 

tolerance of young people, and there are examples 

of a more conscientious member exposing some 

groups by leaking inside information. However, the 

spread of terrorist ideology online and the associ-

ated risk of covert radicalisation remain. KAPO can 

deal with the consequences of the rise of extremism, 

but extremism must be dealt with comprehensively 

by all institutions of society. It is the responsibility of 

every member of society to report people or groups 

who call for support of violent extremism.
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Russian intelligence activity remains 

aggressive

2020 was a difficult year for intelligence servic-

es operating against Estonia, as restrictions on the 

cross-border movement of people forced them to 

change their usual work culture and established 

methods. The whole of society working in shifts and 

from home also left a clear mark on the activities 

of spies in Estonia, other EU countries and Russia. 

For example, in the spring of last year, several units 

of the Russian Federal Security Service (FSB) tried 

to ignore and deny what was happening, but as the 

number of those infected increased, this was no 

longer possible. Even the biggest sceptics found out 

that the virus does not pick a target based on eth-

nicity, skin colour or even field of activity. In some 

cases, entire units of intelligence personnel were 

placed in isolation. Although the activities of Rus-

sian intelligence were significantly hindered due to 

the spread of the virus during the year, intelligence 

activities as a whole, including against Estonia, did 

not stop for a moment. 

At the beginning of 2020, the usual activity was still 

underway and several Estonians were approached, 

either on Russian territory or at the border, in an 

attempt to recruit them for cooperation. For the 

most part, the FSB was behind the approaches in 

COUNTERINTELLIGENCE

Last year, Russian intelligence services were 

once again at the forefront of hostile intel-

ligence activity against Estonia. In recent 

years, we have also referred to the growing 

intelligence activities of the People’s Re-

public of China. This has been confirmed 

this year by the first criminal case to reach a 

court decision in the spring of 2021 in which 

a researcher working in the field of defence 

was convicted. 

However, there are more hostile intelligence 

services that threaten the European Union 

and NATO. Although their footprint in Estonia 

may not be comparable to that of the Rus-

sian and Chinese intelligence services, we 

are constantly working with our partners to 

prevent and counter all intelligence threats 

to Estonia.

The global crisis caused by the coronavirus 

and the associated restrictions also affected 

the routine of spies. If borders are closed, 

they are for closed everyone; if the virus is 

contagious, everyone can catch it. The Rus-

sian special services also had to acknowl-

edge this.



21

Russia. They were forced to adjust their methods 

after the closure of the borders in March. Face-to-

face communication was replaced by email or so-

cial media, for example. Meetings were postponed. 

While in previous years we have identified Russian 

intelligence officers operating in Estonia aggressive-

ly approaching Estonians or citizens of other coun-

tries living here, there was also less activity in this 

field because of the coronavirus crisis. The closure 

of entertainment and catering establishments and 

operating restrictions pulled the rug out from under 

many intelligence plans, inevitably leading to limited 

contacts and reduced efforts.

At the same time, the virus did not affect cyber espi-

onage as much and attacks against Estonia and Esto-

nian targets continued. This year – as many countries 

return to normal life – we can also expect a resump-

tion of intelligence activity originating from Russia. 

Russia’s special services are not focused only on Be-

larus, struggling under the Kremlin’s strong grip, or 

the occupied regions of Moldova, where there are 

fears of the next “colour” revolution or the loss of 

Moscow’s influence. The number of Russian agents 

caught by Ukraine’s security services in the last year 

alone is significant, which might be expected due 

to the armed conflict in the east of the country. The 

real extent of the Kremlin’s activities is illustrated 

by the number of Russian diplomats expelled from 

the EU and elsewhere over the past year. Bulgaria, 

the Netherlands, Slovakia, the Czech Republic and 

Austria – and the first non-European example, Ja-

pan – are only the countries that have made their 

expulsions public. 

Compared to previous years, the number of  Russian 

special services agents caught by counterintelli-

gence in several countries has also increased. Den-

mark and Norway are examples from last year. On 

the one hand, these statistics show the activity of 

Russian intelligence, but on the other, they again 

confirm the increased effectiveness of the European 

security institutions. The whole of Europe is facing 

a growing Russian intelligence threat, and changing 

and modernising working methods has been inevi-

table in order to deal with this. The Kremlin’s aggres-

sive intelligence activities have contributed to the 

modernisation of the work and methods of Europe-

an counterintelligence services and led to greater 

coherence in the reactions of those services in dif-

ferent countries to Russian activities.

Criminal negligence in handling state 

secrets

In September 2020, Harju County Court convict-

ed T.L., a former member of the Estonian Defence 

Forces, of disclosing classified information of other 

countries. Over the years, he had disregarded the 

code of conduct on access to top-secret state ma-

terial by taking some home, including classified 

information of other countries. This also enabled 

unauthorised individuals to access the secrets. T.L. 

also kept at home large quantities of illegal weap-

ons, ammunition and explosives, much of it from the 

Defence Forces. The court considered three years’ 

imprisonment an appropriate punishment for these 

acts. This criminal investigation has once again 

shown that many people who have been granted 

a permit to access state secrets do not understand 

the responsibilities that come with it. Access to sensi-

tive information comes with restrictions. Both public 

authorities and officials need to consider seriously 

their readiness and ability to comply with these.
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Chinese intelligence activity in 

 Estonian court for the first time

The Covid-19 outbreak in China may have affected 

that country’s intelligence activities more than Rus-

sia’s. Restrictions on movement and strict codes of 

conduct for civil servants, both at home and in mis-

sions around the world, severely hampered the ac-

tivities of Chinese intelligence officers. At the same 

time, the reported arrest of Chinese intelligence 

agents in Poland and Germany, for example, as well 

as numerous cases in the United States, confirm 

that Beijing’s intelligence activities are not expected 

to subside in the near future. As a member of the 

EU and NATO, the threat posed by Chinese intelli-

gence to Estonia is also a daily reality. We see this as 

a growing threat. 

Intelligence activity is part of China’s quest to be-

come a world leader, including in economic and 

technological terms. As an example of its high 

ambitions, in the current five-year plan China has 

set itself the goal of achieving independence from 

Western technology by 2025. Step by step, Beijing is 

seeking to assert itself in Europe in the fields of pol-

itics, the economy and technology procurement. 

This must also be taken into account by Estonia, 

both in its cooperation with the People’s Republic of 

China and in attracting Chinese capital investment. 

Since 2017, the Chinese government has obliged all 

its citizens, companies and organisations to cooper-

ate fully with the country’s intelligence agencies if 

required, and to keep this cooperation secret. Thus, 

if an Estonian company plans to look for coopera-

tion partners in China, the interests of the Chinese 

state are included in the package. 

Following last year’s detention, a criminal case in 

KAPO’s proceedings where the accused acted in 

the interests of the Chinese state reached court 

for the first time in early 2021. Through a mediator, 

Tarmo Kõuts, a long-term employee of an Estonian 

university, had established a relationship with the 

Intelligence Bureau of the Joint Staff Department 

of the Central Military Commission of the People’s 

Republic of China (hereinafter: Chinese military in-

telligence). Although Chinese military intelligence 

officers originally appeared to be employees of a 

Chinese think-tank, their true face and involvement 

in intelligence became apparent quite quickly. 

Kõuts met Chinese military intelligence represent-

atives in various Asian countries. 

The researcher’s professional work was related to 

the defence field, which is why he had also been 

granted access to state secrets. He was ready to talk 

to Chinese military intelligence about his research, 

but when detained he had not been able to disclose 

any state secrets. In return for useful information, 

the researcher received cash and paid foreign trips 

to Asia, accommodation in expensive hotels and 

banquets in Michelin-starred restaurants, among 

other things. The long-term goal of Chinese intel-

ligence was to gain access to secret information, 

but the security police managed to prevent the leak 

of state secrets by taking timely action. Regarding 

the case, there is another person under custody 

charged with the same activities. Her case is pend-

ing at Harju County Court.

This criminal case confirms that, as has been said 

in our previous yearbooks, intelligence services of 

hostile countries can target people of very differ-

ent backgrounds, not just civil servants. The infor-

mation that intelligence services seek is not neces-

sarily state secrets. This case should raise vigilance 

levels among all researchers involved in excessively 

remunerated “research collaboration” with think-

tanks in China and elsewhere. Well-paid advisory 

services for institutions of uncertain background 

outside the EU and NATO are also a danger sign. 

We call on all Estonians to notify KAPO of any suspi-

cious job offers of the type described.
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Security vetting is essential if access is 

unavoidably necessary

The State Secrets and Classified Information of For-

eign States Act regulates the protection of state se-

crets, including handling and granting access. The 

act entered into force on 1 January 2008, supple-

menting the 1994 version. It was drafted in the spirit 

of eliminating excessive secrecy and making sure 

that documents are only classified if their disclosure 

would pose an actual threat to the national secu-

rity of the Republic of Estonia. The act also made 

the definition of a state secret (classification levels 

and terms) more flexible, and specified how secu-

rity vetting related to clearance for access to state 

secrets is carried out. 

The purpose of security vetting is to ascertain wheth-

er a person’s circumstances (e.g. addictions, crim-

inal background, contact with foreign intelligence, 

economic dependence and other reasons specified 

in Section 32 of the act) might prevent their receiv-

ing clearance. In the 2012 Annual Review, we point-

ed out that vetting does not assess whether a per-

son has the necessary competence to work in their 

field, or appropriate training and qualifications. It 

is up to every employer to assess their employees 

in that respect. However, the legislation prescribes 

that the security vetting must ascertain whether, for 

PROTECTION OF STATE SECRETS

Since 2008, when the legislation regulating 

state secrets was thoroughly revised, the 

number of people with access to such ma-

terial has almost doubled. There are various 

reasons for this, including closer collabora-

tion with NATO and EU institutions, events in 

Ukraine in 2014 and extended national de-

fence tasks. Just as every stamp denoting 

classified information must be substantiated 

and have a legal basis, so must every secu-

rity clearance. However, public institutions 

must not rely on KAPO’s security vetting 

for checking an employee’s trustworthi-

ness: this task is the responsibility of every 

institution’s internal audit unit.

The economic crisis caused by the coro-

navirus pandemic may be the reason that 

companies’ interest in the right to handle 

state secrets increased by leaps and bounds 

in 2020. While a decrease in the number 

of new projects in the construction market 

can be expected, the government is ne-

vertheless planning large-scale ventures. 

However, the right to handle state secrets is 

necessary to participate in certain types of 

public procurement.
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example, a person actually needs to know the state 

secret which the clearance is being applied for.

Vetting is essential if access to state secrets is una-

voidably necessary for the performance of a specif-

ic job or for the provision of a contractual service. 

The fact that, since the implementation of the State 

Secrets and Classified Information of Foreign States 

Act, the number of persons with access to a state se-

cret has doubled raises doubts whether such access 

is always necessary.

The application for security clearance 

must be unavoidable 

In the last two years, KAPO has paid more attention 

to how institutions justify the need for individuals 

to have state secret access clearance (“secret” and 

“higher” level). We do not question whether access 

clearance is required for a particular job. However, 

we do emphasise that any application for state se-

cret clearance must be purposeful and sufficiently 

substantiated by the institution in which the appli-

cant works or carries out service duties. In addition 

to having a clearance, it is also necessary to follow 

the “need to know” principle (Sections 3 (6) and 25 

(1) of the State Secrets and Classified Information of 

Foreign States Act).

Security vetting is a procedure that must follow the 

principles set out in the Administrative Procedure 

Act. If the submitted application does not, in fact, 

involve a need for access or need to know a state 

secret of a particular classification level, the ques-

tion may well arise whether subjecting the person to 

security vetting is justified.

Trustworthiness checks need to be regulated soon. 

During the whole of 2020, only 10 new individuals 

were given security clearance. This figure shows a 

reduction in the previous growth (since 2008) of an 

additional 200–500 persons a year with security 

clearance. 

Staff-related risks can be prevented from materi-

alising through internal audit measures, including 

background checks. Trustworthiness checks should 

not be confused with security vetting. 

We hope that the recommended amendments to 

update the State Secrets and Classified Information 

of Foreign States Act, drafted by a working group 

chaired by the Ministry of Justice, will reach the 

Riigikogu in 2021, and that work on an act on trust-

worthiness checks will continue and that the act can 

be adopted. 

Companies want the right to handle 

state secrets

In 2020, we noted growing interest among compa-

nies in handling state secrets outside government 

institutions, i.e. on their own premises. That is pos-

sible only when KAPO has issued a handling permit. 

There has also been more interest in participating 

in public procurements which could involve a state 

secret. These areas are mainly national defence in-

ventions and research; the installation of low-cur-

rent systems (surveillance, alarm, communications 

and information systems in public institutions); and 

the construction of buildings used by security au-

thorities and certain Defence Forces units, and the 

security measures implemented for their protection.
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However, a company can fulfil a contract with a 

public institution even if such material cannot be 

handled on its premises. This material can be used 

in the security rooms of the client (i.e. the public in-

stitution). Thus, it is not absolutely necessary to ap-

ply for a handling permit in order to participate in 

and fulfil public procurements.

Handling permit: a company’s right to process a 
state secret on its premises. 
Security clearance: a company employee’s right 
to access materials declared a state secret, if they 
have a need to know.
Applying for one type of permit does not automati-
cally entitle the applicant to the other.

If a company finds a way to access material classified 

as a state secret in the security area of the client or 

its subcontractor, for example, the person working 

with the material must nevertheless have the nec-

essary security clearance. It should be noted that a 

handling permit does not grant right of access to a 

state secret to any natural person in a contractual 

or service relationship with the legal person holding 

the permit. This means that all company employees 

who will be handling state secrets must submit a 

separate application for security clearance.

Applying for a handling permit

The documents needed for a handling permit appli-

cation must be submitted to KAPO through the pub-

lic institution sponsoring the issue of the clearance 

to the legal person. That institution must forward 

the documents with its letter of support to KAPO. 

The templates for these documents are available on 

KAPO’s website (www.kapo.ee) and in the electron-

ic State Gazette (www.riigiteataja.ee/en/eli/ee/VV/

reg/512092017002/consolide).

A sponsoring government institution is the institu-

tion with which the company concludes a contract 

upon securing the public procurement. At the same 

time, exceptional situations must also be taken into 

account, such as a company’s interest in participat-

ing in procurements for which a handling permit is 

a prerequisite: this means applying for a permit be-

fore the procurement contract has been let. A com-

pany does not need to obtain a new permit every 

time it wants to participate in a public procurement 

organised by another public institution.

The classification level of the state secret for which 

the company (handling permit) or its employee (se-

curity clearance) is applying is determined by the 

contracting institution, as it is best placed to estab-

lish what information applicants will be exposed to.

Prerequisites for a handling permit

Handling permits are granted only after the prereq-

uisite security vetting carried out by KAPO regarding 

the company (“the applicant”), which must also take 

the appropriate organisational, physical and electron-

ic information security measures for the protection 

of state secrets. The security vetting of legal persons 

generally lasts up to six months, and can be extended 

for another six. During this period, the applicant must:

• select the persons organising the handling 

of the state secret and apply for security 

clearance for them as natural persons

• draft an internal guide for the protection of 

state secrets

• consider which employees will be ex-

posed to state secrets, and apply for secu-

rity clearance for them as natural persons 

(additional clearances may be applied for 

later, as people change jobs or if contract 

volumes increase and more people need 

clearance)

• applicants seeking a handling permit for 

“confidential”, “secret” and “top secret” 

state information must build a security 

area on their premises. A “restricted” state 

secret does not need to be handled in a 

security area; it is sufficient to implement 

administrative requirements in the office, 

i.e. all people and vehicles entering the 

company’s premises must be identifiable if 

necessary.

• If a state secret is to be handled on a com-

puter, the Estonian Foreign Intelligence 

Service must be contacted for the accredi-

tation of the computer and issue of a certif-

icate of conformity.
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PROTECTION OF STATE SECRETS

A security area can be any room that can withstand a 

physical attack and where people outside the room 

cannot watch or listen to what is happening inside. 

KAPO must be consulted in setting up this room, 

helping to choose the best location and providing all 

the necessary construction requirements. KAPO will 

supervise construction to ensure that the process 

runs smoothly and to avoid the need for alterations.

Obligations arising from state secret 

clearance

A company holding a handling permit and its em-

ployees with a personnel security clearance must 

keep the state secret confidential, prevent its disclo-

sure and protect it from being accessed by an unau-

thorised person. The employer and KAPO must be 

notified of anyone who has tried or is trying in any 

way to gain illegal access to a state secret, or imme-

diately report any violation of the requirements for 

the protection of state secrets. The clearance holder 

is required to take lawful measures upon illegal dis-

closure of a state secret or becoming known thereof 

to an unauthorised person with no right of access 

to state secrets to avoid the damages potentially 

resulting from such disclosure or communication. 

KAPO must be notified immediately of the address 

of the clearance holder’s place of residence and 

other contact information when staying in another 

country for longer than three months; such persons 

are also required to notify KAPO immediately of any 

change of name.

In addition, a legal person governed by private law 

holding a state secret handling permit is required to 

notify KAPO immediately of the following circum-

stances: merger, division or restructuring; changes 

in the members of the management board or su-

pervisory board; contact details of the members of 

the management board and supervisory board if 

they are abroad for more than three months; chang-

es in proprietary liabilities if the proprietary liability 

incurred exceeds 30% of the equity or if the total 

volume of the proprietary liabilities exceeds 70% of 

the equity; bankruptcy or winding-up proceedings 

initiated against a legal person.

Denying a handling permit

If a company has not built a proper security area 

during the security vetting stage, or if the person 

appointed to organise the protection of state secrets 

in the company has not received security clearance, 

a handling permit will not be issued.

 A handling permit may be issued to the 

 following persons:

• a self-employed person (füüsilisest isikust 

 ettevõtja, FIE)

• a legal person governed by public law 

 in  Estonia

• a legal person governed by private law, 

 registered in Estonia

• a foreign legal person, for participating in a 

public procurement or in negotiations for an 

international procurement, or if the institu-

tion in possession of a state secret requires 

this person to have access to a state secret 

for performing the tasks imposed on the in-

stitution and this person has the necessary 

knowledge, skills or resources to assist in the 

performance of such tasks.
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PROVIDING CYBERSECURITY

KAPO is constantly and consistently working to 

identify and prevent cyberattacks that threat-

en the national security of Estonia. Cyberat-

tacks and hacking as individual crimes are not 

KAPO’s focus; our task is to detect and prevent 

advanced persistent threats (APTs) at the gov-

ernment level. While the Covid-19 pandemic 

has currently closed physical state borders, 

making human intelligence operations more 

difficult, foreign cyber intelligence units are 

still operating very actively in cyberspace, 

seeking access to information important for 

Estonian security through computer networks 

and their users. 

We are a permanent target for the cyber in-

telligence of hostile countries. Membership of 

the UN Security Council made Estonia a target 

for a country that had previously not focused 

on us, and shows how the emergence of an 

interesting topic can activate the cyber intel-

ligence services of such countries which we 

have not seen before or whose intelligence 

interests have previously not overlapped with 

Estonia. Restrictions intended to curb the 

spread of the virus and the need to work from 

home probably created opportunities for sev-

eral hostile cyber intelligence units to search 

for security vulnerabilities via communication 

apps and email exchanges.
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Identify your own vulnerabilities 

before any attackers do

In cyber intelligence, it is common to scan tar-

geted networks, services and devices of national 

importance, with the goal of finding security vul-

nerabilities and gaps in cyber defence. Vulnerabil-

ities discovered in such a way are used to access 

networks and the information they contain. Even 

the smallest security hole helps an attacker gain 

a foothold and, depending on the attacker’s skills 

and the vulnerabilities of the targeted network, 

the damage may be extensive. KAPO has seen this 

method of attack used by units associated with both 

the Russian Federation and the People’s Republic 

of China. Cyberattacks are a constant threat in all 

European countries. Often, inadequate work by 

system administrators also contributes to security 

breaches: incorrect configurations, weak or reused 

passwords, errors in the authentication process, 

and so on.

For example, in the autumn of 2020, Norway report-

ed cyberattacks against its parliament, which the 

security service, PST, attributed to APT28, associat-

ed with Russia (https://pst.no/alle-artikler/trussel-

vurderinger/nasjonal-trusselvurdering-2021/).4 Like 

Norway, we identified an unsuccessful attempt at the 

beginning of 2020 by an APT attributed to Russia to 

access the computer network of the Riigikogu. The 

attempted break-in targeted the Outlook web ap-

plication. In addition to this attack, several attempts 

were made to access the networks and information 

of other Estonian government agencies.

The activities of hostile countries in the cyber domain 

are of a permanent nature, and we do not foresee 

an end to them. Therefore, to prevent attempted cy-

berattacks, it is essential to scan important comput-

er networks constantly to detect potential security 

vulnerabilities before the attackers do. This requires 

each institution to be familiar with its systems, con-

ducting regular system tests and scans, regularly 

checking and installing security updates, and ensur-

ing data logging over a longer period of time. 
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Phishing emails

Human weaknesses remain one of the entry points 

for hostile cyber intelligence units. Targets of in-

terest are identified among the employees of an 

institution, and these people are then approached 

through private email accounts. In this case, the 

preferred method of attack consists of phishing 

emails, and email users must remain careful and 

vigilant to be able to detect these. Take, for exam-

ple, a case known from recent national attacks. The 

attacker had found a target of interest and knew or 

guessed the name of a person from whom the tar-

get could expect an email. The target then received 

an email from an address very similar to that of the 

actual contact. The attacker used this fictitious ac-

count to send an email about a current topic to the 

target, with malware attached. 

korrapidaja@kap0.ee / kapo@kapo.info 
At first glance, an email address may appear trust-
worthy, but a typo or the domain name is indicative 
of fraud. 

The cyber hygiene and security awareness of the 

user of the email account is of utmost importance 

here, as it helps to identify malicious emails. For-

eign cyber intelligence units generally carry out 

comprehensive preliminary research about their 

targets, and know how to choose relevant topics 

for their phishing emails, such as the coronavi-

rus. Phishing emails sent by national attackers are 

drafted carefully and made to appear as similar as 

possible to legitimate messages. That is why it is im-

portant to trust your intuition, in addition to other 

security measures: whenever you receive an email 

and it seems strange or somehow wrong, you need 

to take the time and check various elements of the 

email, such as the sender’s details, any attachments 

and links. If the phishing email achieves its purpose, 

and you figure out the true nature of the email only 

after opening an attachment, clicking on a link or 

entering your username/password, you will also 

need to notify your institution’s information security 

team to prevent further damage.

Cyber threats from third countries

In Estonia, it is customary to look only at Russia 

when talking about threats, but our security infor-

mation is also of interest to other countries. Several 

countries now have their own cyber threat intelli-

gence capabilities and specific APTs. Estonia might 

not be a constant intelligence target for third coun-

tries, but our growing international relations and 

position may lead to such attacks. Barely a month 

after Estonia became a member of the UNSC at the 

beginning of 2020, phishing emails were used for 

cyberattacks against our representatives working 

at the UN. Behind this attack was the cyber intelli-

gence unit of North Korea, which is known to target 

the Security Council. In 2020, attacks against Esto-

nian universities continued to be made by the cyber 

intelligence group Silent Librarian, which targets 

universities and has links with Iran. 

Last year, the Estonian state networks mentioned 

above were scanned by China. A database of a 

data processing company, Zhenhua Data, which 

was leaked in mid-2020, containing a considerable 

number of names of people involved in Estonian 

society, politics, government and other important 

fields, and their next of kin, also gives an indication 

of Beijing’s interest in and awareness of Estonia. 

Given that only an estimated 10% of the actual data-

base had leaked (and almost 440 Estonian residents 

and their relatives were mentioned in that batch), 

we can only guess how many names were involved 

in total.
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Working from home

Never have so many people (including civil servants) 

carried out their duties from their home office as in 

2020, due to the coronavirus. Physical meetings and 

appointments were replaced by virtual ones, which 

in turn led to greater use of remote communication 

and messaging applications. However, due to their 

shortcomings or accessibility, these channels can be 

targeted by foreign cyber intelligence units. 

We wish to take this opportunity to remind everyone 

– employees working with sensitive and confiden-

tial information as well as the IT security managers 

of these institutions – that working remotely from a 

home office means adhering to the requirements of 

data processing, applying proper cyber hygiene and 

performing regular security checks on electronic 

devices used for remote work. State secrets must 

be handled in an appropriate electronic system, and 

any state secrets classified confidential must only be 

handled in a secure area.
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The contradiction between extreme 

Islam and European values

International Islamist terrorism has been a major, if 

not the main, terrorist threat in Europe for the past 

20 years. It is generally characterised by attacks on 

civilians, which are being justified by the ideology of 

radical Islamism. Security authorities focus increas-

ingly on the fight against terrorism, and it is becom-

ing ever more difficult to organise complex terrorist 

attacks. As an alternative to major attacks, Islamist 

terrorist organisations use radicalised individuals 

who are either recruited or respond to incitement. 

Stand-alone attacks with blades or firearms can in-

jure or kill many people, but they are simple and 

cheap in nature. 

Most followers of conservative Islam do not sup-

port the violence that accompanies terrorism, but 

they do believe in the supremacy of Islamic reli-

gious rules and practices. Conservative Islam dis-

agrees with European values. This binding element 

brings together networks supporting terrorist or-

ganisations and conservative Islamic extremism. 

These networks are fertile ground for the messages 

spread by radical Islamic opinion leaders and ter-

rorist organisations. 

Direct links between religious networks and ter-

rorist organisations may not always be present, 

PREVENTION OF INTERNATIONAL 
TERRORISM

Islamist or jihadist terrorism is a violent religious 

phenomenon, based on an ideology claiming 

that, as only God creates laws and rules, the 

Western system of governance is illegal. The 

radicals believe that the use of violence is justi-

fied if the objective is to create an Islamist state. 

In Europe, the situation regarding Islamist ter-

rorist attacks in 2020 was similar to that of the 

last decade as a whole. The only trend that can 

be outlined is that, thanks to the work of securi-

ty and law-enforcement agencies, the number 

of serious terrorist attacks with a high number 

of casualties has been significantly reduced. As 

of 2020, there are no terrorist groups operating 

in Estonia and there is no support point for any 

branch of one. At the same time, as a member 

of the EU, Estonia is a credible target in terms of 

Islamist terrorism.

Last year, no intentional explosions were or-

ganised in Estonia; however, a major concern 

relates to hobby archaeologists and history 

and military enthusiasts whose discoveries 

are not reported to the security police. Such 

concealment leads to trial and imprisonment. 

People who have illegally collected weapons 

and ammunition from former battlefields have 

also been detected in the course of investiga-

tions into other offences.
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but support for the activities and goals of terrorist 

organisations may be given indirectly, sometimes 

unknowingly. The combination of the presence of 

strongly conservative and profoundly religious net-

works, incitement by Islamist opinion leaders, and 

propaganda by terrorist organisations creates a fa-

vourable environment for the radicalisation of indi-

viduals and communities. Network members serve 

as a customer base to condone terrorist activities, 

recruit support staff for terrorist organisations, and 

find potential perpetrators for attacks. 

Islamist terrorist organisations operate in the Middle 

East, North Africa, the Sahel, West Africa, the Horn 

of Africa, Central Asia and South-East Asia. Major 

terrorist organisations such as Daesh, Al-Qaeda 

and their allies have lost a large part of the areas 

previously under their control as a result of the fight 

against terrorism. At the same time, they have not 

given up on their international goals or attacks on 

Western countries. The financial capacity of these 

groups and their allies, and their freedom to prepare 

attacks in Europe, have been significantly reduced. 

This is an additional factor making them increas-

ingly dependent on simpler and smaller-scale at-

tacks. Finding supporters through propaganda and 

ideological influence in European countries gives 

terrorist organisations the opportunity to carry out 

attacks in those countries, while saving their own 

fighters and money. At the same time, they have not 

abandoned sending fighters to Europe to carry out 

attacks, using both illegal and legal migration. 

 Targets of Islamist terrorism:
1. the civilian population, law-enforcement agen-

cies, the military;

2. symbolic objects and people attending them – 

religious institutions, public festivals and other 

crowded events;

3. crowded places, including public transport and 

transport hubs.

 Methods of attack:
1. an attack by one person or a small group;

2. use of blades, handguns or explosives;

3. vehicles used to attack people or as car bombs. 

The planning, financing and execution of attacks can 

be carried out by either a self-radicalised individual 

or the terrorist organisation itself. Existing terrorist 

and pro-terrorist networks in Europe are used for 

this. 

The threat of Islamist terrorism in Europe will not di-

minish in the coming years.
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Radicalisation

Restrictions related to the Covid-19 pandem-

ic channelled an even larger share of extremist 

communication onto the Internet. Islamist prop-

aganda is diverse and goes beyond justifying and 

glorifying violence. Skilfully disguised incitement 

to violence is generally transmitted in a style that 

is not punishable within the framework of Section 

2372 of the Penal Code (Preparation of and incite-

ment to acts of terrorism). However, international 

efforts to reduce propaganda for extremism and 

Islamist terrorism have markedly limited its spread. 

Nevertheless, robot editors of websites are still un-

able to grasp all the nuances of human language 

and completely exclude transmission of hidden 

messages. 

Islamist terrorist propaganda is disseminated on 

well-known platforms such as Facebook, Insta-

gram, Twitter, TikTok and Telegram, as well as in 

lesser-known environments. Extremists are espe-

cially attracted to newer channels of communica-

tion that do not require user identification and pay 

little attention to content editing. When the rules 

are changed and the anonymity of users decreases, 

their interest in the channel also wanes. This points 

to the need to agree specific requirements apply-

ing to communication platforms in order to protect 

the public and prevent serious crime. To defend 

young people, it is important to be aware that ter-

rorist content may also be distributed through, for 

example, forums and chat rooms of online gaming 

environments. 

In October 2020, the Islamic killing of a school-

teacher in France was preceded by a wave of threats 

and incitement to violence on social media, which 

had an impact on the outcome. To combat radical-

isation, such incitement and hate speech must be 

removed from the web. Removal of dangerous con-

tent is effective if web hosting providers and moder-

ators are involved. 

In addition to the widely used social media plat-

forms, anonymous and encrypted platforms, en-

crypted voice solutions, anonymous calling cards 

and VoIP solutions are also used to disseminate 

terrorist and extremist content. This makes it diffi-

cult for security authorities to access the content 

and the identity of users for intelligence purposes, 

as well as during criminal proceedings. We consider 

it necessary to create legal solutions for identifying 

terrorist messages and their disseminators on en-

crypted communication platforms. 

It is also essential to prevent the dissemination of 

messages and symbols that demonstrate, justify 

and glorify violence. In many cases, their effects 

are similar to direct incitement to violence. Terrorist 

organisations are illegal associations and support-

ing their ideology and activities is a criminal offence 

under the Penal Code. Nevertheless, the dissem-

ination of terrorist posts and insignia is not regu-

lated. We consider it necessary to introduce such 

regulation in the interests of the effectiveness of 

counterterrorist measures and for the protection of 

the public. 

Restricting incitement to violence through encrypt-

ed channels is a challenge for all democracies. The 

Security Police Board wants Estonian society to be 

able to discuss this problem and develop solutions 

before our country is hit by a terrorist attack that 

could have been prevented.
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PREVENTION OF INTERNATIONAL TERRORISM

Situation in Estonia

The terrorist threat level in Estonia is low but, as 

part of the European Union’s security mechanism, 

we cannot rule out manifestations of terrorism. At 

the same time, Estonia has not escaped the impact 

of international terrorism. People of Estonian origin 

still remain in the Syrian conflict zone. Thousands of 

individuals currently in Europe and in third countries 

have been engaged in active combat in Syria and Iraq 

or have supported terrorists’ objectives through their 

actions. When returning to their homeland, some 

have served a sentence while others escaped crim-

inal charges. While it is possible that they may not 

pose an immediate threat to national security and 

public order in the future, they may remain active 

supporters and disseminators of terrorist or extremist 

ideology or become subject to manipulation. 

Such individuals also move through and to Estonia. 

Flight restrictions due to the spread of the coronavi-

rus have forced the individuals we are interested in 

to travel by land and by ferry on the Gulf of Finland. 

Last year, we observed more than 40 people prob-

ably related to Islamism and terrorist organisations 

travelling through Estonia. We identified four people 

involved in terrorism in Estonia. Two of these – cit-

izens of Georgia and the Russian Federation – en-

tered Estonia illegally, and two – citizens of Uzbeki-

stan and an EU member state – used legal migration 

channels. In addition to being deported from Esto-

nia, they were banned from re-entry. 

The residence permit of a Ukrainian citizen who had 

lived in Estonia since 2009 was revoked because 

his radicalisation, which had begun in mid-2017, had 

reached a stage where the person became a threat 

to Estonian security and public order. 

On one occasion in 2020, during the Azerbaijan–

Armenia conflict in Nagorno-Karabakh, pigs’ heads 

were placed in front of the Estonian Islamic Centre 

and the embassies of Azerbaijan and Turkey in Tal-

linn. The perpetrator’s motive was not related to the 

conflict. Instead, the young man of Estonian nation-

ality wanted to draw attention to the violence of Isla-

mism in a provocative way. 

Foreign fighters and travellers to 

conflict zones

Around twenty people with ties to Estonia have been 

or remain in the Syrian-Iraqi conflict zone. Their re-

turn to Estonia in the near future is unlikely. There 

are still some isolated individuals in our country who 

are interested in going to the conflict zone. We aim 

to prevent any travel to conflict areas. If this cannot 

be prevented, we will be forced to initiate criminal 

proceedings; from 14 January 2019, travelling for 

terrorist purposes has been a criminal offence un-

der the Penal Code, punishable by up to five years’ 

imprisonment. Not only are enthusiastic and rad-

icalised Islamists ready to fight, but more than a 

thousand women have left Europe (including Esto-

nia) to live with their husbands or marry in the Syri-

an-Iraqi conflict zone. 

In order to prevent any Estonian from undertaking 

such a trip, it is important that friends, acquaintanc-

es and family cooperate with the state authorities to 

prevent travel and to involve the person in a preven-

tion programme.
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Terrorist financing

Terrorists and terrorist organisations must find ways 

to fund their activities. Money is needed to buy 

weapons, ammunition and explosives, as well as 

to travel and cover everyday expenses. A share of 

the expenditure goes towards propaganda. Daesh, 

or ISIS, the most infamous terrorist group in re-

cent history, has lost its local revenue base along 

with its former territory in Syria and Iraq, and has 

been forced to seek more and more financial sup-

port from outside, including Europe. It must not be 

forgotten that, in addition to Daesh, many other ter-

rorist organisations in the world’s conflict zones are 

raising money.

IT development in the financial sector has signifi-

cantly changed the methods of terrorist financing in 

recent years: the fees related to various payment in-

termediaries and anonymous virtual currencies are 

much cheaper than traditional bank payments. Such 

services also make it easier to hide the flow of money 

and interfere with tracing efforts. There has been a 

significant change in the amounts of individual trans-

actions: money is often sent in 10 euro increments 

and even in the form of gift cards. On social media, 

followers are invited to raise money and those inter-

ested are taught how to acquire cryptocurrency and 

how to exchange it for physical currency. 

Communication platforms such as WhatsApp, Tel-

egram and IMO are used to conduct funding cam-

paigns and circulate guidelines. Campaigns often 

emphasise empathy: for example, they ask for 

support for the women and children of Islamic mil-

itants (mujahideen) in Syrian refugee camps in Al-

Hawl, Al-Roj or Idlib. In fact, a portion of these do-

nations is spent on supporting Islamic militants and 

buying weapons or ammunition. The campaigns 

are mostly targeted at foreign fighters who have 

returned to Europe, their family members, and the 

more radical faction of local Muslim communities. 

Last year, we identified a former Islamist foreign 

fighter who had settled in Estonia from an EU mem-

ber state, found a job here and opened a bank ac-

count. This person was repatriated. In addition, we 

have identified Islamist extremists making trans-

actions using platforms of several Estonian virtual 

currency companies. Nevertheless, we have not 

yet established any details of terrorist financing in 

relation to these individuals. 

As of 31 December 2020, there are more than 370 

licensed virtual currency companies in Estonia. 

Fewer than ten of these have reported unusual 

payments or possible attempted terrorist financing 

to the authorities. This should not lead us to any 

conclusion about the small number of suspicious 

Screenshot from Telegram group “Bitcoin Transfer” – video describes how 

to send cryptocurrency from Turkey and how to receive it in Syria. 

ShitCoins.Club ATM in Tallinn enables anonymous 

transactions worth up to 10,000 euros.
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transactions, but rather about a lack of awareness 

among the licensed virtual currency companies 

about the possibility of terrorist financing or their 

negligence in identifying such transactions. Guide-

lines concerning the prevention of terrorist financ-

ing can be found on the website of the Financial 

Intelligence Unit. In order to raise risk awareness, 

the Security Police Board, in cooperation with the 

Financial Intelligence Unit, is helping to train these 

companies. 

There are three companies in Estonia operating 10 

ATMs for buying and selling cryptocurrencies. The 

most problematic of these is a company operating 

under the name ShitCoins.Club, in whose activities 

we have identified clear security risks. The compa-

ny’s ATMs allow customers to anonymously send up 

to 10,000 euros-worth of virtual currency per virtual 

wallet and repeat the transaction for each new wal-

let number.

In addition, several virtual currency companies in 

Estonia operate in a “grey zone”: the company is 

registered in Estonia and offers its services here, but 

with a licence from a third country and in accord-

ance with the laws of that country. Such entrepre-

neurship not only involves a security threat but will 

also, in the event of problems, harm the reputation 

of Estonia and not of the third country that issued 

the licence. Better regulation is also needed con-

cerning companies that engage in selling ready-

made companies with a virtual currency licence. 

In order to prevent terrorist financing, ready-made 

cryptocurrency companies should not be sold to 

individuals without controlled background, knowl-

edge or skills. 

E-residency (of which we wrote about last year) 

may offer an additional layer of anonymity to hide 

the actual ambitions of a cryptocurrency transac-

tion. When combining opportunities provided by 

cryptocurrencies and e-residency, the state may 

not have effective measures to avoid criminals 

taking advantage of the Estonian business envi-

ronment. Risks are even higher when dealing with 

people living in countries that do not have work-

ing relationships with Estonia's judicial system and 

national security. Often these are the states that 

can be connected to a higher risk of (financing) 

terrorism.

Increase in the number of people from 

high-risk countries in Estonia

The spread of terrorism, internal conflicts, poverty 

and climate-change-induced changes in living con-

ditions, as well as young people’s desire to fulfil their 

potential, are all important drivers of migration. Esto-

nia has several pull factors – possibilities that seem 

commonplace to us but would significantly improve 

the situation of people from many countries. Life in 

the countries of origin of migration has not improved 

compared to last year. The pressure of migration to 

Estonia will not decrease. Estonia is of interest to im-

migrants both as a destination and as a stopover on 

their route to other European countries. 

The migration rules of EU member states, including 

Estonia, are relatively liberal. Nevertheless, as part 

of a common area of visa-free movement, we car-

ry shared responsibility for the security and safety of 

the whole of Europe. This means that Estonia must 

demonstrate due diligence in checking migrants, 

people crossing borders, and compliance with vi-

sa-free travel rules. In this way, we must prevent the 

arrival and movement of individuals posing a terrorist 

or security threat through Estonia or from Estonia to 

other EU countries. The number of citizens of coun-

tries associated with Islamist terrorism, i.e. high-risk 

countries, in Estonia is growing. The threats associat-

ed with a significant growth of these communities are 

described in more detail in our 2019–2020 yearbook.

In communities associated with high-risk countries, 

we see the emergence of systemic problems, fos-

tering and creating addictive and criminal relation-

ships within the community.

1. Citizens of high-risk countries engaged in entre-

preneurship in Estonia fictitiously employ their 

compatriots in order to facilitate their immigration. 

In such cases, the person receives a residence 

permit in Estonia or a long-term visa, during the 

validity of which he or she can look for an actual 

job in Estonia or move on to another EU country.

2. Educational migration is used inappropriate-

ly: people come to work in Estonia instead of 

studying.

3. Compatriots who have not been issued a licence 

are allowed to work in a workplace that requires 

an activity licence (especially on sharing service 

platforms and in the provision of courier services).
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These activities involve tax evasion and make the 

new immigrant dependent on the person who al-

lows the illegal activity. To avoid Islamist terrorism, 

it is important to integrate new members of the 

community into the Estonian cultural and legal 

space. From a security point of view, it is important 

that communities do not develop into parallel so-

cieties that seek to establish their own community 

rules under the guise of religion, lifestyle or culture, 

which would be considered as taking precedence 

over the laws and social norms of the country of 

residence. Encapsulation and isolation of commu-

nities is a breeding ground for radicalisation and, 

through this, recruitment for terrorism. 

The political steps France took last year to curb radi-

calisation and the spread of Islamism annoyed many 

Muslims, as they forced Muslims living in France to 

violate Islamic customs. The media may give the im-

pression that radical changes are taking place and 

that the fundamental right to religious freedom is 

not being respected. In fact, the protesters do not 

represent all Muslims. They are fighting against Eu-

ropean norms, which foresee that religion and the 

state are independent of each other and that reli-

gious beliefs are not placed above human rights. 

It is in the interests of the state to offer immigrants 

opportunities to compete fairly in the labour mar-

ket, to adapt to local practices and to learn about 

the law. The integration of these people is important 

from the point of view of ensuring both public order 

and security. 

The Estonian Islamic community is for the most part 

peaceful and does not promote radical Islam. At 

the same time, there are a number of people in our 

society who joined the “Boycott France!” campaign 

and drew attention on social networks to the prima-

cy of Islamic rules and practices over secular leg-

islation. This points to shortcomings in integration 

and non-acceptance of fundamental democratic 

values.

Illegal handling of firearms

A few days after the publication of our previous 

yearbook, the media described an arsenal found in 

the Raasiku home of an imprisoned criminal gang 

leader. An automatic weapon, explosives, grenades 

and handguns – all illegal – were hidden inside 

the roof of a dog kennel. Had it not been for the 

intention to sell and move the kennel, the illegal 
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Urmas Piht collected duds, mines, grenades and 
different ammunition in his apartment. He was 

sentenced 7 years and 6 months in jail.

Andrei Popov and Vladimir Pavlov hid 
explosives, ammunition and detonators 

underground.

Stolen automatic rifle and part of stolen 
ammunition that was confiscated in an operation by 
the Internal Security Service, Prosecutor’s Office and 

Police and Border Guard Board.

Tidying up in a village in eastern 
Estonia revealed 10 kg of explosives. 

This was immediately handed over 
to the Rescue Board.
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weapons would have gone undetected and the 

criminal organisation could have sold them on the 

black market. Unbeknownst to them, the individu-

als who found the weapons may have helped in the 

fight against international terrorism. That is because 

the illicit trade in arms is the only way for radical-

ised individuals or terrorist organisations to acquire 

firearms. Illegal weapons must be surrendered vol-

untarily to the police or security police – this is the 

only way to escape sanctions.

Last year, thefts that took place in southern Estonia 

brought the Southern Department of the Security 

Police Board, the Southern Prefecture of the Police 

and Border Guard Board and the Southern District 

Prosecutor’s Office together behind one table. We 

concluded the pre-trial proceedings in a criminal 

case concerning the theft and illicit possession, 

transfer and sale of firearms prohibited for civil-

ian use. In the course of the proceedings, we also 

identified three individuals (J., A. and V.), who are 

accused of the theft of an automatic weapon, rifles, 

handguns, firearm silencers and firearm ammu-

nition in Põlva County in 2018 and in Tartu Coun-

ty in 2020. In addition, during the investigation, the 

accused were discovered to have ties to the illegal 

handling of firearms stolen from Viljandi County in 

2013 and from Finland in 2011. 

On 11 September 2020, Tartu County Court con-

victed Aleksandr Koshelev of attempted illegal han-

dling of a firearm prohibited in civil circulation and 

one count of illegal handling of a firearm. Koshelev 

illegally bought a PPSh-41 submachine gun. He had 

also purchased essential components of a firearm 

hand-converted from an MP-654K pneumatic pis-

tol. In both cases, he also tried to pass the weap-

on on. This was the final element in the large-scale 

case of illegal handling of firearms and explosive 

devices, the main convictions related to which we 

discussed in our 2018 yearbook. 

On the first weekend of September last year, when 

Tartu and a large part of southern Estonia was 

caught up in the WRC rally, an attack against air 

safety took place in Tartu. 66-year-old Aleksandr 

Kostjuk considered it necessary to aim a laser beam 

from his kitchen window at a Robinson R44 heli-

copter that was flying over at an altitude of about 

300 m and had started to land. With the beam, he 

posed a risk of blinding the helicopter pilot, which 

in turn could have led to him losing control of the 
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1.7 kg of explosives and two detonators were confiscated in 2020.
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aircraft. Such laser beams can reach up to 10km and 

may damage the human eye even in daylight. With 

this thoughtless act, Kostjuk endangered the lives 

of those in the helicopter. During the criminal pro-

ceedings conducted to clarify the circumstances of 

the case, Kostjuk could not reasonably explain his 

motives, but he will be reminded of his thoughtless-

ness by his conviction for a crime in the first degree. 

Under Section 112 of the Penal Code, such an act 

may be punishable by up to 10 years’ imprisonment. 

If the act causes death, the punishment can be up to 

20 years in prison or life imprisonment.

Notable explosives-related cases

During both World War I and World War II, Estonia 

became an active combat area. As a result, danger-

ous substances, explosives and their components 

will probably be found in the ground, in the sea and 

in manmade facilities for centuries to come. It is not 

possible to remove all this material from Estonia 

completely. In order to prevent danger, we need to 

raise awareness among Estonians of the need to no-

tify the state of any explosive material found. Despite 

publicity by the Rescue Board and the Security Po-

lice Board, as well as successful amnesty campaigns, 

some people still either throw explosives, ammuni-

tion or weapon parts into the ordinary rubbish or 

knowingly collect them for various purposes. 

 

In 2020, a criminal case was concluded against Ur-

mas Piht, who will spend seven and a half years in 

prison as a result of his conviction by Harju County 

Court on 5 June 2020. 

In 2020, a criminal case of illegal handling of a large 

quantity of explosives was resolved in Tartu Coun-

ty. During the investigation, it emerged that a per-

son (O.L.) living in Kallaste acquired a large quantity 

(more than 1.7 kg) of brisant high-explosive trotyl 

prior to December 2019 and deposited it with his ac-

quaintance (K.M.). As neither O.L. nor K.M. had the 

necessary licence to handle explosives, both men 

were issued with an official notice of suspicion of 

handling large quantities of explosives illegally and 

received a “home visit” from officers of the securi-

ty police, as is usual in this type of case. During the 

searches, illegal explosives were seized, along with 

illegal firearms and ammunition. 

Last year, a verdict came into force against Jaanus 

Rannaoja from Lääne County, who was charged with 

a long list of crimes: illegal handling of large quanti-

ties of explosives, essential components of explosive 

devices and ammunition; handling large quantities 

of munitions; and illegal handling of firearms. The 

reason for prosecution was the man’s decision not 

to inform the Rescue Board and the Security Police 

Board of having found prohibited substances and 

objects in the ground in the vicinity of his residence 

and on construction sites. Rannaoja brought the 

items home out of his interest in military matters 

and, using knowledge acquired during a Defence 

League course, blew up some large stones in the 

garden of his home. Such behaviour is obviously 

extremely dangerous both for the amateur pioneer 

himself and for other people. 

On 26 June 2020, Viru County Court convicted An-

drei Popov and Vladimir Pavlov of illegally handling 

large quantities of explosives, essential components 

of explosive devices and ammunition. A total of 2.99 

kg of trotyl, 15 units of various electric detonators 

and blasting caps, and 398 units of ammunition for 

firearms of different calibres were seized from them.

On 18 August 2020, a decision of Harju County Court 

entered into force against Veigo Jaanson and Madis 

Kirsipuu, who were sentenced to prison sentences 

of six and five years respectively for handling illegal 

munitions. 

On 29 October 2020, Viru County Court convicted 

Nikolay Shevelev of illegally handling essential com-

ponents of an explosive device. A detonating fuse 

built from a fuse and a blasting cap, two electric det-

onators and a piece of fuse were confiscated from 

him. Although the list may not look as impressive as 

those related to some other amateurs, detonators 

have great potential for damage and are industrially 

fabricated for one purpose only – to make an ex-

plosive go off. Illegal use of detonators can cause 

serious injury and, in the worst case, death.

In contrast to these cases, a positive example was 

provided by people from Viru-Nigula (Lääne-Vi-

ru County), who immediately notified the Rescue 

Board of 10kg of explosive trotyl found during main-

tenance work. Specialists from the Explosive Ord-

nance Centre removed the dangerous  substance. 
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Proper surrender of explosives is not subject to 

any sanctions, regardless of the amount of mate-

rial involved. 

In addition to the risk of explosion, invisible hazards 

must be taken into account in the case of materials 

of wartime or unknown origin – the objects found 

may contain substances harmful to the discoverer, 

accidental passers-by and the environment. For 

example, before Christmas 2019, seven wartime 

metal barrels were found in the forest near Sõrve 

peninsula in Saaremaa, dug up by amateur metal 

detectorists and left unattended on the forest floor. 

Inhalation of the substance in the barrels caused 

nausea. Subsequent analysis of samples revealed 

that the barrels may have contained a mustard 

agent, which was used as a poison during World 

War I. The barrels were removed to the warehouse 

of the Environmental Inspectorate at the beginning 

of 2020.

Non-proliferation of weapons of mass 

destruction

Weapons of mass destruction (WMD) and the 

equipment and technology necessary for their pro-

duction are not yet produced in significant quanti-

ties in Estonia. Estonia is not a source of direct threat 

in this area. In the future, the situation may change 

due to the emergence of strategically important 

high-tech, materials, machinery and equipment in-

dustries in Estonia. Nevertheless, one of the tasks of 

the Security Police Board is to combat the prolifera-

tion of WMD. Any threat to Estonia would stem from 

our potential as a transit country for smuggling 

WMD and strategic goods to the Russian Federation 

and other pariah states. 

Due to Estonia’s history and geographical location, 

we have a lot of people with a good command of 

Russian and contacts in the Russian Federation, 

which is why we may be an attractive target for 

mediation purposes. Estonia might be a source of 

logistical support in the movement of such goods 

or mediation of contacts with EU producers. While 

our job is to identify contacts, activity and perpe-

trators, investigating such cases is complex and 

resource-intensive. The Kremlin has no interest in 

combating smuggling and there is no substantive 

international cooperation with Russia. The issue, 

after all, has to do with procuring equipment and 

technology from the EU to increase the military ca-

pacity of the Putin regime.

In Estonia, the permits required for the import, 
export and transit of military and dual-use goods 
are issued by the Strategic Goods Commission of 
the Ministry of Foreign Affairs. This includes rep-
resentatives of several agencies, including the 
Security Police Board. Goods that do not require 
a special permit are inspected by the Tax and Cus-
toms Board. Due to the specific nature of the equip-
ment and technology, the identification of dual-use 
items requires expert knowledge.

Increasingly, pariah states are trying to improve 

their military capabilities with civilian technology, 

which is of high quality thanks to scientific advanc-

es and can, to a certain extent, help to develop 

weapons. Even if such technology is not classified 

as military or dual-use, countries may still define 

this equipment as strategic goods and restrict its 

export (due to technical characteristics, end-use 

or end-user, public security or human rights con-

siderations). In 2020, the Estonian Strategic Goods 

Commission made many such decisions and 

the export of strategically valuable devices was 

blocked. 

In order to prevent and combat the proliferation of 

WMD, the Security Police Board cooperates primar-

ily with the members of the Strategic Goods Com-

mission. For prevention, it is important to obtain 

information from international partners on which 

end-users the military goods are procured for. 
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Chemical, biological, radiological and 

nuclear hazards

Fortunately, the threat of terrorist organisations us-

ing chemical, biological, radiological and nuclear 

(CBRN) material to carry out an attack in Europe re-

mains theoretical. At the same time, Islamic extrem-

ist propaganda has made calls to obtain such ma-

terials. A CBRN attack – such as adding a chemical 

to a bomb or contaminating a scene with radiation 

– would certainly lead to panic and chaos, serious 

economic consequences and, depending on the cir-

cumstances, a high number of casualties. 

In February 2020, the Security Police Board or-

ganised a tabletop exercise, KBRT2020, within the 

framework of which such a terrorist attack scenario 

was simulated. In addition to the Security Po-

lice, participants in the exercise were the 

Police and Border Guard Board, the 

Tax and Customs Board, the Res-

cue Board, the Environmental 

Board, the Veterinary and Food Board, the Health 

Board, the Defence Forces, the State Chancellery, 

East Tallinn Central Hospital, Tallinn Ambulance, the 

Port of Tallinn and the shipping company Tallink. 

During the exercise, practice and discussions fo-

cused on solving the scenarios from the previous 

year’s field exercise. The institutions involved re-

ceived a good overview of Estonia’s current ability to 

respond to and resolve a CBRN event. In the course 

of the exercise, current bottlenecks and needs of 

the institutions were mapped. An inter-agency CBRN 

steering group will be set up under the auspices of 

the Security Police to coordinate actions in this field 

and increase preparedness for attacks. 
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National security can also be threatened by eco-

nomic dependence. This can happen, for example, 

if political or public-sector decisions in Estonia are 

made not in the interests of the country and people, 

but rather those of an undemocratic state. Hostile 

countries try to create leverage through invest-

ment to steer Estonian policy in a direction that 

suits them. Economic pressure can be manifested 

in the creation of an artificial deficit if the supply 

chains related to strategically important companies 

or sectors are controlled by a state whose interests 

conflict with those of Estonia. 

Economic pressure may result in restrictions on Es-

tonian companies at the national level (e.g. a ban 

on imports of a product) or measures taken on the 

initiative of companies against Estonian partners 

based on the general political environment of the 

country (e.g. no longer fulfilling contractual obliga-

tions). The use of such techniques provides an op-

portunity to try to manipulate related parties. 

KAPO’s primary focus in ensuring economic secu-

rity and analysing foreign investments is critical in-

frastructure (transport, communications and other 

essential services) and the IT and energy sectors. Po-

tential vulnerabilities in these areas are particularly 

detrimental to national security. KAPO has scruti-

nised intended investments from countries where 

several companies are guided by political or security 

interests rather than business considerations. 

ECONOMIC SECURITY AND THE FIGHT 
AGAINST CORRUPTION

KAPO’s goal in ensuring economic security 

is to prevent and combat intrusions into Es-

tonian sovereignty through the economy. 

Economic security ensures Estonia’s ability 

to implement a freely chosen economic po-

licy, develop the country’s economy, increase 

the well-being of the people and withstand 

economic pressure. Economic pressure can 

come from other countries or Estonia’s own 

sovereign decisions. To this end, it is important 

to identify any politically motivated economic 

pressure from hostile countries. Such a stra-

tegy is mainly used by Russia and China.

Equally dangerous are factors affecting the 

economy from within the country that un-

dermine people’s trust in the state. The ac-

tions of a corrupt official can cause dama-

ge that can take years to put right. Officials 

need to be aware of procedural restrictions, 

and making decisions on behalf of the state 

in favour of their acquaintances is probably 

a violation of procedural restrictions. Esto-

nia must move forward vigorously to make 

catching a big fish in muddy water unaccep-

table in our country. Both politicians and bu-

sinesspeople interested in fair competition 

agree that lobbying needs regulation. 
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Strategic companies must be 

protected

In 2020, the Covid-19 pandemic has had a sig-

nificant impact on economic security risks. The 

economic downturn resulting from the crisis has 

further highlighted the need to screen foreign in-

vestments, both in Estonia and with our partners. 

If companies providing strategic and essential ser-

vices run into difficulties, they must be protect-

ed from takeovers. They are targeted by compa-

nies controlled by hostile states. Risk areas have 

been reassessed and expanded, and the threshold 

screening for investments has been lowered. The 

general trend for both EU and other partners has 

been to tighten the screening of foreign invest-

ments. This is due to the increased need to protect 

the domestic economic environment from exter-

nal influence. 

KAPO prevents and investigates breaches of inter-

national sanctions. We cooperate with domestic 

implementers of international sanctions and sec-

toral supervision, as well as with partner services in 

other countries. When preventing sanctions viola-

tions, we can see that international sanctions have 

an impact both on the direct subject and on the 

economies of those countries that have caused the 

imposition of sanctions on themselves by flouting 

international norms. 

It is more difficult for individuals and companies on 

the sanctions list to maintain their trade relations 

and make new investments in sanctioning coun-

tries. Companies whose beneficial owner is a sanc-

tioned person therefore seek intermediaries for 

their economic activities from among those who do 

not attract suspicion.

Awareness of sanctions has increased and more at-

tention is being paid to transactions with companies 

in sanctioned countries. Regular information on 

sanctions still needs to be provided, as some eco-

nomic operators do not pay attention to the appli-

cation of sanctions, for various reasons. As a result, 

they may find themselves in breach of a sanction.

In Estonia, the greatest risk concerns violations of 

sanctions imposed on Russian subjects. It is impor-

tant for our businesses to be aware of this and iden-

tify the actual beneficiaries of their transactional 

counterparts and the latter’s related parties, so as 

to avoid unintentional breaches of sanctions. With 

respect to our region, newly sanctioned individuals 

from Belarus were added in 2020, and the lists are 

constantly being updated. 
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Lobbying needs regulation

In international reports assessing countries in terms 

of governance and development, Estonia maintains 

relatively high ratings. The intolerance of corrup-

tion in Estonian society and the established practice 

of publicly treating all manifestations of corruption 

with sufficient thoroughness help to keep Estonia 

a low-corruption country. The public sector serves 

the people and must comply with the highest stand-

ards of public ethics in its decisions and actions. Any 

circumstances leading to corruption must be elimi-

nated at an early stage. 

For many years, KAPO has pointed out that clear 

rules are needed in relation to lobbying. Signs in 

the fight against corruption continue to show that, 

through regulated and publicised lobbying, Estonia 

can take an important step towards integrity and 

transparency. The public expects clarity on how 

lobbying influences decisions in areas such as the 

timber industry, the pharmaceutical and pharmacy 

markets, telecommunications and energy produc-

tion. A lack of transparency in decision making and 

choices that are impossible for the public to under-

stand constitute a breeding ground for corruption. 

Only those operators and politicians who benefit from 

muddying the waters do not support the regulation of 

lobbying. Operating in a grey area makes it possible 

to hide the real motives behind decisions and alloca-

tions of state resources. Recognition is due to those 

senior government officials and lobbyists who inform 

the public about their lobbying and demand that the 

principles of lobbying be set out in writing. Such rules 

need to be established as soon as possible, at least in 

the public sector, in order to reduce the proportion 

of shady decisions and actions. The fact that Estonia 

does still not have a functioning lobbying law or good 

practice similar to other EU countries is incompatible 

with our image of openness.

In the economic crisis caused by the coronavirus 

pandemic, it is crucial to keep the economy func-

tioning to ensure efficient healthcare and to pro-

cure large quantities of medicines and healthcare 

equipment quickly. Public authorities are under 

pressure to resolve the crisis quickly and financial 

aid can be distributed on the basis of vague criteria. 

This has been pointed out by the National Audit Of-

fice. Failure to ensure impartiality and fair competi-

tion in public procurement creates an environment 

conducive to corruption. Emergency decisions 

might not always follow due process and documen-

tation might be incomplete. This makes audits and 

inspections or investigations difficult. KAPO pays 

particular attention to the risk of corruption in the 

policy and economic sphere involved in combating 

the coronavirus crisis in order to prevent and detect 

corruption crimes.

An official must be able to withdraw 

from decision-making at the right time

The main crimes classified as corruption are bribery, 

embezzlement, violation of procedural restrictions 

and trading in influence. The actions and decisions 

of an official must be fair, transparent and impartial. 

Estonia is a small country and officials cannot rule 

out that, at some point, they may have to make de-

cisions on behalf of a local government, the state, 

a legal person in public law or another institution 

performing public functions5 that affect people 

they know personally. In such a situation, this rela-

tionship must not be hidden, and the correct thing 

to do is withdraw from the decision-making process. 

In the simplest case, a breach of this rule constitutes 

a breach of procedural restrictions.6 Depending on 

the financial scale of the decision, it can be a misde-

meanour (value under 40,000 euros) or a criminal 

offence (40,000 euros or more). In more serious 

cases, if the matter affects the financial situation 

of both parties, the offence of bribery can occur. In 

this case, both parties are perpetrating a crime, as 

bribery is a criminal offence. 

In a violation of a procedural restriction, the official 

does not receive corrupt income from the decision 

or action, but the decision or action is made in con-
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ditions of a conflict of interest, and the bystander 

understands this as an abuse of power. In these cas-

es, the legitimate way out is not to deny the official’s 

non-work relationships, but to withdraw oneself 

from making the decision and taking action. An un-

derstanding of what constitutes a violation of pro-

cedural restrictions could be formulated as follows: 

“Don’t make decisions concerning people and their 

interests with whom you have financial dealings at 

the time of deciding.”

Cases of corruption

On 3 November 2020, the Tartu County Court 

convicted the former deputy mayor of Tartu, Valvo 

Semilarski, of violating procedural restrictions on 

a particularly large scale. In doing so, the court of 

first instance upheld the allegation that the deputy 

mayor had participated in the decision as a member 

of the city government when the addressees were 

companies with which the deputy mayor was in-

volved in debt obligations amounting to almost half 

a million euros at the time of the decision. Wheth-

er the settlement remains at the county court lev-

el will be determined in the further proceedings of 

the case in the next court instances. The judgment 

of the court of first instance also provided an an-

swer to a question regarding the lawfulness of the 

surveillance, which Semilarski’s counsel constantly 

questioned in public communication in parallel with 

the court proceedings. This did not save the coun-

sel’s client. 

Inside information on a public 

procurement for a BMW

On 15 January 2020, KAPO detained Taavo Randna, 

a member of the management board of Elektrilevi 

OÜ, as a suspect in bribery. Randna, who had long 

worked in leading positions at Elektrilevi OÜ, was 

responsible for managing communications servic-

es, including the company’s high-speed internet 

network project. In 2019, Elektrilevi organised a 

framework procurement to find someone to build 

the network, and one of the successful bidders was 

Winester OÜ, a company engaged in the construc-

tion of electricity and communication networks. 

What Elektrilevi’s tender evaluation team did not 

know was that their boss, Randna, had already deliv-

ered the procurement documents to Tarvi Velström, 

the owner and manager of Winester OÜ, before the 

tender was announced. The Elektrilevi officer had 

also advised his acquaintance to submit false infor-

mation about Winester OÜ’s previous work, assur-

ing him that the procurement committee would not 

check the submitted information very thoroughly. 

Through Randna, Winester OÜ also found out the 

highest price at which Elektrilevi OÜ was ready to 

sign the procurement deal. Randna also shared 

Elektrilevi’s other confidential information: the 

content and prices of the bids of other companies 

participating in the tender did not remain a secret 

to Velström. Thanks to the inside information re-

ceived from Randna, Winester OÜ gained an ad-

vantage over other bidders. In return for the in-

formation, Velström paid the lease payments and 

maintenance costs of Randna’s BMW electric car to 

the tune of over 26,000 euros. Taavo Randna, Tarvi 

Velström and Winester OÜ agreed to a compromise 

procedure.

The case is another example of how a senior em-

ployee of a state-owned company performing public 

functions chose the path of corruption. As we have 

repeatedly emphasised, the participation of corrupt 

individuals in the management of state-owned stra-

tegic companies is, on the one hand, detrimental to 

the company’s business and the fulfilment of strate-

gic goals, and, on the other, a threat to the country’s 

economic security. At the same time, it is pleasing 

to note that the threat has been increasingly under-

stood and the fraud risk assessment and internal 

audit units of state-owned companies have been 

strengthened. The work of Eesti Energia and its sub-

sidiaries in this area is commendable. 
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An IT specialist sold Air Force 

assets online

On 4 November 2020, Armin Annus, an IT specialist 

in the Air Surveillance Wing, was convicted by Harju 

County Court of large-scale embezzlement and illegal 

use of Defence Forces property. According to the judg-

ment, Annus misappropriated information and com-

munications technology (ICT) equipment from the 

Defence Forces worth a total of at least 48,935 euros 

during the period 2015 to 2019, and illegally used ICT 

equipment belonging to the Defence Forces, worth at 

least 30,404 euros, to mine cryptocurrency. 

As an IT specialist, Annus had the authority to or-

der various ICT equipment for the institution in or-

der to perform his official duties, some of which he 

sold online for his own benefit. To conceal his ac-

tions, he used the current account of his wife and 

even the minor child of a colleague, to whom he had 

the sales proceeds of the Defence Forces property 

transferred. 

In addition, he assembled a large number of com-

puters from ICT equipment belonging to the De-

fence Forces, which he set up both at home and at 

work to mine cryptocurrency. At the Ämari Air Base 

alone, he had installed a total of 17 such computers 

in different locations, including the base’s server 

room.

The court sentenced Annus to two years six months’ 

imprisonment with a probation period of two years 

eight months. Annus must compensate the state for 

the damage caused.

Armin Annus and the confiscated computer system he used to mine cryptocurrency.
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A customs official neglected 

his duties in return for drugs

On 25 June 2020, Konstantin Chernilovsky, a cus-

toms inspector and shift manager at the Eastern 

Customs Station of the Customs Department of the 

Tax and Customs Board, was convicted of bribery 

by Viru County Court in a compromise procedure. 

Among other things, the official was ready to allow 

smugglers to cross the border without a customs 

check in return for drugs. Chernilovsky was a re-

spected colleague and in April 2020 he was elected 

Person of the Month of the Tax and Customs Board, 

but unfortunately the shiny facade concealed a cor-

rupt civil servant. 

An official who is ready to neglect their duty on 

the country’s border in exchange for a narcot-

ic substance is a high security risk and a poten-

tial recruitment target for foreign special servic-

es. KAPO pays particular attention to corruption 

crimes at the state borders, especially when the 

border between Estonia and the Russian Fed-

eration is closed. This situation puts pressure on 

smugglers to look for new ways to continue their 

illegal trade, with the risk that opportunities will be 

found among corrupt officials.

Chernilovsky was sentenced to two years six 

months’ imprisonment with a three-year probation, 

of which three months’ shock imprisonment was 

to be served immediately. The official repeatedly 

failed to carry out customs inspections on three 

men who smuggled cigarettes across the border. In 

return, Chernilovsky received smuggled cigarettes, 

cash and drugs. 

Customs inspector and shift manager Chernilovsky conducts an ostensible customs inspection on the briber and smuggler Maxim Koltsov, while the 

smuggler’s father, Sergey Koltsov, who also has smuggled cigarettes in his bag, passes through the customs station. A moment later, Maxim Koltsov enters 

Estonia with smuggled goods.
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Judgment on a ministry’s IT 

procurement entered into force

The 2019–2020 Annual Review described a corrup-

tion case in a ministry’s IT procurements, a judg-

ment on which entered into force at the beginning 

of 2021. On 25 June 2020, the Supreme Court an-

nulled the Tallinn Circuit Court judgment of 19 De-

cember 2019 and referred the criminal case to the 

same panel of the circuit court for a new judgment. 

The Tallinn Circuit Court judgment of 21 September 

entered into force by a ruling of the Supreme Court 

of 5 January 2021, acquitting Ivo Ahun. At the same 

time, convictions entered into force concerning 

Margus Dsiss for bribery, trading in influence and 

violation of public procurement requirements. The 

former information security manager of the Min-

istry of Rural Affairs, Aivar Ilves, and his company, 

Sheli OÜ, were convicted of giving a bribe. Margus 

Dsiss took a bribe of 1,000 euros from Ilves when 

procuring a data migration service for the Civil Avi-

ation Administration. Dsiss also asked officials at 

the Maritime Administration to transfer assets in 

the amount of 4,000 euros for exercising influence. 

In addition, in order to grant an advantage to She-

li OÜ, Dsiss violated the rules in the procurement 

of theory examination software, of maintenance of 

the pilot examination software and procurement of 

personnel competency software, and the procure-

ment of software for unmanned aircraft (drones) 

for the Civil Aviation Administration. The individuals 

received a pecuniary punishment. 

Criminal case against Edgar Savisaar 

closed

According to an Estonia proverb, it’s people that 

catch illnesses, not stumps and stones. The crim-

inal case related to Edgar Savisaar, former mayor 

of Tallinn and leader of the Centre Party, which 

was finally resolved last year, involved individuals 

already notorious for corruption and others who 

became discredited after the case was closed. On 

22 September 2015, KAPO detained Savisaar, the 

then mayor of Tallinn, as a criminal suspect. He was 

later tried together with other individuals accused 

in a criminal case opened on 17 July 2014. As the 

court found that the former mayor was irreversibly 

ill, the criminal case against him was ended in 2018. 

However, court proceedings continued against the 

others accused in the case. On 30 November 2020, 

the court proceedings were completed when the 

Supreme Court did not accept the complaints of the 

parties and the judgments of the courts of lower in-

stances entered into force. 

In summary, the compromise procedure found Vil-

lu Reiljan guilty of brokering a bribe to Savisaar in 

connection with illegal construction activities at 108 

Sihi Street, Tallinn7 and he was fined 33,320 euros. 

Reiljan’s employer, Vello Kunman, was convicted of 

promising a bribe to Savisaar8 and was fined 15,000 

euros.

Savisaar was involved in another case of bribery, 

when election advertisements for MTÜ Eesti Kesker-

akond (the Centre Party) were financed with a pro-

hibited donation. To conceal the traces of bribery, no 

money was donated to the party or its members but 

a loan of 275,000 euros was given to Midfield OÜ, 

the party’s advertising partner owned by Paavo Pet-

tai. (Pettai helped to reveal the circumstances of the 

crimes and the Prosecutor’s Office closed the crim-

inal case against him.) Kalev Kallo was convicted of 

arranging a bribe, aiding in the acceptance of and 

giving a bribe, and aiding in the giving and accept-

ance of a prohibited donation. The object of the bribe 

was to provide a loan to MTÜ Eesti Keskerakond as 

a type of other benefit. Kallo was a member of the 

Riigikogu at the time of committing these crimes. 

MTÜ Eesti Keskerakond was found guilty in a com-

promise procedure of accepting a prohibited dona-

tion on a large scale. The board members admitted 

the guilt of the party and agreed to the compromise. 

The court punished the party with a financial penal-

ty of 275,000 euros, of which it ordered that 25,000 

euros be paid immediately, the rest to remain un-

paid if no intentional crimes were committed.

Hillar Teder committed large-scale bribery and 

gave a large prohibited donation, the latter being 

paid through the company of his son, Rauno Ted-

er. However, the criminal proceedings against the 

individual were terminated on the basis of section 

202 of the Code of Criminal Procedure, as the per-

son gave meaningful and thorough testimony in the 

court proceedings and thereby contributed to the 

establishment of the circumstances. This is a miti-

gating factor. The court ordered him to pay 200,000 

euros into state revenue. However, based on the 

suspicion presented in January this year, it is pos-

sible that, despite the negative experience gained 

in the Savisaar criminal case, Teder has not learned 

a lesson, but continued to influence (bribe) officials 

and politicians in a way that benefits his companies.
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At a meeting on 15 December 2014 Reiljan said: “... the boss greets you on the coming holidays and 

sends you a good sweet drink, ... first of all I will say this one thing, that you may be interested in, that 

he greets you cordially, but that’s nothing. Secondly, he tells you that if you are interested, he will 

support your party with a few dozen kilos.”

Savisaar: “Sure, I’m interested.” 

Reiljan: “I am authorised to tell you that if you ... send a ... let’s say a person who deals with these 

things for you.” 

Savisaar: “I will send someone to you.” 

Reiljan: “You can also send them to me, I’ll go with them where needed, right.” 

Reiljan adds: “Yes, he says yes, that he would gladly … let’s say contribute, well, it’s not the city elec-

tions, but well, let’s say for the sake of truth and justice in the state” (laughs).

Reiljan asks if Savisaar is ready for the elections, to which Savisaar replies: “Yes, but well, if you 

help, then …”

Reiljan answers: “We are also positive ... we will help,” and whispers, “here in the drawer, a few cents 

into this drawer, a few cents. Look, that was the particular thing I told you. Send your bogeys, your 

bogeys ... to [incomprehensible] ... and [whispers] I put these on the table, then pull things together 

and then a few cents will be in the drawer.” 

Savisaar answers: “Sure.” 

At the end of the conversation, Reiljan thanks Savisaar, to which Savisaar answers: “Don’t thank me, 

but I’ll try to clear these things up.”

Photo: Rauno Volmar/ Ekspress Meedia
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„Без срока давности – 

No Statute of Limitations“

Meelis Maripuu
Historian, Estonian Institute of Historical Memory

At the end of World War II, the USSR and the West-

ern Allies signed the Treaty of London (also known 

as the London Charter or the Nuremberg Charter) 

in August 1945. On this basis, an international mili-

tary tribunal was set up to try the perpetrators of war 

crimes committed during World War II by the losing 

parties. Also on this basis, senior German statesmen 

and military personnel were tried during the first 

and subsequent Nuremberg Trials from 1945 to 1949. 

During the decades that followed, a glorified picture 

of the international Nuremberg Tribunal emerged. In 

parallel, the winning Allies organised numerous tri-

als in their own zones of occupation, with their own 

military tribunals ruling. In the years after that, thou-

sands of trials took place to convict citizens of Na-

tional Socialist Germany and its allies (or its occupied 

territories) accused of war crimes and crimes against 

humanity in their countries of location based on the 

laws of those countries. 

According to the data of Russia’s Federal Security 

Service (FSB), from 1943 to 1953 more than 320,000 

people were arrested in the Soviet Union, most of 

them accused of cooperating with the German oc-

cupying power in some way or another. As far as 

is known, more than 5,000 people were arrested 

TRIALS OF WAR CRIMINALS IN RUSSIAN 
HISTORICAL PROPAGANDA 

In today’s civilised world, the principle that crimes 

against humanity or war crimes are not subject to 

any statute of limitations has become increasingly 

self-evident and it surprises no one to see people 

over the age of 90 who took part in World War II 

crimes being brought to justice. Estonia’s connec-

tion with crimes against international law as they 

are currently defined dates back to World War II 

and the subsequent years of Soviet occupation. 

Understandably, Soviet investigative and judicial 

authorities did not engage in investigating crimes 

committed by representatives of their own regime. 

However, as early as 1943, the USSR launched pub-

lic trials for crimes by the German side. 

In this yearbook, we publish two top-secret KGB 

compendium articles from 1963 and 1969 that discuss 

trials of war criminals in occupied Estonia in the 1960s 

and their use in historical propaganda. Under the le-

adership of the KGB, crimes committed by the Ger-

man side were used to justify post-war Soviet mass 

repressions and to minimise the impact of the Esto-

nian expatriate community. In today’s Russia, we are 

witnessing an ever-accelerating return to Soviet his-

toriography and, in parallel, the readoption by secu-

rity services of the methods tried and tested deca-

des ago. The articles, translated from Russian, are 

preceded by an article by historian Meelis Maripuu 

that discusses the background to the war criminals’ 

trials in the USSR and their connection to the use of 

propagandistic historical material in modern Russia.
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in  Estonia as early as the autumn of 1944 and over 

12,000 during the next year. By the end of 1949, more 

than 27,000 had been arrested on political grounds, 

mostly charged with cooperating with the German 

occupying power. Thereafter, the momentum of 

arrests declined. A majority of the people who had 

cooperated more closely with the German occu-

pying powers and could have had a link with the 

crimes committed by them were probably among 

the roughly 100,000 people who had fled to the West 

to escape the Red Army. During the early post-war 

years, investigations were usually quick and super-

ficial and in the Estonian SSR convictions of people 

who had cooperated with the Germans were not 

based on the international definition of war crimes 

but, rather, they were charged with treason. This took 

place regardless of the fact that none of the Estoni-

an citizens in question had ever expressed any wish 

to become Soviet citizens. “War crimes” were only 

referred to in communications with other countries, 

Supreme Court of the Estonian SSR during the trial of K. Linnas, E. Viks and J. Jüriste.
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for  example when demanding the extradition from 

 Finland of  Estonians who had fought in the Finnish 

army.9 

During the Cold War, trials of Nazi criminals became 

extremely politicised. A new campaign to this effect 

was carried out between 1958 and 1969. The Soviet 

regime, which had weakened after the end of the 

cult of Stalin, needed a new mobilising organisa-

tional framework. The symbolic place of the Great 

Leader was superseded by the Soviet Nation (mostly 

defined as Russians). The Great Patriotic War – or, on 

a larger scale, the fight against German occupation 

in Eastern Europe – became the symbol to unify the 

nation. The victory over Germany and the suffering 

of the people during the war were accorded gran-

diose and even sacred dimensions, and the Soviet 

Union was positioned as the main victim and the sole 

saviour of the world. 

The collaboration of nations subjugated under Ger-

man occupation and alleged crimes by their repre-

sentatives were again taken up from another angle. 

The “shame” of the millions of Russians who had col-

laborated with Germany was now to be “washed away” 

through open shaming of other nations. Thereafter, 

Eastern European nations were depicted as crimi-

nal allies of National Socialist Germany – worse that 

the Nazis themselves. Show trials of criminals from 

the era of the National Socialist occupation came in 

handy in creating this image. In addition to accusing 

the peoples of Eastern Europe, the USSR also started 

levelling accusations at Western countries, suggesting 

that they had continued to pursue National Socialist 

policies after the fall of Hitler’s Germany.

As early as May 1957, the USSR began a propaganda 

campaign, operated in the guise of the German So-

cialist Unity Party, against judges and lawyers of the 

Federal Republic of Germany who had served the 

Hitler regime. In November 1958, the Soviet Union 

provoked another crisis in Berlin, issuing an ultima-

tum that the Allies ultimately withdraw their forces 

from West Berlin. In 1959, the new leader of the USSR, 

Nikita Khrushchev, visited Austria, where he made 

a symbolic revelation in the former concentration 

camp at Mauthausen, making public the task given 

to the leadership of the German Democratic Repub-

lic to prepare for an attack on the Federal Repub-

lic through accusations of Nazism and by means of 

show trials. The fate of the divided Germany had not 

yet been finally decided, and the Soviet Union sought 

to undermine the position of West Germany in the 

eyes of the international community, using accusa-

tions of revanchism, fascism and militarism. Khrush-

chev’s speech kicked off a court farce, curated by the 

USSR’s security services in East Berlin, which ended 

in April 1960 with a life sentence handed down to a 

West German minister in absentia.

At the same time, a campaign started to take shape 

against the refugee communities that had emerged 

after a mass flight from the countries that had fall-

en under Soviet rule. From the USSR’s point of view, 

anything that happened in the USA and in North 

America in general was of the highest importance: 

the USA was its main ideological adversary and was 

home to very large refugee communities originating 

in the territories held by the USSR (Russians, Ukrain-

ians, Lithuanians, Latvians, Estonians, people from 

the Caucasus etc.). From the Estonian point of view, 

the activities of the refugee community in Sweden 

were undoubtedly also important. In 1959, the US 

president had legalised the annual celebration of 

the week of support for the peoples entrenched by 

the communist regime of the USSR, which became 

an important milestone in the struggle against the 

communist regime by the refugees who had fled So-

viet rule. The hope of the mass return of the refu-

gees had disappeared, and it remained an important 

task for the Soviets to recruit agents from among 

them. Manipulation of individuals, using information 

about their alleged cooperation with the occupying 

regime, participation in crimes and so on, was an 

important means of influence. In addition, also in 

1959, the presidium of the Central Committee of the 

CPSU ordered the destruction of all “anti-Soviet emi-

grant centres” in the coming years, which meant the 

launch of an active propaganda war.

Show trials against those accused of crimes commit-

ted on the German side began in the Baltic states in 

1959, and refugees following the Estonian press con-

cluded that “a new campaign has been launched in 

the Baltics against Estonians, Latvians and Lithuani-

ans in the free world”.10 In the years that followed, a 

wave of show trials rolled from Leningrad to the Cau-

casus, covering almost the entire territory of the So-

viet Union that had been under German occupation. 

Five show trials took place in Estonia before 1967, ac-

companied by extensive campaigns in the domestic 

and foreign press. In total, the Supreme Court of 

the USSR ruled on 14 people: five defendants living 

outside the Soviet Union were sentenced to death in 

absentia; eight people arrested in Estonia were sen-
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tenced to death and executed; and one person was 

sent for coercive psychiatric treatment. In addition, a 

number of trials took place, which, though reported 

in the press, generated more modest coverage, with-

out extensive associated propaganda manoeuvres. 

The Communist Party made the political decisions 

and provided the necessary guidance to the security 

services, which prepared the evidence and formu-

lated the indictments. The court was left with only a 

formal role in pronouncing a conviction approved by 

the political leadership. 

The main focus of the show trials was on members of 

the refugee communities of the peoples living under 

the rule of the USSR, who had been involved in crimes 

committed during the German occupation. Suspects 

in exile could be influenced through the press and 

direct contacts before the trial, and this may have 

involved attempts to persuade them to cooperate in 

some way with Soviet intelligence agencies in return 

for e.g. charges being dropped. The lack of direct evi-

dence in this respect is compensated by the examples 

of suspected refugees who appear in the investigative 

files but are excluded from further proceedings for 

no apparent reason, or whose investigation is obvi-

ously terminated for concocted reasons.

The charges in the trials were based on actual war 

crimes and crimes against humanity, but the main 

focus of the investigation and judicial enquiries was 

not on clarifying all the facts of the crimes, but on 

achieving the regime’s political objectives. The extent 

of the crimes – the number and identities of murder 

victims – was essentially ignored. Although questions 

were asked about this during the interrogations and 

cited as concrete examples in the indictments and 

judgments, the total number of victims was neverthe-

less based on the arbitrary figures released in 1944 by 

the Special Commission of the ESSR,11 which differed 

from the probable number of victims by several or-

ders of magnitude. 

Due to the nature of the crimes (generally undocu-

mented, or evidence had been destroyed), circum-

stantial evidence, and witness statements in particular, 

played a very important role. The guideline to make 

extensive use of witness testimonies came from An-

drey Vyshinsky, the Prosecutor General of the USSR, 

who had already become infamous during the show 

trials of the Great Terror of the 1930s: “Witness state-

ments are one of the oldest and most common types 

of forensic evidence. And this is perfectly under-

standable, because the living word of the immediate 

witness of the event, which tells the investigation and 

the court calmly and objectively about the circum-

stances of the event, the offender, the crime situation, 

etc., is of paramount importance to the judgment.”12 

Under the totalitarian regime, however, witness ma-

nipulation was quite simple and widespread. In the 

early 1960s, there was a separate room in the then 

National Central Archives of the October Revolution 

and Socialist Reconstruction under the Ministry of 

the Interior of the ESSR, in which KGB personnel in-

troduced archival documents to witnesses taking the 

stand during show trials and prepared them to testify. 

In the case of the death sentence handed down in ab-

sentia against the former head of the Lääne County 

Home Guard (Omakaitse), Ago Talvar (who lived in 

Sweden), the security officers themselves admitted a 

few decades later that, despite the verdict, the direct 

participation of the defendant in the shootings had 

not been sufficiently proven. 

The show trials became a farce that did not live up 

to the principle of the independence of the prosecu-

tor’s office and the court, only subject to the law, as 

declared in the USSR’s own constitution. Their ver-

dicts must be regarded as quasi-decisions resulting 

from a decision reached by a judge based not on the 

facts presented in the indictment but on a politically 

and propaganda-motivated administrative order. The 

most obvious example of this is the trials in January 

1962 of individuals accused of mass murders in the 

Tartu concentration camp (Juhan Jüriste, Karl Linnas 

and others). Although the start of the trials had been 

postponed, a “report” of the trials and the death sen-

tence appeared by accident in the USSR Prosecutor’s 

Office’s magazine Социалистическая законность 

(The Socialist Law) before the actual trials even be-

gan. The Soviet regime created a situation in which 

potential perpetrators of blatant war crimes and 

crimes against humanity were brought to justice, but 

their convictions were void from the moment they 

were handed down. In 1987, Karl Linnas, who had 

been convicted in absentia in the USSR 25 years ear-

lier, was somewhat unexpectedly extradited to the 

USSR, putting the local Soviet authorities in an em-

barrassing position. Although the crimes with which 

he had been charged were not subject to any statute 

of limitations, the 1962 verdict against him was. It is 

alleged that preparations for a new investigation and 

trial were also started, but it is doubtful that a repeti-

tion of a farce akin to 1961–2 would have been possi-

ble in 1987, at the peak of perestroika and glasnost. It 

is clear that it would have been politically impossible 

for the USSR to acquit Linnas, but the embarrassing 
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situation was resolved by the sudden death of the ac-

cused, which in turn raised certain suspicions.

All defendants in the show trials were convicted on 

the basis of Section 62 (1) of the ESSR Criminal Code 

(treason). This was also the case after 1965, when the 

decree of the Presidium of the Supreme Soviet of the 

USSR “On the Conviction of Persons Guilty of Crimes 

Against the Peace and Humanity and of War Crimes, 

Regardless of When the Crimes Were Committed” 

was adopted. This decree was taken into account, but 

only in terms of the statute of limitations. Crimes com-

mitted against peace and humanity and war crimes 

were not included in the Criminal Code of the Estoni-

an SSR or any other criminal code in the USSR. Based 

on the continuity of the Estonian state, the defendants 

were citizens of the Republic of Estonia and not of the 

USSR occupying Estonia. Thus, those convicted during 

the trials in question, as well as all the remaining tens 

of thousands convicted of “treason”, were automati-

cally rehabilitated under the Law on the Rehabilitation 

of Extra-judicially Repressed and Wrongfully Convict-

ed, which entered into force in 1992, and any convic-

tions concerning them are considered to have been 

null and void since they were made. 

In the 1970s, the momentum of show trials subsid-

ed. In the 1980s, propaganda was spread by the rele-

vant Soviet authorities as necessary, using the press 

(mainly publications directed at foreign readers) at 

opportune moments to publish accusations against 

targeted refugees. The recovery of refugees convict-

ed in absentia from abroad was still being addressed. 

This period culminated in the previously mentioned 

case of Karl Linnas, who was the first person accused 

of war crimes to be extradited from the United States 

to the USSR against his will. 

After the collapse of the Soviet Union, this issue was 

certainly not one of the primary concerns of the Rus-

sian Federation as its successor state. In the years 

immediately after the collapse of the communist 

regime, Russia, like the liberated nations, exhibited 

significant interest in the crimes committed by the 

Soviet regime, which had affected millions of peo-

ple living under Soviet rule. Putin’s reign brought a 

gradual return to the Soviet understanding of things. 

The special role of the Soviet Union, and Russia as its 

successor, in the conquest of Nazi Germany and the 

liberation of Europe was put on a pedestal. 

Prior to 2009, different approaches to World War II, es-

pecially its prelude, and attempts to place these events 

in a broader international context, could be observed 

in writing about Russia’s history. In the years since, 

there has been a return to Soviet-era positions, with 

some ideological changes. The most visible change 

was the abandonment of class theory in explaining 

the causes of World War II and its replacement by the 

theory of civilisations. As history goes full circle, the 

study and condemnation of wartime collaborationism 

has, once again, attracted national attention. Unlike in 

the past, today’s focus is primarily on foreign nation-

als in countries that regained independence from the 

Soviet regime and in countries on the western border 

of Russia or further to the west that took part in the 

war against the Soviets in one way or another during 

the Second World War. This issue is clearly highlighted 

in an article published in the summer of 2020 in the 

name of Russian president Vladimir Putin to mark the 

end of the Second World War, which was translated 

into English as “The Real Lessons of the 75th Anniver-

sary of World War II”.13 In the light of this, those who 

fought for their national independence or freedom 

from communism will also be inflicted with the title of 

masquerading “traitors and executioners”. In Putin’s 

judgement: “In inhumanity, they often exceeded their 

masters” (i.e. the Germans).

The question rightly arises as to the purposes for 

which 75–80-year-old crimes have been raised to 

prominence at this time. Of course, the crimes in 

question are without a statute of limitations, but are 

we really dealing with the hope of finding out and 

catching the unpunished culprits, the youngest of 

whom would be around 95 years old. The indisput-

able precondition for the fulfilment of such hopes is 

the mobilisation of new sources. For historians who 

do not work for national investigative bodies, a num-

ber of previously classified documents were released 

from the Russian FSB and other archives in the 1990s 

and 2000s and from that point of view the re-ex-

amination of the subject is completely natural. The 

investigation files related to the trials held in Estonia 

have been kept in the Estonian National Archives and 

have been open to investigators since the regaining 

of independence.

According to the information available to the pub-

lic, keeping the issue up to date is largely related to 

Russia’s national interests. The FSB “discovers” and 

publishes documents, attempting to create an aura 

of novelty that would allow for (re)exposure of the 

crimes by collaborators against Soviet citizens. It is 

unclear where the discovery lies when the FSB se-

lectively, and based on current needs, takes relevant 
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documents (including past interrogation records) 

from the investigation files of its predecessor, the KGB, 

which have never left the shelves of its own archive. In 

the Soviet Union, records covering the entire wartime 

period were enclosed in archives under the Ministry 

of the Interior and the investigative bodies of the time 

had 50 years to comb them through meticulously. We 

are really talking about opening up access for histo-

rians not affiliated with investigative bodies; however, 

the Investigative Committee of Russia does not belong 

to this category. In the 1960s, at least a “letter from a 

reader” would be published in a newspaper, pointing to 

an as-yet-unconvicted criminal and resulting in a quick 

wrap-up of the investigation by the KGB “in response”. 

Today, the FSB releases an earlier investigation doc-

ument to the media and then reopens the investiga-

tion, supposedly reacting to the “discovery”. At least 

four new investigations were launched on the basis of 

journalists’ data in 2019–2014 concerning crimes with 

no statute of limitations dating back to World War II, in 

an attempt to present them as genocide against Soviet 

citizens. With the help of documents from cases re-

solved decades ago, new allegations of genocide are 

constructed, such as the “Finnish Nazism” in relation to 

the prison camps in Petroskoi (Petrozavodsk), Karelia. 

In Russia, the Russian Military History Association 

(Российское военно-историческое общество) 

and the public association Russian Search Service 

(Поисковое движение России ) are the organisations 

carrying the public campaign “Без срока давности” 

(No Statute of Limitations), executed in close cooper-

ation with the FSB, which releases suitable documents 

related to the case at hand. The possible discovery and 

prosecution of hitherto unpunished perpetrators is not 

considered a direct goal of the project, but it is recog-

nised that investigative work may lead to this. The aim 

of the project is to preserve the historical memory of 

the tragedy that struck the Russian civilian population 

during the Second World War.15 The activities of his-

torians and volunteers can indeed be motivated by a 

concern and desire to study and maintain knowledge 

of the history of the homeland. Of course, only the 

sources held by the KGB/FSB so far offer them new 

perspectives. However, with the active support of the 

state, the cause has been turned into a political tool. 

Releasing the documents needed to shape the desired 

historical image, providing approval for fieldwork and 

other research and so on actively supports the current 

national trend in shaping the historical image of Rus-

sia, focusing on the glorification of the Great Patriotic 

War and the suffering of the Soviet people at the hands 

of “German fascists and their henchmen”. 

With the help of such a powerful theme, which af-

fects the majority of the population personally, 

another, no less important, theme is successfully 

marginalised. The decades-long political terror of 

the communist regime against its own citizens and 

those of the subjugated countries also affects the 

vast majority of Russia’s current population. Howev-

er, as the legal successor to the USSR, it is increas-

ingly difficult for today’s Russia to acknowledge its 

moral responsibility for these millions of murderers 

and victims. During the upheavals of the early 1990s, 

a large number of documents revealing the com-

munist terror were made public, in the hope of leav-

ing this period of history behind and bringing about 

a change in political attitudes. Today, the attitude of 

the state authorities towards exposing the crimes of 

the communist regime could be characterised as 

an attempt to put the genie back in the bottle. The 

attitude of the state authorities is hypocritical while 

becoming more and more unambiguous. In 2020, 

Anatoly Tereshchenko, a former KGB officer and 

prolific “documentary filmmaker”, published a book 

entitled “Переписчики истории. Мифы о Катыни” 

(The Rewriters of History: Myths of Katyn”.16 In this 

work, we return to the Stalinist sources of the cur-

rent historical approach without the slightest hesi-

tation, once again presenting to bona fide readers 

an “analysis” proving that “fascists” were guilty of the 

mass murder of Poles in Katyn. 

We can see obstruction of the work of associations 

and individuals investigating the crimes of the com-

munist regime, renewed blocking of access to doc-

uments, and obstructing investigation of victims’ 

burial sites and excavations that could bring to light 

direct evidence of political assassinations. Author-

ities are applying the brake on the investigation of 

those crimes not subject to a statute of limitations 

committed by the henchmen of the communist re-

gime, to halt a train that started moving in the early 

1990s. The existence of victims of political terror of 

the time cannot be denied by the current authorities, 

but the burial sites already identified are being given 

a different meaning by portraying the deceased as 

victims of the Great Patriotic War or preventing them 

from being celebrated and remembered through 

means that extend to the intimidation and convic-

tion of activists on fabricated grounds. The political 

direction of the state’s money and information flows 

will gradually stifle the investigation of the crimes of 

the communist regime and rehabilitate the authori-

tarian and imperialist way of thinking of that era.
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From KGB Collection No 4 of 1963: 

Compromising criminals detected 

abroad17 

Colonel (polkovnik) J. Kisselev,18 Lieutenant Colo-

nel (podpolkovnik) S. Kopylov,19 Lieutenant Colonel 

(podpolkovnik) S. Larionov

From 1958 to 1963, ESSR KGB units searched for more 

than 300 people who fled to the capitalist countries 

upon the crushing defeat of the German fascist oc-

cupiers – traitors, agents, bourgeois nationalists and 

death squad members. Many of them are continu-

ing their hostilities to this day. As seen in practice, an 

effective means of preventing this is to tarnish the 

reputation of the criminals in a wide range of foreign 

circles, as well as in our own country.

For these purposes, on the initiative of the KGB of the 

Estonian SSR and with the support of party and Sovi-

et authorities, a series of public trials were organised 

against major war criminals who were wanted on 

Soviet territory and abroad. To cover one such trial, 

40 representatives of the foreign press arrived in Tal-

linn, including from the USA, West Germany, France, 

Sweden and Italy.

Records of the trials and other documents on the 

crimes of the German fascist occupiers, especially 

the Estonian bourgeois nationalists, are being widely 

published in the Soviet and foreign print media, ra-

dio, cinema and television. Between March 1961 and 

August 1963, nine information notices were trans-

mitted by TASS and the Estonian Telegraph Agency. 

23 radio and television programmes were aired for 

Estonians living abroad.

Based on the ESSR KGB’s material, the Ministry of 

Foreign Affairs sent diplomatic notes to the gov-

ernments of the USA, England and Australia with 

demands to extradite the war criminals Mere, Viks 

and Linnas, convicted in absentia. The notes were 

published in the press, both centrally and in the 

 republics. 

From 1961 to 1963, the Estonian State Publishing 

House published for mass circulation documentary 

books in Estonian, Russian and English with titles like 

“Masks have fallen”,20 “People, be vigilant!”,21 “The 

Servants of the Swastika”22 and “12,000”.23 These 

books, written on the basis of ESSR KGB records, re-

veal the activities of Estonian bourgeois nationalists 

and other criminals hiding abroad. With the help of 

agents and trustees, the books were distributed to 

places with the highest concentration of Estonian 

emigrants (the USA, Sweden, Canada, Australia and 

England).

The books contributed to public resentment among 

ordinary emigrants towards the crimes of the leaders 

of the Estonian nationalists, and in several cases they 

were forced to cease their active anti-Soviet activities.

A typical example of the success of articles published 

in the foreign press to expose hidden war criminals is 

an article published in Canada on the crimes perpe-

trated by the former commander of the Jägala con-

centration camp, Laak.24 He personally took part in 

the mass extermination of Soviet people. Following 

this publication, Laak started to receive visits from lo-

cal newspaper correspondents seeking clarification 

concerning the allegations against him. The public 

outcry was so great that Laak committed suicide.

An Associated Press correspondent reported from 

Winnipeg (Laak’s last place of residence in Canada): 

“A 53-year-old immigrant accused by Russia of be-

ing a Nazi war criminal and wanted for massacres in 

Estonia committed suicide by hanging himself on a 

beam in a garage ... According to TASS, the former 

Estonian Nazi camp commander lived in Winnipeg, 

where he bought a house with the proceeds of the 

sale of valuables looted from murder victims …”.

Former Tartu Security Police Commissioner  Luitsalu25 

fled from Estonia to Canada, fearing responsibility for 

the killing of Soviet citizens. Leading the so-called 

Estonian National Committee and the Baltic-Ca-

nadian Federation, he was an anti-USSR activist. To 

compromise Luitsalu, articles about his crimes were 

organised to appear in Canadian newspapers, after 

which his apartment in Toronto was besieged by cor-

respondents. Others telephoned Luitsalu and urged: 

“Follow the example of Laak. Find yourself a rope.” As 

a result, Luitsalu died unexpectedly.

Department Head of the Estonian Political Police 

Ervin Viks,26 wanted in Australia, about whom ar-

ticles were also published, left his house in Sydney 

and went into hiding, fearing the wrath of Australian 

dockworkers.

Former Commander of the Estonian Security Police 

Mere27 is a member of an anti-Soviet organisation, 

the Association of Estonians in England. After being 
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compromised in the press, he ended his defamatory 

statements against the Soviet Union.

In addition, all these measures contributed to the 

establishment of special committees by the public 

in London and Chicago to expose war criminals liv-

ing there. In Sweden, the committee was made up of 

professors, writers, artists, musicians and others who 

launched a fight against neo-fascism. 

Jewish communities in the United States, England, 

Israel, Australia and other countries are particularly 

active in responding to the crimes committed by Ger-

man fascist convicts. We also take this opportunity to 

compromise war criminals, paying special attention 

to influential Jews. Among other things, we are using 

the London community, which consists of business-

men, many of whom are connected with Estonia to 

some degree (previously lived there or have rela-

tives), to expose Mere. As a representative of Israel, 

a close acquaintance of our trustee belongs to that 

community. He is interacting daily with many influen-

tial Jews living in London and other parts of England. 

To ensure active and purposeful action by the London 

community, we used our trustee to send photocopies 

of documents certified by the National State Archives 

disclosing the involvement of Mere, Viks, Linnas28 and 

others in the extermination of the Jewish population. 

We also sent some copies of the books “Masks have 

fallen”, “Servants of the Swastika”, “12.000” and “Peo-

ple, be vigilant!”.

Similar material has also been sent to Hillel Zaidel, a 

former prisoner of the Klooga camp,29 and an anti-fas-

cist and correspondent for several Israeli newspapers. 

In addition, material on war criminals was sent via the 

London community to the Australian MP Einfeld,30 

who called in the Parliament for Viks to be extradited 

to the Soviet authorities, along with the US journalist 

Juniar, author of the book published in the US “Nazi 

War Criminals Among Us”.31 Material from the KGB of 

the Estonian SSR has been used in this book. 

Tallinn

In front of the Naval Officers Building before the trial of Ain-Ervin Mere, Ralf Gerrets and Jaan Viik.
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From KGB Collection No 3 of 1969: 

Tireless exposure of fascist death squad 

members32 

Colonel (polkovnik) L. Barkov,33 Lieutenant Colonel 

(podpolkovnik) V. Shirshov

… In the summer of 1968, in cooperation with the film 

studio “Tallinnfilm”, episodes were filmed document-

ing the locations indicated by the accused Bibikov, 

Nüüd, Tomba, Anderson and Pindis34 as the plac-

es where they carried out mass shootings of Soviet 

people. This material then became the basis for the 

script of the documentary “Next to the Monastery 

Wall”, which was released on the screens of the re-

public.35

Investigators and operational staff shall endeavour 

to draw certain conclusions from each criminal case 

and, where appropriate, to inform the general public 

thereof. The proposals of the National Security Com-

mittee are coordinated in advance with the Central 

Committee of the Estonian Communist Party. The 

chekists are helped in their implementation by a 

well-established team of qualified authors. The KGB 

cooperates with publicists such as writer Ants Saar,36 

Daniil Rudnev, Candidate of Historical Sciences,37 

Vladimir Raudsepp, Executive Secretary of the Writ-

ers’ Union of the ESSR and Merited Journalist of the 

ESSR,38 Igor Gaspl, Head of the Department of the 

newspaper Sovetskaya Estoniya39 and others. 

Already during the investigation, it is determined 

through which channels the information should be 

directed, including abroad. It is taken into account 

which newspapers or radio stations have an audi-

ence particularly interested in one event or another 

(youth or literary papers, Russian-language pages). 

In order to ensure that material placed in newspa-

pers is not perceived as “in-your-face propaganda”, 

publications describing the same event are usually 

not immediately available in all national newspapers, 

as was the case in the past.

The publishing house Eesti Raamat has published 

five books in recent years based on investigation 

records, some literary works have been written, 

and the film studio Tallinnfilm has made three doc-

umentaries.

In this way, all these measures serve the identified 

political objectives. What is being achieved?

First, published documentaries and literary works 

are using concrete examples to show the real face 

of Estonian bourgeois nationalists, by whose hands 

the Hitlerites tried to establish a “new order” in Esto-

nia and implement a policy of abduction and terror.

Secondly, the reactionary nature of the leaders of 

Estonian nationalist emigration, among whom war 

criminals are now increasingly infiltrating, is being 

publicly revealed. The circles that received active 

helpers of German fascist usurpers when they fled 

Estonia have also been disclosed.

Thirdly, hostile propaganda here and abroad, claim-

ing that all Estonians arrested by the Soviet author-

ities in the pre-war and post-war periods had been 

unjustifiably prosecuted, will be completely refuted.

Fourthly, the Soviet people are being inoculated 

with a sense of high political vigilance and dissatis-

faction with the enemies of our country.

Fifth, the public is hearing the truth about outstand-

ing party workers and members of councils, work-

ers, peasants who received land from the Soviet 

state and other honest citizens who participated in 

the revolutionary movement during the bourgeois 

dictatorship and in social reorganisation in the So-

viet era and died at the hands of nationalists – that 

they gave their lives for the Soviet power.

Investigators and operatives of the State Security 

Committee attached to the Council of Ministers of 

the Estonian SSR are working hard to ensure that 

fascist murderers, whose hands have not been 

washed of the blood of innocent victims, serve 

the punishment they deserve – we owe this to the 

memory of the people who have perished by the 

hand of Hitler’s executioners, who gave their lives in 

the fight against fascism.
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ENDNOTES

 DEFENDING THE CONSTITUTIONAL ORDER 

1 The Black Hundreds (in Russian: черносотенцы) was a movement of monarchists and right-wing extremists in 
Russia after World War I and during the Civil War.

2 The term is used by far-right movements in the United States. Boogaloo is a humorous and mocking term, just 
like the tradition of the adherents to take part in demonstrations wearing a combination of automatic weapons, 
tactical equipment and Hawaiian shirts.

3 The Lithuanian FKD member made a 6kg explosive device that he placed in the centre of Vilnius. Fortunately, it 
did not go off. Along with the installation of the explosive device, extremist symbols and messages were painted 
on the wall of a financial institution.

 PROVIDING CYBERSECURITY

4 www.euronews.com/2020/12/08/norway-s-intelligence-service-says-russian-groups-likely-behind-parliament-
cyber-attack direct link https://www.pst.no/alle-artikler/pressemeldinger/datainnbruddet-mot-stortinget-er-
ferdig-etterforsket/

 ECONOMIC SECURITY AND THE FIGHT AGAINST CORRUPTION

5 For the purposes of anti-corruption rules, a decision is one directed at the creation, alteration or termination 
of the rights and obligations of other persons, including agencies performing public duties involving, inter alia, 
participation in or substantive directing of the decision.

6 Anti-corruption Act, Section 11. Procedural restrictions

  (1) An official is prohibited from performing an act or making a decision, if:

   1) the decision is made or the act is performed with respect to the official or a person connected to him  
 or her;

   2) the official is aware of an economic or other interest of that official or a person connected to him or  
 her and which may have an impact on the act or decision;

   3) the official is aware of a risk of corruption.

7 Pursuant to Section 295 (1) of the Penal Code; from 1 January 2015 arranging of a bribe, pursuant to Section 
296 (1).

8 Pursuant to Section 297 (1) of the Penal Code; from 1 January 2015 promising a bribe, pursuant to Section 298 (1).

 TRIALS OF WAR CRIMINALS IN RUSSIAN HISTORICAL PROPAGANDA

9 For more information about the trials conducted in the 1960s, see: Meelis Maripuu. “Külma sõja aegsed 
näidiskohtuprotsessid Eestis. Õigus ja propaganda kaalukausil” (Show trials in cold war Estonia: the weight 
of justice and propaganda) – Eesti Ajalooarhiivi toimetised, ACTA ET COMMENTATIONES ARCHIVI HISTORICI 
ESTONIAE. Nõukogude Eesti külma sõja ajal (Soviet Estonia During the Cold War), 2015, pp. 88–140.

10 Newspaper Vaba Eestlane (The Free Estonian), 12 December 1954, “Me ei andesta kunagi nendele roimaritele …” 
(We will never forgive those criminals ...).

11 The ESSR Commission for the investigation of the crimes of the German fascist invaders and their accomplices 
and the damage caused by them.

12 Б.Н. Ковалев. “Свидетельские показания в уголовных делах коллаборационистов в России”. – Вестник 
Новгородского Государственного Университета 2005, № 33, pp. 108–113.

13 Vladimir Putin. The Real Lessons of the 75th Anniversary of World War II. – The National Interest, 18 June 2020. 
(https://nationalinterest.org/feature/vladimir-putin-real-lessons-75th-anniversary-world-war-ii-162982)
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14 www.currenttime.tv/a/nazi-crimes-peobed-again/30655103.html

15 www.currenttime.tv/a/nazi-crimes-peobed-again/30655103.html; http://rf-poisk.ru/

16 Анатолий Терещенко. Переписчики истории. Мифы о Катыни. – АО Издательский дом «Аргументы 
недели», 2020.

17  This article appeared in a top-secret periodical for KGB employees, KGB Collection No 4 (21) 1963 of the 
USSR, pp. 72–74 (Сборник КГБ).

18 Jakov Petrovich Kisselev (1919–95) was the Commander of the 2nd Department of the KGB of the Estonian 
SSR from 1960 to 1964 and the Deputy Chairman of the organisation from 1969 to 1971, then worked in 
different units of the USSR KGB, most recently from 1979 to 1987 as the Head of the USSR KGB Press Office.

19 Sergei Danilovich Kopylov (1913–93) was an employee of the Estonian SSR KGB.

20 Маски сорваны! (Masks have fallen) (1961). Compiled by Ants Saar (1920–89).

21 Inimesed, olge valvsad! (People, be vigilant!) Records from the trial of A. Mere, R. Gerrets and J. Viik) 
(1961). Compiled by Vladimir Raudsepp (1907–98).

22 Ervin Martinson (1924–77). Haakristi teenrid (The Servants of the Swastika). On the crimes of Estonian 
nationalists and fascists during the years of Hitler’s occupation (1962).

23 12,000. Records from the trial of the mass murderers Juhan Jüriste, Karl Linnas and Ervin Viks in Tartu on 
16–20 January 1962 (1962). Compiled by Karl Lemmik and Ervin Martinson.

24 Aleksander Laak (1907–60) was a leading official of the Estonian Security Police and the SD during the 
German occupation. He was tried in absentia in the Estonian SSR in the early 1960s.

25 Aksel-Aleksander Luitsalu (1913–61) was one of the most active fighters for Estonian independence in 
Canada. In 1960, Luitsalu led a delegation of Estonians, Latvians and Lithuanians to propose that the 
Canadian prime minister raise the issue of the violent annexation of the Baltic states by the Soviet Union 
at the UN Plenary. Luitsalu denied accusations of war crimes, saying he had been in the police service 
in Estonia since 1937, and that during the German occupation he was the commissioner of the 1st police 
station in Tartu.

26 Ervin Viks (1897–1983) was a leading official of the Estonian Security Police and the SD during the German 
occupation. Viks was sentenced to death in absentia in a 1962 war criminals’ trial in the Estonian SSR. 

27 Ain Mere (1903–69) was a leading official of the Estonian Security Police and the SD during the German 
occupation. In the 1950s, the KGB tried to recruit Mere as an agent. The attempts failed and in the war 
criminals’ trial in Tallinn in 1961, Mere was sentenced to death in absentia.

28 Karl Linnas (1919–87) was the commander of the Tartu concentration camp during the German 
occupation. He was sentenced to death in absentia at a trial in the Estonian SSR in 1962, and as a result he 
later lost his US citizenship and was deported to the USSR in 1987. He died in Leningrad Prison Hospital.

29 Hillel Zaidel (1920–99).

30 Sydney David Einfeld (1909–95) was an Australian politician and leader of the Jewish community.

31 Charles R. Allen, Jr. (1924–2004). Nazi War Criminals Among Us (1963). The name in the KGB article is 
probably wrong.

32 This article appeared in KGB Collection No 3 (43) 1969 of the USSR, pp. 89–94.

33 Leonid Ivanovich Barkov (born in 1928) was the Head of the ESSR KGB Investigation Department from 1959 
to 1969, the Head of the KGB Leningrad Oblast Administration Investigation Department and Deputy Head 
of the Administration from 1969 to 1977, and the Deputy Head and Head of the USSR KGB Investigation 
Department from 1977 to 1989.

34 Roland Bibikov (b. 1913), Rudolf Nüüd (b. 1918), Verner Tomba (b. 1902), Karl Anderson (b. 1919), Leonhard 
Pindis (b. 1916) and Voldemar Kana (b. 1903) – KGB case in the National Archives (ERAF.129SM.1.29020).

35 1968 documentary about war criminals in Petseri during the German occupation of 1941–4, directed by 
Vladimir Zhukov.

36 Ants Saar (1920–89) was a communist writer and party worker.

37 Daniil Rudnev (1911–2008) was a journalist in the Estonian SSR.

38 Vladimir Raudsepp (1907–98) was a journalist in the pre-war Estonia and the Estonian SSR.

39 Igor Gaspl (1924–2001) was the author of documentary short stories “True Stories” (1960) based on KGB 
investigation records, as well as other propaganda stories describing the work of the KGB.
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