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PREFACE

The year 1998 had a touch of anniversary
for the Security Police Board: five years had

passed from the beginning of its operations _
General Director Jiiri Pihl

as an independent institution, giving a good

reason to make a retrospective summary of
the past years and the changes having taken
place. extremely dangerous to national security and their pre-
vention and obstruction imposes great responsibility on the
The Security Police Bureau that was  Security Police Board. Characteristic of such crimes is high
created into the composition of the Police  level of conspiracy and achievement of goals in prolonged
Board in 1991 and gained the status of an  perspective. Therefore it is always important to maintain

independent institution on June 18, 1993  control over presumably anti-constitutional activities of the

2 has been constantly developing and improv-  extremist-disposed persons and movements. Taking a retro-
S ing from the very first moments of its estab-  spective look at the past years we can firmly state that com-
o lishment, having by now developed into a  pared to the situation at the beginning of regained indepen-
§ security service and law enforcement insti-  dence in the Republic of Estonia, the threat on its constitu-
; tution appropriate to a democratic legal tional system and territorial integrity has reduced consider-
§ country. One of the principal elements of  ably and our aim is to reduce such threat even further.
E, the strength of statehood is the law abiding
2 behaviour (loyalty) of its citizens and the A good example related to counterintelligence lies in
S main task of the Security Police is preven-  the nearest past. A foreign diplomat was close to taking pos-
w tion, obstruction and detection of certain session of information of interest to the foreign country, thus
- crimes and pre-trial proceeding of criminal  endangering the security of Estonia. As a result of the in-time
° cases having been initiated on such basis. To  obstructive activities of the Security Police the undercover
: create a safe living environment the aim of  agent having operated behind the shade of diplomacy was
u the Security Police is to operate according to  forced to leave Estonia and thus the world was demonstrat-
3 justified expectations of the public, perfect- ed that the Republic of Estonia is able to protect its state
e ly and correctly performing the tasks  secrets. Despite the smallness in territory and number of pop-
wv

imposed on the board. I hope our previous  ulation the geopolitical location of the Republic of Estonia
and prospective mutual attempts at law  arises interest in several organizations that may attempt to
enforcement will bear better fruits at the  carry out their intelligence activities here. At the same time
beginning of the new millennium. some foreign countries attempt to prevent the integration of
Estonia into the European Union and the NATO by using
Both domestic and foreign forces can  their special agencies for that purpose and attempting to
endanger the constitutional system and ter-  obtain pertinent information and, if possible, influence the
ritorial integrity of the country. The  persons making decisions in Estonia.

offences against the state crimes are



Therefore constant attention is paid
to preventing possible intelligence activities
of foreign countries in Estonia. The protec-
tion of state secret as the guarantee of
national security has been one of the priori-
ties of the Security Police Board. Implemen-
tation of the main principles of the State
Secret Act and development of the imple-
mentation acts of the State Secret Act has
been an important area of activity for us. In
connection with state secrets the Security
Police Board inspects the implementation of
the State Secret Act and appropriate Gov-
ernment Regulation by possessors and users
of state secret, carries out supervision of
persons to decide about granting them
access to state secret and reviews applica-

tions for using state secrets.

Close relationships with other coun-
tries have also opened the door for a new
threat - international terrorism alike ordi-
nary crime recognizes no country borders.
In anti-terrorism combat the main empha-
sis should be laid on preventive work to
anticipate and prevent both material and
financial support to international terrorism.
Preparing explosive devices by groups or
individuals and supplying them with arms
to facilitate the realization of possible ter-
rorist intentions may be deemed as the cul-
tivation of terrorism. As a result of joint
efforts of all law enforcement institutions
the number of bomb explosions has reduced
in Estonia year by year, their current num-
ber being certainly far from satisfactory.
Two bomb explosions organized in Tallinn
at the end of 1998 where three persons were
killed emphasized the tragic tones. We are
glad to declare that there have been no
bomb explosions organized on the territory
of the Republic of Estonia due to terrorist

reasons. Bomb explosions have been orga-
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nized due to personal rivalry or fighting between criminal
groups. However, the background of every explosion is care-
fully examined to find out the possible existence of symp-
toms' characteristic to terrorism or to provoking of a more
general conflict. The investigation of explosions may take
years. For instance the court proceeding over suspects who
organized the bomb explosion at the Square of Independence
in Tallinn in 1993 was finally held in spring 1998.

The opinion that the detection of corruption cases in
Estonia has not reached a satisfactory level yet can be gener-
ally agreed with, although many criminal cases related to cus-
toms corruption have been sent to trial. At the same time we
must say that such shortcomings are partly due to legislative
inadequacies. Implementation of the new Anti-Corruption
Act should have a very positive impact in this field, being far
more regulative than the old one and enabling to take effec-
tive measures for the obstruction of top corruption. In 1998
the criminal proceeding of law violations of top governmen-
tal officials related to corruption and bribery was given to the
competence of the Security Police Board. From our side we
expect the increasing participation of society in detecting cor-

ruption and other crimes.

Jiiri Pihl
General Director

of the Republic of Estonia
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History of the Security Police

1920 - 1940

The Republic of Estonia, after declaring its
independence on February 24, 1918, was
able to start its peaceful build up only after
2 February 1920, when the victorious Inde-

pendence War against Soviet Russia con-
Head of the
Security Police

of 1919, when the fate of the new-born in 1924-1938

country was decided at the front, the Gov-

cluded with the Tartu Peace. In the summer

ernment of the Republic composed a com-
mission to work out a project of a law Eleven departments, located in the centres of most
enforcement establishment that would deal  counties, were subordinated to the Head Office of the Secu-

with crimes aimed against the governmental  rity Police governed by the Head of the Security Police.

system. The Security Police, initially under 5
the subordination of the Ministry of Court, The actual work of the Security Police started on 1 TR
was appointed under the subordination of =~ May 1920, when the office of the Security Police Head Office "
the Ministry of Internal Affairs in January  was opened in Tallinn. In the summer of the same year the E
1920. The legal grounds for the operations  on-spot departments were opened. As gathering the team had :2,
of the Security Police were established in the  to be started from zero, the composition of employees was 2
Regulation of the Security Police of the  mostly of military origin. g
Republic of Estonia adopted by the Gov- E
ernment of the Republic on April 12, 1920. In 1924, when the police institutions were joined to %
Pursuant to this regulation the Security  strengthen the law enforcement structures, the Security Police v
Police had to fight against crimes aimed to  as an independent department was appointed under the sub- o4
overthrow the democratic republic and its  ordination of the Police Head Office, where it remained till ;
valid governmental order. its liquidation in 1940. In 1925 the Security Police was called :
"political police" and their commissars on spot were subor- I
dinated to the Deputy Director of the Police Head Office and =
to the structure of Political Police inspector in its subordina- >
wv

tion. The Deputy Commissar and the executive officials -
senior assistants, assistants, senior agents and agents were
subordinated to Political Police commissars on spot. The
most merited of the heads of the security police was indeed
Johan Soomann (1889-1942), who managed the operations
of the Security Police for 14 consecutive years - 1924 to 1938

- after what he was promoted the Head of Police of the state.
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Second from left:
Senior Assistant
Villem Tamm,
third:

Police Director
Johan Sooman

He worked as Head of Police administra-
tion till the violent liquidation of the Eston-
ian police in 1940 by the occupying forces
of the USSR. During 1938-1940 the Head
of Security Police (Deputy Director of the
Police Administration) was Konstantin Kir-
simégi (1902-?) and the Inspector of Politi-
cal Police was Tanel Vohma (1898-?).

During its 20 years of operation the Securi-

ty Police had to fight against:

1. subversive activities of ultraleft-
minded persons and organizations
aimed against governmental order,

2. subversive activities of ultraright

minded persons and organizations

aimed against governmental order,
espionage of foreign countries,
desertion,

smuggling,

terrorism,

A o B

other serious crimes.

Leaders of the Political Police: IPTTIPEI by the red

Most of the energy was spent on controlling and pre-
venting the activities of the Estonian communists, supported
by the Soviet Union and the Comintern, who had publicly
accepted the principles not recognizing the parliamentary
order. "Sneaking communism" had established itself the aim
to infiltrate into the Parliament under the cover of labour
organizations and trade unions and by means of inside sabo-
tage lead the process to overthrowing the Republic’s political
system. As the Left had operated in the conditions of martial
war during the first years of the Republic of Estonia, it is no
wonder that hundreds of persons accused in communist
activities were sued during the period 1920-1925 at courts
and tribunals as a result of the operations of the Security

Police.

After the so-called period of mass-proceedings a fresh
approach was introduced by the new leader of the Security
Police Johan Sooman to prevent political crimes and thus
avoid the reoccurrence of the coup d'etat attempted by the
communists on December 1, 1924. Other changes took place
in the composition of staff to strengthen the working meth-
ods characteristic to democratic countries at peacetime and

hence win acceptance of the public opinion.



1920 - 1924

The Security Police Head Office
in subordination of the Ministry
of Internal Affairs

1924 - 1925

The Security Police Department
of the Police Head Office

1925 - 1940

The Political Police Department
of the Police Head Office

01.03.1991

The Security Police Bureau in the
composition of the Police Board
in the subordination of the Min-
istry of Internal Affairs

18.06.1993

The Security Police Board in the
subordination of the Ministry of
Internal Affairs

Besides communists the Security
Police took an interest in ultraright organi-
zations with German national socialist ori-
entation and Russian ultra monarchic orien-
tation. An organization based on the ideol-
ogy of Great-Germany, from where the
principal ideologist of the Third Reich
Alfred Rosenberg rose, was banned at the
beginning of the 1030s. The activity of the
Estonian Liberation War Union was consid-
ered ultra-rightist and Political Police
banned the organization in 1935, after the
detection of the riot plot. Political Police co-
operated with Criminal Police, other state
institutions and pertinent foreign services

(especially those of England and Finland).

ANNUAL REVIEW 1998

During the Soviet years 1040-1941 and 1944-1991
the occupying power accused the Security Police (resp. Polit-
ical Police) in the persecution of individuals due to their
political views and especially in the imprisonment of com-
munists. It should be kept in mind that in its activities Secu-
rity Police proceeded from the then legal acts of the indepen-
dent Republic of Estonia and participated in the investigation
and evidencing of crimes, whereas the criminals were con-
Nevertheless the President of the Repub-
lic, supposing that the danger on the independence of Estonia
had passed, issued the Amnesty Act, pursuant to what 1200

victed by court.

political prisoners were released from imprisonment.

After the occupation of Estonia by the Soviet troops on
June 17, 1940 and the coup d'etat following it the Security
Police (resp. Political Police) was one of the first public offices
repressed almost in corpora. On the very first days of the new
power the Director of the Police Administration Johan
Sooman and other leading figures of the Political Police were
arrested, incl. the Deputy Director of the Police Administra-
tion, Inspector of the Political Police, Commissar of the Tallinn
Department etc. Alike police leaders of Latvia and Lithuania
they were taken to imprisonment to Moscow, whereas the fate
of some of them is unknown till today. The rank and file of the
Political Police was destroyed the same way - the last employ-
ees were arrested and deported to the Siberian concentration
camps during the mass deportation carried out on June 14,
1941. Thus approximately 90% of the former employees of
the Security Police had been killed prior to the end of WWIL.

Their families were repressed the same way.

of the Republic of Estonia
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The distances of larger towns from Tallinn

Town Distance from Tallinn Town Distance from Tallinn

(by plane, in km-s) (by plane, in km-s)
Riga 280 Berlin 1030
Vilnius L5t fuF ol 530  Warsaw 830
Helsinki 82 St. Petersburg 315
Stockholm 380 Moscow 860

Copenhagen 8 93360



Estonian Legal

PROTECTION SYSTEM

SURPREME COURT

Estonia was the last of the three Baltic
states, having regained its independence,
where its own special services were formed.
Lithuania did it at the end of March 1991,
when National Security Board dealing
mainly with counterintelligence was formed
and only half a year later it employed near-
ly 100 employees. In Latvia both counterin-
telligence and military intelligence were

formed in autumn 1991, after the unsuc-

cessful riot in Moscow, that lead to the lig-
uidation of the National Security Commit-

tees in the Baltic countries.

In 1991 the Government attempted

to create Estonian own intelligence and

counterintelligence service out of body-

guard service of top politicians, but failed.

Only in September 1992 a document called

"Grounds of Development of Estonian Spe-

of the Republic of Estonia

cial Service Structure" was drawn at the include all layers and areas of activity of the society. From the
guidance of the Minister of Justice. The one hand these two characteristic features bring about a
document outlined five special services nec-  strong need for control over special services by the legislative
essary for guaranteeing the state’s security:  and executive power, from the other hand they require flexi-
Security Police (inside Security Service),  bility of such control, precisely regulated and sufficiently
Information Service (outer intelligence), confidential. During the last six years the development of the
Defence Forces Security Service (military  special services of Estonia has largely been based on the

intelligence), Governmental Communica-  referred source document.

SECURITY POLICE

tion (communications of national impor-
tance) and Bodyguard Service (bodyguard-

ing of top politicians).

The compilers of the base document
stated that security services shall obtain
their information by means of public as well
as conspiratorial channels and the volume

of information at their disposal shall

ANNUAL REVIEW 1998 —— Sanon.
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If now, in 1999, we try to evaluate

the formation period of Estonian security
services, we can claim with full assurance,
that longer run-up and more thorough dis-
cussion about the conceptual issues of spe-
cial service than that of the other Baltic
states was only useful to the development of
the Republic of Estonia and to the enforce-
ment of the national security and constitu-

tional order.

The Security Police of the Republic
of Estonia, having regained its indepen-
dence, was officially restored as a depart-
ment of the Police Board on March 1, 1991.
It had 33 working positions and no official
inner structure, but preparations for the for-
mation of the new law enforcement body
commenced already in February. During
February 25-26, 1991 the first 16 employ-
ees were employed at Tallinn, Tartu, Pirnu,

Voru and Narva, 6 of whom are still work-

ing with us. On August 1, 1992 the first structure of the Secu-
rity Police was officially formed: the offices and sectors i.e.
the forerunners of today's departments and stations were
formed. The number of staff was also enlarged.

Together with amendments made to the Police Act in
1993 the Parliament (Riigikogu) passed a resolution to form
an independent Security Police Board. The first composition
of the Security Police Board operating in the subordination of
the Ministry of Internal Affairs was approved on June 18,
1993 with its current titles and numeration. The period in the
development of the Security Police Board as an independent
state institution from June 18, 1993 till today has been a
period of build up and formation. These years have been easy
neither to the employees of the Security Police individually
nor to the whole board collectively. We have searched and
found, succeeded and failed, but the most important achieve-

ment of all is the acquisition of valuable experiences.

The position of the Security Police and its threefold role
in the present system of the Estonian State institutions is some-
what special. From the one side it is being one of the special

services guaranteeing the national security of Estonia.

Intelligence services
and moving of information

PRIME MINISTER




From the other hand the Security Police is
being one law enforcement body in the sub-
ordination of the Ministry of Internal

Affairs.

Boards laying in the subordination
of the Ministry of Internal Affairs

MINISTRY OF INTERNAL

AFFAIRS
| | |

Third, arising from legislation, the
Security Police is the sole state institution in
Estonia dealing with the historical research
and pre-trial investigation of war and anti-
human crimes committed by the occupying
powers of foreign countries during and after
the World War II on the territory of Estonia.

The functions listed here generate a
double working load, especially when taken
into consideration that at the moment all
special services of Estonia employ less than
400 persons. In 1991, just before its liqui-
dation, the former State Security Committee
of the Estonian SSR employed over 1000
specially trained officers, whose number
had formerly been even larger. At the same
time the territory of Estonia has remained
the same but the number of tasks and the
volume of work awaiting the present special
services has grown tremendously.

ANNUAL REVIEW 1998

From the Security Police Board's point of view the
existence of a solid legislative basis and the government
appointed annual priorities are extremely important, because
the limited number of staff is bound to work intensively and
make constant decisions between different fields and tasks.
Therefore we have attempted to build our structures on effi-
ciency from the very beginning.

of the Republic of Estonia
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The Constitution of the Republic of Estonia, other laws,
legal acts and the statutes of the Security Police govern the

Security Police in its activities.
*  Constitution of the Republic of Estonia

¢  Criminal Code pos=
+  Code of Criminal Procedure

+  Surveillance Act :
+  State Secrets Act
L Mﬁ'cqrupﬂon#.j P

oS

. PoliceAct
+  Police Services Act

o

Estonian legislation has appointed six main areas
of activity to the Security Police.

* Protection of constitutional order and territorial integrity
»  Protection of national secrets

e  Counterintelligence

. Anti-cor(upﬁon fight

*  Anti-terrorism fight

. ﬂ;};a'tment of criminal cases in
cases enacted by the law




The objectives
of the Security Police Board
according to the Statute are

as follows:

to detect, anticipate and prevent crimes
against constitutional system and territo-
rial integrity of the Republic of Estonia;

to organize the protection of state
secrets, adopt measures to reveal per-
sons who have violated the State
Secret’s Act and regulations of the legal
acts established on the basis of this Act
and prosecute them according to cases

and procedures prescribed by the law;

to examine all applications submitted to
get permission of access to state secrets,
execute security control, decide matters
concerning the granting of licences of
access to state secrets or refusing from
doing so and revoke licences to the

access to state secrets;

to adopt measures in order to reveal
and prevent intelligence and subversive
activities of foreign countries and -orga-
nizations and their representatives
aimed against the Republic of Estonia
and make persons connected with intel-
ligence and subversive activities liable
for that according to procedures pre-

scribed by the law;

to adopt measures to anticipate, prevent
and detect terrorist activities and per-
sons who have committed them and
make them liable according to cases and

procedures prescribed by the law;

ANNUAL REVIEW 1998
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to inform the Security Police about intended terrorist acts
against persons or objects under their protection and
adopt measures together with the Security Police to
anticipate, prevent and detect those acts, to find out per-
sons who have committed such acts and to make them
liable for that according to cases and procedures pre-

scribed by the law;

to adopt measures to anticipate, prevent and detect cor-
ruption and to find out persons connected with it and to
make them liable according to cases and procedures pre-

scribed by the law;

to execute pre-trial investigation of criminal cases

according to cases and procedures prescribed by the law;

to execute prosecution in cases and according to proce-

dures prescribed by the Surveillance Act;

to draw a draft for the budget and reports on implemen-

tation of the previous year’s budget;

to work out bills of legal acts in order to regulate the

areas of activity of the Security Police;

to co-operate with other state institutions, local public
authorities and institutions, legal persons and individuals
as well as with police- and security services of other
countries and with international police organizations

within the limits of its competence;

to execute other tasks imposed on it by the law, resolu-
tions of the Riigikogu, President's acts of law, acts and
regulations of the Government of the Republic and acts
and regulations of the Ministry of the Internal Affairs.

| &

of the Republic of Estonia
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STAFF AND TRAINING

Increasing the level of qualification and expe-
riences of the employees is one way of devel-
oping the service. 62.3% of the employees
had special higher, secondary or vocational
education by the end of 1993, by the end of
1995 the figure was already 76.5% and by
the end of 1998 94%. At present 30% of
police officers study in addition to working
at higher educational establishments. Our
future aim is to have 80% of the personnel

with higher education.

At the beginning of 1999 the average

i age of police officers working at the Securi-
. ty Police Board was 30 years. 68% of the
§ policemen are up to 30 years old. Recently
; the number of police officers aged 26-30
= has increased and the number of police offi-
§ cers aged over 50 has decreased. 17% of the
E’ employees are women. The average length
7:‘ of the officer’s service in Security Police is
i three years and three months. . ;
.
; The work of the Security Police
: Board is directed by the Constitution of the
.53 Republic of Estonia, the Criminal Code, the According to the Police Service Act and its implemen-
; Code of Criminal Procedures, the Surveil- tation acts the newcomers into the service have to meet
E lance Act, the Anti-Corruption Act, the increasing requirements set on their educational level, physi-

State Secters Act, the Police Act, the Police  cal preparation and personal qualities. Therefore we have
Service Act and the Statute of the Security  paid greater attention to recruitment from higher education-
Police Board. The foundation of our work is  al establishments. Close co-operation has developed with the
familiarity with all laws and therefore the = Academy of Internal Defence (under the name of the Acade-
main trend of staffing is to find and hold
competent, loyal, educated and progressive-
minded personnel. Although our staff is
quite young, we may say, that stability of
the staff and their continuous self-educating

has improved working results year by year.



my of Estonian State Defence or the ERA

until 1998) that prepares police officers and
with the Tartu University. Seventeen cadets
from the ERA practised at the Security
Police Board in 1997, five of whom were
employed. Eighteen students from the
Academy of Internal Defence practised at
the Security Police in 1998 and thirteen

from them were employed.

To increase the quality of staff a spe-
cial psychology test was taken into use in
1997 in order to check the suitability of the
applicants. With the help of this test it is
possible to clear out important personal
qualities from the aspect of professional
suitability. Pursuant to test results several
inappropriate persons amongst the appli-

cants have been selected out.

The employees are hired proceeding
from career-principle, requirements of expe-
rience to the police officers are laid down in
the Service Act. Continuous educational
improvement of the employees from the
lists of provision of staff advancement is
carried out both at the higher educational
establishments and by means of advanced

training.

Another important aspect is to estab-
lish an effective and comprehensive system
of advanced training that was stopped short
due to the disruption of the historical tradi-
tion of the independent special service. Year
by year more and more attention is paid to
it. Let us have a look at the figures. When in
1992 two advanced training courses and in
1993 six advanced training courses took
place, the number in 1997 was already 45
and in 1998 - 68. If we consider the 1 day-
courses as well as the 3-month-courses as
one-time-course we can say that last year

the courses were attended for 267 times.

ANNUAL REVIEW 1998

The same tendency should be continued in the future
also. Training courses introducing the legislation of the Euro-
pean Union that would regulate the prosecution activities
arising from the objectives of the Security Police and the
investigation of criminal cases in the future, are of special
importance. General additional training in basic subjects
regarding the Criminal Law and criminal procedures as well
as continuous additional training regarding for instance the
security of computer systems is necessary also. Arising from
the functions of the Board the organization of special cours-
es for acquiring knowledge and skills necessary for everyday
work shall also be continued. During additional training spe-
cial attention is paid to the management of crisis and the pro-
cessing of criminal cases related to explosions. Management
training and subjects related to Eurointegration are also

established in the training programme.

of the Republic of Estonia
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and Traditions

In order to develop departmental traditions
the Board's own symbols (coat of arms and
colours) were introduced just before the
fifth anniversary of the Security Police
Board (18. 6 1998). The heraldic bearing on
the coat of arms of the Security Police is a
mythological creature GRIFFIN with a
piercing look and ears able to hear every-
thing. The author of the artistic draft and
colour solution of the coat of arms is Arno
Miger, lecturer of the Art University.

The coat of arms of the Security
Police is of the shape of a shield. In the mid-
dle of the coat of arms there is a mytholog-
ical holy animal widely known in the
ancient world (Babylon, Assyria, Ancient
Greece, Ancient Rome) the griffin, who is
holding the national coat of arms of Estonia
between its paws. The griffin - a guardian
animal with the head, wings and nails of an
eagle and the body of a lion, combining the
strength of a lion and the wisdom of an
eagle, is considered the symbol of vigilance
and wisdom. The griffin depicted on the
coat of arms of the Security Police is in pro-
file, aiming to the left, symbolising develop-

The Security Policeman of a
Year is declared on the
Anniversary of the Republic of
Estonia, the employee is
awarded an inscribed firearm
and this special badge.

Badge of the Security Police

ment and moving forward. The colours of the coat of arms
are black, gold (yellow), blue and red. This is not the first
time the griffin is used as the bearing of the coat of arms of
the Estonian police. It was also used during 1920 - 1930 on
the badge of the graduates of the highest grade of the Police
School, where it symbolised the protector of supreme power
having the wisdom of an eagle and the strength of a lion. The
coat of arms of the Security Police was registered at the State
Chancellery on March 24, 1998 and entered in correspond-

ing register.

Simultaneously with the coat of arms the statute of the
badge awarded to the merited workers of the Security Police
for their length of service and the statute of the badge of the
Security Police officer of the year, awarded each year to one
distinguished policeman for his achievements, together with

inscribed firearm were approved.

The three-layered Security Police length-of-service
badge is made up of a silvery base with oak leaves and rib-
bon, where a shield covered with black enamel is placed and
on the shield is a relief of a gold-covered griffin holding the
national coat of arms. The length-of-service badge is award-
ed to police officials and officials of the Security Police Board

after the completion of a service period of five years.
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The badge is awarded on the Anniversary of
the Republic of Estonia, the Police Day or
the anniversary of the Security Police Board
and is worn on the uniform suit on festive
occasions. The first badges for devoted ser-
vice were awarded to 55 employees, who
had been working at the Security Police for

S years or more.

On the badge of the Policeman of a
Year a vertical sword (symbolising a deed
worth acknowledgement) supplements the
basic decoration on the handle of which a
date is engraved. The name of an employee
having been named the Security Policeman
of a Year is engraved on the back of the
badge. Each year one employee of the Secu-
rity Police is named the Security Policeman
of a Year for a deed worth acknowledge-
ment or for professional achievement in the
struggle against crime. The Security Police-
man of a Year is declared on the Anniver-
sary of the Republic of Estonia, the employ-
ee is awarded an inscribed firearm and this
special badge. The badge and the firearm
are granted by the Minister for Internal
Affairs or Director General of the Security
Police. The badge of the Policeman of a
Year is worn on the uniform suit on festive

occasions.

Badge of the Security Police
Officer of a Year

Length-
of-service Badge



LEGISLATION

In its daily activities the Security Police
Board has paid special attention to the con-
stant updating and improving of the legisla-
tion. Out of experience gained from the
treatment of special and criminal cases and
trial results having taken effect the acts of
law have been updated due to social
demand. One precondition for effective
combat with crime is the liquidation of
areas uncovered by legislation. Due to effec-
tive utilization of possibilities arising from
legal acts we have lately gained remarkable

results in fighting with organized crime.

In 1997 9 specialists from the Securi-
ty Police and in 1998 8 specialists from the
Security Police were included to the work
groups developing legal acts vital for the
successful operation of the Estonian law
enforcement structures. Within past years
most of the legal acts necessary for our

activity have came into force. In our opin-

ANNUAL REVIEW 1998

ion the year 1998 was reformative in respect of law enforce-
ment system, when Riigikogu adopted several legal acts nec-
essary for the operation of the Estonian Police structures. Of
special importance are the Police Service Act, the Money
Laundry Restriction Act corresponding to the law of the
European Union and the act of amending and supplementing
of the Criminal Proceedings Code, all adopted by Riigikogu
in 1998. In addition to these legal acts the employees of the
Security Police participated in working out the State Secret’s
Act, that took effect in January 1999, and participated
actively in the working out and analysing of the bills of the
Security Organization Act, the Police Act, and the special sec-
tion of the Penal Code (draft chapters regarding the subver-
sive, professional and public loyalty crimes).

On May 13, 1998 Riigikogu adopted a legal act orga-
nizing matters related to the pre-trial and trial treatment of
criminal cases. From the Security Police point of view the
importance of this legal act is that it specifies matters related
to the subordination of various institutions of investigation.
The legal act took effect on June 19, 1998.

On May 14, 1998 Riigikogu adopted the Police Ser-
vice Act, that took effect on June 15, 1998. The main objec-
tive of the Police Service Act was to specify and arrange mat-
ters of service, i.e. an area previously quite poorly regulated.
In addition to the specification of service conditions the
Police Service Act finally established the remuneration prin-
ciples of the work of the police officials. Higher salary is an
aspect definitely guaranteeing the possibility to employ edu-
cated professionals to police structures. The capital of Esto-
nia - Tallinn - where the bulk of criminal activities have con-
centrated and the border territories bearing special impor-
tance from the aspect of state security, require especially edu-

cated staff.

~ ‘.‘\“qn.—“
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On November 24, 1998 Riigikogu
adopted the Money Laundry Restriction
Act corresponding to the law of the Euro-
pean Union, that should take effect on June
1, 1999. At the moment the successful
launching of Data Bureau destined to ana-
lyze transactions suspected in possible
money laundering plays the most important
role in the battle against money laundering.
As organized and white-collar crime are
often closely related to money laundering,
the Security Police Board has planned to
pay more attention to that type of crime

next year.

On June 16, 1998 the description of
uniform and the terms of wearing items of
uniform of the police officials of the Securi-
ty Police Board were approved by Govern-
ment Regulation No 136; on August 3,
1998 the Statute of the Security Police
Board and on the same day, with Regula-
tion No 172, the organizational structure of

the Security Police Board were approved.

Legislation is an ever-changing
process: it has become apparent, that the
Surveillance Activities Act has to be amend-
ed in the nearest future. Considerable short-
comings have revealed at the definition of
the special and exceptional procedures in
surveillance activities. An important legal
act from the aspect of the Security Police is
the Security Organization Act, the main
objective of what is the definition and
establishment of tasks of Estonian security
institutions (special services), the organiza-
tion of their operations and the regulation

of mutual co-operation.




Material Conditions and

INFORMATION TECHNOLOGY (IT)

From the economic and material aspects the
years 1993-1998 have been successful to the
Security Police Board. The working condi-
tions of most of the officials of the Security
Police have undergone obvious improve-
ment. The capital repairs and extension of
our Tallinn building have come to an end;
modern district bureaus have been completed
in Tartu, at Kohtla-Jarve, Parnu, Rakvere,
Valga, Haapsalu, Kuressaare, Viljandi and
Sillamie. The neglected and deserted bar-
racks of the frontier guard post of the USSR
were rebuilt into a training centre. The new
office buildings will be completed in the bor-

der towns of Narva and Voru in 1999.

During 1993-1998 the IT of the Security
Police and its special technology equipment
have made a tremendous leap forward. The
current situation of the Security Police in
this sphere, if compared to the situation of
other boards laying in the subordination of
the Ministry of Internal Affairs, may be
deemed satisfactory - especially from the
aspect of data security. Its own autonomous
computer network has been built and a
transfer has been made from the primitive
information entering programme "Signal",
installed in 1991 by the company "Shafiro
& Co" (common with the police) to a new
home-made data entering and processing

programme. Further developments in this

field will be related to the technical updating of the pro-

gramme and the guaranteeing of a secure and encrypted com-

puter communication network all over the country.

The special surveillance technology at the disposal of
the Security Police, especially for carrying out special and
exceptional surveillance procedures, has undergone tremen-
dous updating during the past five years, but taking into
account the rapid pace of development of science and tech-
nology the shortages here are most apparent. The special
technology of Soviet origin that we received as a "heritage"
from the former State Security Committee of the Estonian
SSR at its liquidation, that we had to make use of due to lack
of financial means at the beginning of the 1990s, has now
obtained museum value and is no further utilized by us.
Therefore the acquisition of modern special technology is of
special importance, because terrorists, members of organized
criminal groups, corrupted state officials and last but not
least the employees of foreign special services are more and
more using the latest achievements of science and technology

in their illegal activities.
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The heardquarters of the Security Police and the Tallinn Department

The Security Police consists of six departments, two central
and four regional ones, dealing with direct surveillance activ-

ities.

The Tallinn Department serves the Town of Tallinn, the Coun-
ties of Harju, Rapla, Liinemaa and Hiiumaa. A separate

bureau at Haapsalu is also subordinated to the department.

i
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The Virumaa Depart-
ment is serving the
Counties of Eastern
and Western Virumaa.
A station in Narva
and separate bureaus
in Rakvere and Sil-
lamie are subordinat-

ed to the department.

The South Estonian
Department is serving
the Counties of Tartu,

Jogeva, Polva, Valga
and Voru. A separate
division in Voru and a

bureau in Valga are

subordinated to the
department.

The Parnu Department
is serving the Counties
of Parnu, Viljandi,
Jdrva and Saaremaa.
Separated bureaus in
Viljandi and Saaremaa
are subordinated to

the department.

The Narva Bureau

The South Estonian Department in Tartu
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Main Trends of

ACTIVITY

IN 1998

In 1998 the statutory surveillance practice
by the Security Police was focused on nine

main trends:

1)

2)
3)

4)

5)

6)

7)

8)

9)

ANNUAL REVIEW

performing counterintelligence and
detecting the intelligence activities
aimed against the Republic of Estonia
both in the capital of Estonia Tallinn
and in the frontier regions;

securing of state secrets;

detecting and preventing actions by
extremist units aimed against the con-
stitutional system;

detecting persons who distribute maga-
zines, sheets and posters with slogans
that instigate national and rassist hos-
tility and preventing their activities;
preventing and detecting activities by
terrorist criminal groups;

detecting the organizers of explosions
with human victims on the territory of
Estonia and making suspects who pro-
duce and/or distribute explosives liable
for that;

preventing smuggling (illegal weapons,
radioactive materials and/or produc-
tion of strategically important estab-
lishments) and making the organiza-
tors liable for that;

preventing and detecting corruption in
state administrative institutions;
preventing and detecting corruption at
the Estonian border.

1998

Analysing the results of the year 1998 we may firmly
claim that the constitutional system of the Republic of Esto-
nia has been increasingly guaranteed year by year, its territo-
rial integrity safeguarded and the state secrets secured. We
have to concentrate attention to the detection and prevention
of possible intelligence activities by foreigners on the territo-
ry of Estonia as well as detection and anticipation of activi-
ties by extremist groups aimed towards the constitutional
system and detection of distributors of publications that
instigate national and race hatred. On the other hand we
have to continue active surveillance work against acts of ter-
rorism and corruption. We have gained a lot of experience
and conviction judgements concerning revealing of illegal
weapon trade, detecting producers of explosives, revealing
organizers of explosions, inhibiting the activities by orga-
nized criminal groups and disrupting their structures, but we
are at the very beginning concerning detecting corruption
within state and governmental institutions. Likewise we have
to pay attention on the prevention of possible smuggling of
radioactive materials and the production of strategically
important establishments..

of the Republic of Estonia
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Protection of

CONSTITUTIONAL ORDER

After regaining independence of the Repub-
lic of Estonia the principal task of the Secu-
rity Police has with no doubt been defend-
ing of the state's constitutional order and its
territorial integrity, because without these
the Republic of Estonia ceases to exist. It is
hereby suitable to remind the reader of the
meetings of the "Interfront" that took place
during the period coming immediately after
the regaining of independence, that succeed-
ed to gather tens of thousands of people, the
attacks of Toompea by the old-minded and
26 communist-minded foreigners, several
attempts to carry out referendums at the

County of Ida-Virumaa for the separation

o
é of Eastern Estonia from the rest of the
; Republic (organized simultaneously with
2 the occurrence of the armed conflict at
a Dniestr in Moldavia). From the other aspect
E the so called light infantryman crisis, the
S idea of forming punitive forces by the
G Estonian Nationalists Central Association
d to fight against organized crime and non-
° mandatory behaviour at the voluntary mili-
: tary units of the Kaitseliit (for instance the
v illegal seizure of the main building of the
3 Agricultural Academy in Tartu) have also
- been dangerous processes endangering
wv

democratic development and the constitu-
tional law of the country. All the above-
mentioned cases have served as signals in
the atmosphere of the developing democra-
cy of Estonia that although the defending of
the constitutional system is a priority, the
unambiguous enacting of such activities in
legal acts is equally important. Today the
activities of the Security Police are strictly

regulated by legislation.

§1 of the Constitution of the Republic of Estonia

establishes, that Estonia is a self-governing and independent
democratic republic and arising from §10 subsection 1 of the
Police Act the defending of the constitutional system is the

priority of the Security Police Board.

Arising from the Statute of the Security Police Board
the board is obliged to take necessary measures for the pre-
vention, obstruction and detection of crimes and terrorist
acts aimed at the changing of the constitutional system and
territorial integrity of the state and for the detection and
prosecution of persons having committed such crimes

according to procedures prescribed by the law.

Upon crimes in the sense of §62 (activities aimed
against the independence of the Republic of Estonia) and
§64° (terrorism) of the Criminal Code, the officials of the
Security Police Board in the rights of investigators perform
the pre-trial investigation pursuant to §105 subsection 2 of

the Criminal Proceedings Code.



The disposition of §62 subsection 2
of the Criminal Code contains activities

aimed at the violent seizure of power or vio-
lent changing of the constitutional system.

Subsection 1 of §64° of the Criminal
Code establishes: For the performance of
assaults against person, company, establish-
ment or organization, for the seizure,
destruction or damage of property, or the
demolition of persons or the causing of
bealth impairments to them with the aim to
provoke war or international conflict or
with any other political or religious aim -
confinement in the extent of up to twelve
years shall be applied.

From the moment Estonia regained
its independence only one person has been
convicted and penalized pursuant to §62 of
the Criminal Code. Some persons have been
convicted and penalized pursuant to §72 of
the Criminal Code (instigating of national,
racial, religious or political hatred, violence

or discrimination). According to these

ANNUAL REVIEW 1998

examples we may conclude, that the activities of persons and
individuals endangering the constitutional order and territor-
ial integrity of the Republic of Estonia are but minor in vol-
ume. But that is not correct, because the main resources and
forces of the Security Police are focused on preventive activi-
ties, i.e. until now the prepared crimes have been succeeded
to prevent or obstruct without the application of criminal
sanctions. The Surveillance Act establishes a wide range of
possibilities for the performance of such activities. Pursuant
to §2 subsection 1 of the valid Surveillance Act under sur-
veillance activities both public and secret activities carried
out by bodies of surveillance are meant. Pursuant to §9 sub-
section 1 point 3 of the Surveillance Act the cause for the
commencement of the surveillance activity and grounds of a
resolution necessary for the commencement of surveillance
activities are: data regarding a first level crime under prepa-
ration, the commitment of, or committed or an intentional
second level crime, for what at least a 4-year confinement is
prescribed, if such data is not sufficient for the commence-
ment of pre-trial investigation.

The task of the Security Police will continue to be the
checking of groups of extremist- minded persons with the aim
to prevent and obstruct actions endangering the constitution-
al system and, upon need, carrying out the pre-trial criminal
treatment.
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Counterintelligence
and Protection of

STATE SECRET

From the year 1991 the Republic of Estonia
has been steadily returning back to Europe,
having explicitly expressed its will to
become a member of several international
organizations. In this context the various
special services implement under cover the
opposing interests of the foreign countries,
their intelligence activities being focused on
gathering valuable information about
another country. The counterintelligence of
Security Police is focused on the obstruction
and disclosure of the activities of foreign

intelligence services aimed against the

N
-]

Republic of Estonia, first and foremost in

the direction of Estonian governmental
agencies. In addition to the Central Admin-
istration also regional departments of the
Security Police are taking part in it. One of
the main tasks has been the carrying out of

counterintelligence in border areas. In

of the Republic of Estonia

spring 1996 a diplomat and intelligence
officer of Russia was declared persona non
grata and banished from the country on the
grounds of information and evidences gath-

ered by the Security Police.

Besides counterintelligence another
field of activity of the Security Police is to
guarantee the existence of a law regulating

SECURITY POLICE

matters related to state secrets and a system
emerging from this that must, for guaran-
teeing the security of the Republic of Esto-
nia, regulate the information requiring pro-
tection laying in state ownership, under
state control or produced by or for the

state. Here the main task of counterintelligence is to protect
from foreign intelligence services the information concerning
the process of joining up the international organizations as
well as the information concerning the defence power of the
Republic of Estonia. As the Republic of Estonia is applying
for membership to many international organizations, one
precondition of joining is the existence of a valid State
Secrets Act, because otherwise it would be impossible to
exchange secret information with partners. The currently
valid State Secrets Act is already third in the line of State
Secrets Acts having been adopted by the parliament during
the period of 1994-1999. The Security Police has played lead-

ing role in elaborating these laws.

Security Police is also performing security checks of
the persons who apply for access to state secrets (except
employees of the defence forces). After the performance of
security check the Security Police shall also decide whether to
grant or refuse from granting access to state secrets. From the
one hand the main task of the Security Police is to check the
existence and order of the state secret defence programs and
systems and the access of employees to state secrets, from the
other hand it has to carry out regular training in respect of

the defence of state secret.
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Investigation of Antihuman and

WAR CRIMES

Crimes investigated by the Security Police
have taken place not only in the present and
in recent past, but reach back in history for
half a century. On national level an impor-
tant part of our work consists of investigat-
ing the non-expiring war and antihuman
crimes committed in the 1940s and 1950s in
the territory of Estonia, finding out the
guilty persons and suing them. Although
half a century has passed from the commit-
ment of these crimes, making their evidenc-
ing extremely complicated, the historic
memory of the Estonian nation has not for-
gotten those sanguinary events, and the per-
sons who caused death and suffering of

hundreds of civilians must definitely answer

for their deeds in court.

Antihuman and war crimes are very
time-consuming and voluminous criminal
cases; first the then-wide circle of persons,
then the persons still alive must be identi-
fied, after that the participation and guilt of
the alive persons in the old crimes should be
detected and evidenced and always appoint
them writing, forensic-medical and forensic-
psychological examinations. It is possible to
submit an indictment to the suspect and
send the criminal case to State Prosecutor's
Office for the establishment of jurisdiction

only in case the results of examination

prove to be positive.

ANNUAL REVIEW
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The peculiarity of a four criminal cases in process,
dealing with war crimes (the massacre of tens of civilians in
the summer of 1941 at four Estonian villages during military
punitive operations) lays in the wide circle of possible sus-
pects (military unit, destroyer battalions). The crimes were
committed by the military units of the former Soviet Union
retreating or fighting themselves out from siege. Retreating
and fighting out from siege went with tremendous disarray.
There were no or only a few eyewitnesses among local inhab-
itants. They usually did not know in person the foreign sol-
diers or members of the destroyer battalions who committed
the crimes, and that is why there is hardly any chance that a
possible eyewitness could recognize any of the suspects after
57 years and identify the persons of murderers. The testi-
monies given nowadays are not very detailed and reliable,
because most of the witnesses are quite old and do not
remember those events very precisely. That is why it is very
difficult to check the correspondence of testimonies to facts.
Another problem is created by the fact that it is very hard to
identify the composition of the units of the Red Army, the
NKVD and the destroyer battalions that operated in the ter-
ritory of Estonia in 1941, because the Estonian archives lack
complete data. Access to the archives of the Soviet Army is
necessary, but at the moment this opportunity is not practi-
cable.

Due to the above-mentioned reasons reaching to
legal decisions in criminal cases treating war crimes is

hardly probable.

During the period 1995-1997 the Security Police has
initiated 7 criminal cases against facts of antihuman crimes,
four of what have been sent to trial and two of what have

already reached their first level verdicts.
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In the investigation of antihuman
crimes the main focus lays on the investiga-
tion of mass deportation carried out by the
Soviet occupational forces during March
25- 17, 1949, when over 20,000 civilians
were deported to Siberia. In 13. 02. 1995
the Security Police Board initiated a crimi-
nal case on the fact of the said mass depor-
tation; two individual criminal cases against
the identified suspects have been initiated
(at the moment their total number is 5, four
of what have reached the court). The inves-
tigation of these criminal cases is focused
mainly on archive documents, because tak-
ing into account the time that has passed
from the commitment of these crimes accu-
sations can be made on the basis of written
documents only. Our aim is to find out and
prosecute the persons who played the lead-
ing role in the commitment of these crimes.
At the Estonian National Archive branch
archive (Party Archive) the files of most of
the persons having been repressed in the
1940s and 1950s by bodies of the State
Security Organization of the Soviet Union
and lots of other documents have been pre-
served. As a considerable number of docu-
ments was compiled in connection with
mass deportation, the investigation of anti-
human crimes has much more perspective
than the investigation of war crimes. The
main problem is the old age of suspects.
This has enabled some of them to avoid

trial due to so-called health reasons.

As the March deportation of 1949
hit the whole Estonia and the number of
sufferers reached tens of thousands, some
choices had to be made right at the begin-
ning of the procedures. The counties of
Lidnemaa, Jirvamaa, Pirnumaa and Saare-
maa were selected, because from there sev-

eral sufferers had submitted applications to

The victims of Red terror BRI R IRCAUN-LE-LRLPINAELY

the Security Police and some high-ranked party- or deporta-
tion-time officials were living there. The investigation started
with making up of a register of all persons (principally of the
employees of the National Security Ministry of the ESSR),
whose signatures are under the deportation documents. The
full personal data of all individuals having signed the depor-
tation documents were attempted to find out (first,
patronymic and surname, year and place of birth) and single
out the persons still alive. In addition to the files of the
deportees a voluminous material about the local party orga-
nizations of the National Security Ministry of the ESSR have
been and will be worked through.

The investigation process is carried out according to two

principal schemes:

1) after a living person having committed a crime has
been singled out, all archive documents possibly containing
evidence of his activities will be worked through. Of each
such document a copy is made, bearing the seal of the
archive, and it is added to the criminal case file. The longer
the person has worked in the structures of security and the

more important post he has occupied, the greater the number
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The anniversary of the October revolution

of persons in whose repression he has par-
ticipated and the greater the number of files
from where the evidences can be found. The
number of files in need of review may some-
times reach thousands. With persons having
worked in less important positions the
process is somewhat reminding the finding
of a needle from hayrack: from among tens
of thousands of files those ten or hundred
have to be found, that contain documents

evidencing his criminal activities.

2) when a person/persons having
committed a crime is/are unknown, the files
having arranged into groups according to a
certain property (for instance the files of
deportees from a specific county or a more
voluminous criminal case made up/treated
by the structures of security at that time)
have to be worked through. In the course of
work all persons coming up in the docu-
ments, whose actions correspond to the

composition of crime must be registered,

Slogan: “Thank You com-
rade Stalin for a happy
childhood” In 1940 over
20 000 people were
deported and murdered.

their full personal data must be found out, it must be cleared
up whether they are still alive and if so, a criminal proceed-

ing must be initiated against that particular person.

Both methods are very time-demanding. The difficulty
with the second alternative is to find out the full personal
The doc-

uments kept in files (decrees, records of interrogation etc.)

data and fate of the security and party workers.

usually bear only surname and rank of an employee. Only
sometimes the first name has also been mentioned. Full per-
sonal data may be found from party files, special inspection
materials. In some cases additional investigation on the basis
of applications and claims from individuals having been
repressed in the 1950s and 1960s has been carried out, dur-
ing what additional inquiries in respect to the former
NKVD/MGB employees have been made. Information is also
gathered from the interrogation of witnesses and former

security employees.

In addition to the Security Police several national and
social organizations and local researchers of Estonia have
investigated the various aspects of antihuman crimes. The
aim of their activities is not the identification of persons and
crimes but the registration of the represses and the clarifica-
tion of their fates. The personal data of sufferers is registered,
i.e. their name, domicile, time of arresting, penalty and time
of release. But the archive file number of the sufferer is often
ignored. The local researchers sometimes mention a security
service employee in the files, but only by surname. Therefore
their necessary and voluminous work can be used as source
and reference material in criminal cases rather than juridical

evidence.
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ILLEGAL WEAPON TRADE

The Security Police Board has seized:
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Detecting

—In 1994
110.65 kg ammunition
972 fire weapons did
15215 cartridges is
98 detonators e
—1n 1995
27 fire weapons . .
10 818 cartridges
3343.3 kg ammunition
22 self-manufactured
explosive devices
(S hand-grenades A
998 detonators e,
=910 explosive packets _
In 1996
over 600 kg ammunition .y
In 1997
1027 fire weapons
10 580 cartridges e i
over 100 kg ammunition
_ 60 explosive devices
In 1998
132 fire weapons
209 677 cartridges i
98 kg ammunition 5
7 explosive devices

During the period of 1993-1998 the Securi-
ty Police Board has gained remarkable

results in prevention of illegal weapon trade
within the period of 1992 to 1996 and in

revealing its organizers. Incomplete legisla-

tive base regarding the acquiring, possess-

ing and bearing of illegal weapons and

ammunition made illegal weapon and

ammunition trade possible both internally

and as transit through the Republic of Estonia to other coun-

tries at the beginning of the 1990s; it was easy to acquire
weapons and explosives as the former Soviet Army left
behind part of its arms and the supervision over explosives
used in the mines of East-Virumaa was insufficient. People

who were dealing with this business gained great profit.

It has been ascertained that weapons and ammunition,
smuggled into Estonia from Poland and West-European
countries were consumed mostly on-site. The rest of these
weapons was forwarded to Russia and the countries of the
Commonwealth of Independent States (CIS) where it got at

criminals disposal or was targeted to crisis-regions.

In 1994 twenty criminal cases, in 1995 14 criminal
cases, in 1996 13 criminal cases, in 1997 14 criminal cases
and in 1998 15 criminal cases (against 20 persons) were ini-
tiated by the Security Police Board or under its initiative (by
other police structures) concerning detected or seized
weapons, ammunition or explosives in the territory of the

Republic of Estonia.

In 1998 five criminal cases on detection of illegal
weapon trafficking were proceeded by the Security Police
Board and three of them were forwarded to the court. With-




in the scope of five criminal cases accusa-
tions were presented to 21 persons, of
whom nine may be deemed the key persons
in illegal weapon trade.

In 1998 totally 132 illegal fire
weapons were seized by the Security Police
Board (118 of them were automatics PPS
and 10 pistols TT) and 166 zinc boxes with
TT cartridges (209 160) and 517 cartridges
with different calibres - totally 209 677
units of ammunition. During operations
aimed to detect illegal weapon trade five
explosive devices with different systems,
two battle grenades F-1, detonators, etc.

were seized.

Supervision and control over illegal
weapons and ammunition trade on the bor-
der as well as at the customs has strength-
ened due to amendments in legislature.
Work done by the Commission of Supervi-
sion over the Export of Strategic Goods at
the State Department and the Commission
of Licences at the Police Board is more
effective than before. Co-operation with
foreign law enforcement institutions (Aus-
tria, Poland, Finland) has developed, with
their assistance some persons, liable for ille-
gal weapon trade, have been prosecuted.
The illegal weapon trade has decreased and
no more jeopardizes the security of the state

and its reputation.

Countries of orign of weapon shipments smuggled
into Estonia (by volumes)

Poland

Austria

Finland

Germany

Target countries of weapon
shipments smuggled from Estonia

Russia

Aserbaijan (during the conflict of Gorno-Karabach)

Armenia (during the conflict of Gorno-Karabach)

Chechenya

Kyrgyzstan
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Detecting Organizers of

Estonia is fortunately untouched by politi-
cal terrorism. There have been only two
cases at the territory of Estonia that may be
regarded as acts of terror: landing on the
Tallinn airport of two aeroplanes, hijacked
from Russia out of political motives: in
1993 and in 1994. In both cases the hijack-
ers had explosive devices; they used explo-
sves for threatening in the course of hijack-
ing the aeroplane. Bomb explosions that
have taken place in Estonia nowadays are
mostly related to criminal violence (con-
cerning extortion, "taxes' and integral
clearing up of accounts of the criminal
world). The majority of bomb explosions
have taken place in Tallinn, Tartu and the
County of Ida-Virumaa.

In 1997 38 explosions of different explosive devices
took place in Estonia, killing five and injuring 18 persons.
Bomb threats were performed totally 146 times. In 1998 41
explosions of different explosive devices took place in the ter-
ritory of Estonia, killing seven and injuring six persons.
Bomb threats were performed totally 184 times.

According to analyses held by the Security Police
Board on bomb explosions we may notice that ammonium
and detonators from mines and ammunition used by the
Soviet Army were usually used for producing the bombs.
Examining the cases of bomb explosions also made clear that
generaly the criminals lack the motive and will to execute
terrorist acts. Continuous systematic work for the detection
of persons manufacturing explosives and seizure of great
amounts of ammunition brought along the decreasing num-

Calts concerning demination, explosive devices and ammunition liquidated by the Rescuing Board
and seized by the Security Police Board during surveillance work 25.05. 1992 - 31.12.1998

Year 1992
Calls 78
Explosions 3
Perished 2
Injured 2
Bomb threats 7

of them: at schools 6

Bomb suspicions

Bomb technical checkinR

Liquidated explosive devices 228
of them: airplane bombs 14
Explosives found out by 1

the Rescue Board

Explosive devices seized by the
Security Police Board
Ammunition seized by the

Security Police Board

1993 1994 1995 1996 1997 1998
228 624 896 820 947 838
41 71 81 44 40 41
5 1 10 6 6 7
10 11 26 24 20 6
97 125 221 161 150 184
45 28 63 45 56 91
135 102 100
52 58 86 278
1466 1958 4046 1898 10 949 2152
18 264 119 36 13 6
6 11 28 17 16 13
22 60 7
110kg 3343kg more more 98kg

600kg 100kg
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ber of explosions from year to year. In
March 1997 even akind of "bomb factory"
was liquidated in Tartu.

Analyzing increasing bomb threats
caused by hooligans we have to express that
valid legislature does not allow to punish
the parents of kids who have executed
bomb threats adequately and that has
caused a kind of unpunishable feeling
among kids. The problem must be dealt
complexly - the seriousness of bomb threats
and possible results both to them and their
parents must be explained to pupils at
schools in order to make them aware of the
consequences. Pupils or their acquaintances
that call to school to inform about the
bomb, are not aware that due to every
bomb threat people have to be evacuated,
police and special deminators of the Rescue
Board have to be called. Public resources
and manpower are used for nothing due to
every wrong bomb threat.

Continuous systematic work for the detection
of persons manufacturing explosives and
seizure of great amounts of ammunition
brought along the decreasing number of

explosions from year to year.

1995 81
1996 44
1997 40
1998 38

But in 1998 the number of bomb threats
increased again. Bomb threats were general

ly caused by hooligans.

1995 221
1996 161
1997 114
1998 184

ANNUAL REVIEW 1998

Targets of bomb explosions threats:

schools and other cultural establishments
(libraries); threateners are generally school pupils
having some problems at school;

shops, petrol stations; threateners are generally
mentally ill persons as well as competitors;

objects of national importance (foreign embassies,
airport, railway station); threateners are generally
the same mentally ill persons to whom an embassy
might have refused to launch a visa or who might

have missed their train or airplane.

In order to clear and solve the problem we must first
of al develop co-operation with mass media that would cre-
ate negative public opinion against bomb threateners (cur-
rently mass media merely notices that a bomb threat has
taken place, the police and firemen were on spot and pupils
were evacuated). Another remedy would be better co-ordina-
tion between various institutions and swifter detection of
bomb threateners. The third preventive remedy would be the
amendments of the Criminal Code establishing criminal pun-
ishment for bomb threats and its consegquences.
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Prevention of Activities by

with Terrorist Tendencies

The Security Police Board has paid particu-
lar attention to disrupting the powerful
organized criminal groups and directing the
profits gained from illegal business to public
revenues. As a result of active surveillance
work and criminal cases forwarded to the
court, such formerly powerful groups have
been liquidated or rendered harmless, as for
instance the group of Boris Malinovski
and one other

(Boris Malinovski leading

character were punished with actual confine-

ments), the Kazan group (three leading figures were convicted
at the court, some of their members were sent out of Estonia),
the group of Nikolai Bleskov (over 20 persons were convicted
in connection with different criminal cases; the said persons
were directly the group members or partners of group mem-
bers in other crimes, among them also public officials), the
Novosibirsk group, the group consisting of the Armenians,
the group of Anton Letshiski that was active in Narva (six key
persons lead by A. Letshiski were convicted at the court), the
group of Eskander Mamutov in South-Estonia (E.Mamutov

and one of his fellows were convicted at the court).

Currently active criminal groups exist in Estonia the
membership of which partly still consists of immigrants from
the regions of the former Soviet Union (Kemerovo, Soli-
kamsk, Tshetshenia, Armenia, Aserbaijan) as well as minor
groups consisting of local inhabitants lead by the criminal
"authorities". All these groups are connected by internal
activities to one criminal society, lead by three criminal
authorities who also possess the criminal Common Treasury.
It isremarkable that the situation in the criminal underworld
is continuously changing: some of the groups lose their

significance as their key persons are either convicted, con-



fined, sent out of Estonia or hiding them-
selves abroad as they are sought by the

police due to different crimes.

In 1998 it was nearly succeeded to
liquidate the Kazan criminal group (was
engaged in illegal acquiring of others pos-
sessions mainly by extortion) and the
Solikamsk criminal group that was mostly
engaged in illegal fuel trade avoiding the
excise taxes. The Solikamsk group was like-
wise connected with serious anti-person
crimes.

The group lead by Vladimir
Koshelev, that was active in Tallinn, had
very good relations with one criminal group
in South-Estonia as well as different Rus-
sian groups. The pre-trial investigation
found out that three members of the said
group caused a 4.6 million kroons loss due
to back payment in "effective" criminal co-
operation with eight corrupt customs offi-
cials. For promised bribe, the customs
inspectors filled in the goods statements on
the transportation of declared oil and diesel
fuel across the Estonian border to one com-
pany in Ukraine. Actual export of fuel to
Ukraine did not take place and all "fuel for
export" shown in the goods statement was
consumed in the territory of Estonia. After
arresting almost all key persons and active
characters in March 1998, the group practi-
cally ceased its activities and its remaining
members joined the other criminal groups.

ANNUAL REVIEW 1998

Combating

The major concerns in combating corruption in 1993-1995 in
the whole Republic of Estonia as well as in the Security Police
were first of all white-collar crimes that turned out to be diffu-
sive and lacking clear aims. That was caused by incomplete leg-
islature and little working experiences and practice of the offi-
cials. The major criminal cases dealt with briberies and abus-

ing of rank by single public officials.

The case of the former Prime Minister of the ESSR
Indrek Toome may be presented as a characteristic example. In
1994 Indrek Toome offered one officer of the Security Police
Board 30 000 kroons as a bribe for the said officer to return to
Toome's friend, the businessman Mark Rivkin three Estonian
passports acquired by illegal methods. As a result of a long
legal proceeding Indrek Toome was convicted for an attempt to
offer bribe. Later the dishonest passport officia and the busi-

nessman Mark Rivkin himself were convicted, too.

The said case brought along the necessity to amend the
legislation, particularly the Surveillance Act, the Code of Crim-
inal Proceeding and the Criminal Code. Amendments made
into appropriate legal actsin 1995 allowed imitating a crime in
Estonia. The first case where the imitation of a crime was used
legally by the Security Police took place on March 31, 1995,
when an honest official acted as the crime imitator, whom
8000 kroons as a bribe for returning the illegal passport were
offered. The resolution by the court concerning the said case
was very soft - monetary penalty in the amount of 3000

kroons.

After the amendments made into the said Surveillance
Act 9 persons have been convicted of criminal cases forwarded

to the court by the Security Police.

One of the best examples of using crime imitation is
depicted in the detection of frontier corruption, where the offi-
cial of the Operative Department of Customs of Tallinn Pas-

senger Harbour imitated taking a bribe with the authorization
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by the Talinn Administrative Court. The
briberer offered the officid US $ 30.000 in
order to release the arrested van and illega
cigarettes in it. According to the resolution
by the court the briberer was convicted and $
30.000 as well as the van and al illegd
goods inside were forwarded to the state's
benefit.

So far another main area of activity of
the Security Police Board isto detect frontier
and customs corruption and to combat
excise tax and saestax fraud in co-operation
with the Customs Board and the Border
Guard Administration. Almost 200.000 litres
of hard liquor, 141 boxes of cigarettes
(twelve different names) without tax notes or
with Russian tax notes and 75.600 audio
cassettes were seized by the Security Police
merely in Tdlinn during its operations in
1996-1998.

Several important laws to intensify
corruption prevention have been adopted by
the Estonian Parliament (Riigikogu), estab-
lishing the scope and activity limits for the
government officials with respect to whom it
may be possible to implement crimina pro-
ceedings and to decide whether they have
exceeded their power limits. The said legd
acts are the Corruption Act, Government
Officials Officidl Names and Rate of Salary
Act, the Public Service Act.

Amendments to the Code of Crimina
Proceedings enacted in August 1998, estab-
lishing the surveillance subordination of the
Security Police concerning white-collar
crimes. Pursuant to the latter the Security
Police Board treats corruption as wdl as
white-collar crimes committed by high offi-
cias (who have been listed in the Govern-
ment Officials Officid Names and Rate of
Saary Act) in the context of criminal laws.

The said law amendment also establishes the fidlds of
activity of the Security Police concerning white-collar crimes.
In 1998 the priorities at detecting corruption were govern-
mental purchasing, the direct or hidden participation of high
officids in private business associations (to which, if possible,
they channel money and other resources targeted to other pub-
lic purposes) as well as corruption-dubious decisions at the
leve of the heads of loca governments and contracts with pri-
vate companies in which they are partners or what belong to
their relatives.

As an example concerning detection of corruption of
high officids the case of the former Director of the Tartu Mar-
ket, who blackmailed bribe for the issuing of sale licences, may
be presented. After the director was fired and convicted at the
court, the rental income of the market increased by 2.9 million
kroons and the net profit increased by 15 million kroons a
year. In 1998 the Security Police initiated and forwarded to the
court numerous criminal cases with charged high officids (for
instance the former Managing Director of the Environmental
Fund, who rotated state-owned money with a private compa-
ny at stock exchange) or the senior managers of local govern-
ments who have made unjustified bonuses to companies that
belong to themselves or their relatives (for instance the former
Mayor of Rapina who violated the Loca Governments Act
and lent money from the town budget to a company where he
himsdf had participation what he did not pay back)

On October 14, 1998 six former customs and frontier
guard officias were convicted at Vaga County Court for tak-
ing bribe repeatedly in 1995 for permitting the smuggling of
illega liquor (totally 102 076 litres) to the country. At the end
of 1998 and at the beginning of 1999 the Security Police con-
cluded pre-trial investigation of nhumerous criminal cases con-
cerning excise and turnover tax fraud at the frontier stations of
Ikla and Tallinn. 50 persons are sent to trial (frontier guard
and customs officids mostly) who during 1994-1997 have
caused material damage to the state in the amount of 40 mil-
lion kroons.



The Security Police Board has paid great
attention to contacts with foreign countries
and partner services, the volume of what
has increased year by year. Co-operation is
first and foremost realized with different
European countries, but also with other
countries all over the world. From the one
hand the expansion of co-operation is
caused by wider international acknowledge-
ment of Estonia, from the other hand it is
caused by the need to develop professional
relations with law enforcement and security
organizations of different countries in order
to fight against international organized
crime. In 1998 our contacts with police
attaches residing in the American, Swedish,
Finnish, Britain and Ukrainian embassies in
Talinn and the German and French
embassies in Riga continued and expanded.
In addition to that there were several meet-
ings held in Tallinn with the police repre-
sentatives from the district of Groningen,
Holland. In the course of international co-
operation mutually interesting information
was shared and the parties helped each
other in the investigation of criminal cases.
Due to effective co-operation many fugi-
tives were extradited to Estonia, many sus-
pects were captured and lots of statements
were gathered from witnesses.

ANNUAL REVIEW 1998

One of the main trends in foreign relations is the addi-
tional training of our employees. Severad respectable educa-
tional establishments and organizations have offered many
adequate opportunities. By the medium of the Ministry of
Internal Affairs we participated in professional police spe-
cialist courses abroad. Our employees aso participated in
international seminars, conferences and working group meet-
ings in Estonia and abroad.

In connection with the integration of Estonia into
Europe and the opportunity for Estonia to become member
of the European Union respective foreign relations have
developed year by year. In 1998 our employees participated
in conferences held in legal and other matters regarding the
implementation of conventions in the areas of activities of the
Security Police to obtain knowledge and experience to be put
into practice in the future.
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The Security Police understands theincreas-
ing importance of practical working rela
tions with society and mass media, because
the law enforcement bodies are unable to
gain success inthe combat against organized
crime without the active support and help
from the society. In that respect the year
1998 wasdecisive: we opened our |nternet
web site that is necessary from the interna-
tional aspect aswell asfor quick electronic
communication with Estonian public and
press. The web site presents all public infor-
mation regarding the Security Police. It also
presents a unique opportunity to read our
press releases in original, thus getting an
objective overview of the activities of the

Security Police. The Internet web site offers also feedback
from ordinary citizen, who can write hisher opinions and
advises into the guest book. Upon important events or crimes
arising wide socia reflection we attempt to guarantee the
press quick and adequate access tothe information inorder to
avoid distorted reflection of events to thepublic.
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