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Dear reader,

Last year, we celebrated the centenary of Estonia’s 
independence – with characteristic dignity, visibility 
and unpretentiousness. We Estonians set great store 
by northern modesty, moderation and self-confi-
dence, but occasionally still seek something new. 
Our recurring search for a grand narrative is one 
such example. As a citizen and as head of the Inter-
nal Security Service, I have a clear and simple an-
swer: the most important story is right there in the 
preamble to our Constitution – the preservation of 
the Estonian people, the Estonian language and the 
Estonian culture through the ages. Building on this, 
society’s value system and fundamental rights and 
freedoms must be supported by strong security.

Efforts to ensure security often remain hidden. 
For more than two decades, the Internal Security 
Service (KAPO) has shared its work with the Esto-
nian and international public in its annual reviews. 
These include the facts we have established as well as 
a synthesis of the threats to Estonia’s national secu-
rity based on our analysis of those facts. Much of our 
work must remain undisclosed, but I hope we have 
made clear throughout the years that the constitu-
tional order must be guarded and protected. Our 
national security is ensured. According to various 
statistical indicators, Estonia is a safe place to live 
and visit.

Talking about threats is a double-edged sword. 
On the one hand, we inevitably create the feeling 





4

In 2018, we dealt a blow to intelligence efforts tar-
geted against Estonia, capturing people suspected of 
treason and cooperating with the Prosecutor’s Office 
to bring them to justice. The traitors undoubtedly 
caused damage and the whole affair is unpleasant 
and thought-provoking. Treason undermines and 
threatens both the rights and freedoms guaranteed 
by our Constitution and, indirectly, Estonia’s in-
dependence itself. Traitors are never easy to catch. 
They are professionals, and their activity is carefully 
prepared and concealed. The capture of a traitor is 
therefore always a victory for the side that identifies 
him or her and a heavy blow to the side for which 
they were working. Since 2008, 6 individuals have 
been convicted of treason by Estonian courts and 
another 12 of committing crimes against the state by 
collaborating with Russian special services. KAPO 
has the knowledge and experience necessary to give 
good advice on finding a reasonable way out of a dif-
ficult situation. Many people have come to us to talk 
about their contacts with Russian special services, 
relieving themselves of a heavy burden; others have 
failed to come forward and faced much more severe 
consequences. 

While well aware of threats from Russia, Estoni-
ans tend to underestimate or misunderstand those 
originating from the Middle East and North Africa. 
Similarly, the threat posed by the Kremlin is often 
not acknowledged in the Mediterranean region. In 
reality, all regional security threats in Europe af-
fect the entire continent. Dealing with any serious 
threat today requires solidarity and trust between 
European countries and within each of them sepa-
rately; people must trust the authorities and the way 
society works. Unfortunately, solidarity and trust 
are undermined by both radical Islam-inspired ter-
rorism and the Kremlin’s influence operations. The 
state loses credibility if it fails to protect its citizens 
against terrorists or to establish and maintain values 
that are important to its people.

Last year brought bad examples of how greed can 
offer Russia opportunities for manipulation. An 
investigation by KAPO led to the prosecution of a 
board member of an Estonian state-owned com-
pany who attempted to use bribery to bring Rus-
sian railway cargo business to Estonia. The great-
est threat this entails is, at best, the importation of 
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Russia’s corrupt business culture to Estonia and, at 
worst, the entanglement of strategic decision-mak-
ers in Estonia in reprehensible schemes from which 
they ultimately see no way out, finding themselves 
in a position in which Russia can exploit them in its 
influence operations.

As in our previous annual reviews, we talk about 
history. This year, we publish excerpts from docu-
ments describing the activities of the Soviet occupy-
ing forces that destroyed Estonian lives. The Krem-
lin elite tends to embellish, revive and unfortunately 
also justify the Stalinist regime. Soviet special servic-
es used to spread lies about the mass deportations of 
“anti-Soviet” Estonians to remote parts of the USSR 
in 1941 and 1949, causing some people – scared and 
misinformed – to believe the myth that Estonians 
brought this misfortune upon themselves. In reality, 
these were carefully hidden, meticulously prepared 
crimes against humanity, launched and orchestrated 
by the Kremlin. The mass killings and deportations 
did not break the spirit of the Estonian people. The 
tenacious struggle for freedom mounted by the par-
tisans known as the Forest Brothers frustrated the 

Kremlin, and bloodshed followed. Since then, the 
Soviet and present-day Russian propaganda machine 
has been trying to create an image of Estonians as in-
formers or collaborators working against their own. 
Actual historical events tell a different story. Armed 
resistance was crushed only after repeated blood-
shed, with the heaviest casualties being suffered as 
late as 1953, the year of Stalin’s death. This was a war 
after war, and the fallen deserve to be remembered 
and commemorated. 

Finally, let us take this opportunity to remember 
that the Estonian state, from its first creation in 1918 
and again after regaining its independence in 1991, 
has existed longer than the entire Soviet annexation.

I hope you enjoy reading this review.

Arnold Sinisalu

FOREWORD BY THE DIRECTOR GENERAL
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Estonia’s constitutional order was not under threat in 
2018. There were no serious direct threats from ex-
tremism, separatism or foreign aggression that might 
result in a violent regime change or affect Estonia’s 
territorial integrity. In a broader sense, threats to the 
constitutional order may emanate from activities 
through which opponents of the Estonian system of 
government try to attack fundamental democratic 
values, divide our society and, for example, manip-
ulate history or our young people. Should informa-
tion of such activity be confirmed, it falls to KAPO 
to prevent any planned hostility against Estonia. In 
the event of a crime against the state, we prosecute the 
offenders in cooperation with the Prosecutor’s Office. 
Experience shows that the vast majority of influence 
operations aimed against Estonia still originate from 

the Kremlin, whose primary objective in this is to test 
the boundaries of international law. Unfortunately, 
Russia also crosses these boundaries, by planning and 
executing attacks against Estonia and its allies. In re-
cent years, the Kremlin’s aggressive attempts to inter-
fere in other countries’ internal affairs and influence 
their decisions in order to change foreign policy have 
been repeatedly discussed in public. Examples include 
interventions in elections and attempts to stoke fears 
related to the migration crisis. The goal is to break 
out of international isolation while avoiding a regime 
change in the Kremlin. The Kremlin’s ambition to be 
a global player and a hub is also still very real.

DEFENDING THE CONSTITUTIONAL 
ORDER

The 26th Estonian Song Celebration And 19th Dance Celebration “Touched By Time. The Time To Touch”. Photograph: Sven Začek.
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my, culture, science, education and so on. In reality, 
it only served the Kremlin’s own influence activity 
goals: it was an attempt to use active youth to move 
EU member states towards a more Kremlin-sympa-
thetic attitude and to break the sanctions. 

Such programmes and events are also a cover for the 
mass collection of detailed personal information to 
identify talent that can be exploited in Russia’s interests 
in the future. In Estonia, it the task of the Russian Em-
bassy, local disruptive activists and a few people in Es-
tonian education to funnel talent to events in Russia. In 
education, youth workers and Russian-language teach-
ers at some schools are encouraged to take part in sus-
picious events by presenting these as a reward for good 
academic achievement or extracurricular activities. In 
fact, however, the events help the Kremlin’s influence ef-
forts and, unfortunately, are a conduit for feeding young 
talent to the Russian special services for recruitment.

In 2018, the Kremlin continued its efforts to legiti-
mise the annexation of Crimea through the creation 
of divisions in the West. Although there is general 
awareness in Estonia of the actual nature and ob-
jectives of the events organised in Crimea, there are 
cases where individuals from Estonia, with differing 
motives (such as the need for personal recognition, 
business ties and other contacts), participate in the 
Kremlin’s influence activities, thereby supporting its 
policy of division at an international level.

Coupled with unfounded accusations of Nazism, 
Russia is eager to accuse Estonia of endorsing the des-
ecration of World War II memorials. In truth, what 
matters to the Kremlin far more than the restoration 
and preservation of war memorials is amplifying the 

related historical myths and tensions. In the autumn 
of 2018, students from Vyatka State University in 
Kirov arrived in Saaremaa on a Russian foreign min-
istry-sponsored mission to rehabilitate Soviet World 
War II monuments in the area. Because their work was 
unauthorised and they used non-compliant methods, 
the Estonian National Heritage Board issued an en-
forcement order to the contracting entity.

The conference “Contemporary Integration Processes in the Post-Soviet 
Space”, held in October 2018 in Yalta, was yet another attempt to justify 
the annexation of Crimea using a participant from Estonia.  
Photograph: https://mid-dnr.su/ru/pages/news/delegaciya-ot-mid-dnr-
prinyala-uchastie-v-mezhdunarodnoj-konferencii-v-yalte-01477

Vyatka students busy at work. 
Photograph: http://kirov.bezformata.com/listnews/vyatgu-proveli-rabotu-
po-vosstanovleniyu/70377961

Some typical characteristics of participants in 
Russia’s divisive operations are: 

•	 the pursuit of personal gain, often the willing-
ness to work for a small fee or free of charge in 
the hope of future benefit; 

•	 a desire to catch the attention of the embassy and 
other Russian institutions and the hope of future 
financial reward; 

•	 a desire to establish contacts, including in Rus-
sia, to enhance one’s status as an actor in the 
politics of division, and to be recognised as a se-
rious operator;

•	 a focus on narrow niche topics that attract more 
money but mostly do not interest the local Rus-
sian-speaking population;

•	 attempts to compensate for one’s failure to 
succeed in Estonian politics by actively partici-
pating in Russia’s politics of division instead; 

•	 a need for attention (media appearances, activity 
on social media);

•	 an interest in the apparent opportunity to par-
ticipate in international cooperation as a repre-
sentative of the Russian community or a specific 
target group (e.g. schools), and in some cases the 
desire to travel;

•	 seeing the activity as a lifestyle or pastime with
out being interest in profiting; a desire to be of 
service to the Kremlin.
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From an outside perspective, the Russian special 
services seem to be going through a rough patch. In 
the past year, as reported in the international media, 
they have been caught out numerous times, both in 
Estonia and elsewhere in the world. All Russian spe-
cial services have experienced failures. The biggest 
story was that officers of the military intelligence 
service (GRU)7 poisoned the Skripals in Salisbury. 
The Skripal incident was a wake-up call to many 
countries and their special services, in Europe and 
across the world. While it had been assumed since 
1991 that Russian intelligence was not dangerous 
in the way the KGB had been or that the threat was 
transient and focused on areas geographically close 
to Russia, the Skripal incident even caused many 
sceptics to change their mind. The result is the 
strongest coordinated response from a coalition of 
Western countries to the illegal and barbaric activi-
ties of Russian special services in recent history. 

Operational errors are certainly one reason for the 
failures of the Russian special services officers and 
their recruited agents, but they are not the only one. 
The special services’ attitude to the collaborators they 
recruit also plays a role. Herman Simm, who worked 
for the Russian foreign intelligence service (SVR) and 
was convicted of treason, has reported having once 
asked his handler what would happen if they were 
caught by counterintelligence. With unusual can-
dour, the handler had said that he would be rescued, 
but Simm would have no hope of assistance. Although 
the phrasing of such questions and answers may have 
changed, the idea and underlying logic have remained 
the same. 

The Russian special services have skilled recruiters. 
At training school, intelligence officers are taught 
how to influence people’s behaviour, what to promise 
them and how to make them believe those promises. 

COUNTERINTELLIGENCE

Convicted traitors Pjotr Volin (left) and Deniss Metsavas. Photograph: KAPO archives.

7	 The Main Directorate of the General Staff of the Armed Forces of the Russian Federation, now officially known as the GU 
	 (Russian: Глаaвное управлeние Генерaльного штaба Вооружённых Сил Российской Федерaции).
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Several traitors or agents caught by KAPO had been 
assured by their recruiting officers that intelligence 
work would not involve risks and, even if something 
did happen, the captured agents would not be forgotten 
and, if necessary, some way would be found to obtain 
their release or at least offer them assistance. Many of 
the recruits naively believed the promises made by the 
intelligence officers. But reality is different. A good ex-
ample is Aleksei Vasilev, a young student who worked 
for the Russian Federal Security Service (FSB) and was 
captured by KAPO in the autumn of 2017. Vasilev was 
sentenced to four years in prison by Harju County 
Court in March 2018 under Section 233 of the Penal 
Code for non-violent activities directed against the 
independence and sovereignty or territorial integri-
ty of the Republic of Estonia and for the preparation 
of a computer-related crime under Section 2161(1). 
In an unusually candid interview for the newspaper 
Postimees,8 Vasilev said that at the time of recruitment 
the FSB operators promised that he and his family 
would be taken care of financially if necessary. After 
his arrest, the help that he was expecting for himself 
and his loved ones never came. Vasilev said he felt that 
the FSB’s interest in him disappeared immediately 
when he was sentenced and at the same time all the 
promises made by the recruiters were no longer valid. 
This is how he put it to the journalist: “James Bond is 
a romanticised movie; real life is much tougher. Prison 
is my everyday life. There is no happy ending here.” 
When collaborating with the Russian special servic-
es, the old saying generally holds: the drowning man 
must save himself.

After becoming a suspect in November 2018, Dmitri 
Kozlov was sentenced on 20 March by Tartu County 
Court to three and a half years in prison for main-
taining a relationship potentially seriously damaging 
to the Republic of Estonia contrary to Section  2351 
of the Penal Code. The FSB recruited Kozlov, a dual 
Estonian-Russian citizen, for covert collaboration to 
obtain intelligence regarding border guarding facilities, 
employees, vehicles, technology and work routines.

In 2018, court decisions were also made in the 
cases of GRU recruits Ilja Tihhanovski and Jevgeni 
Slavin. Estonian citizen Tihhanovski was detained 
on 10 December 2017 and was sentenced on 3 April 
2018 by Tartu County Court to four years in prison 
for conspiracy against the Republic of Estonia con-
trary to Section 2351 of the Penal Code. Tihhanovski 

knowingly participated as an agent in GRU operations 
against the Republic of Estonia at least from 2008 until 
his detention in 2017, using aliases including “Noi”. 

Estonian citizen Jevgeni Slavin was detained on 1 
July 2018 and was sentenced on 10 September by Harju 
County Court to 20 months of imprisonment for con-
spiracy against the Republic of Estonia under Sec-
tion 2351 of the Penal Code. Slavin was charged with 
knowingly maintaining relations with GRU operatives 
since 2016 with the intention of undermining Estonia’s 
internal and external security. He gave a GRU officer 
his written consent to cooperate and agreed to use the 
alias “Tendrit”. Slavin passed on information through 
various communications channels and at face-to-face 
meetings in Russia. As the damage he caused to Estonia 
was limited due to the brevity of his collaboration with 
the GRU, Slavin received a more lenient sentence than 
previously convicted agents. The court judgment in 
the Slavin case reaffirms that merely agreeing to covert 
cooperation against Estonia is in itself punishable and 
any damage caused is an aggravating circumstance. 

Based on the above examples, we appeal to all 
residents of Estonia to disclose any cooperation or 
contacts they may have with foreign special services. 
Such cooperation often begins with an apparent 
coincidence, a foolish decision or pressure from in-
telligence officers. Often people do not know how 
to get out of their predicament. A court sentence 
and years in prison need not be the only possible 
outcome. 

Yevgeni Slavin, who collaborated with the GRU, was convicted of a crime against the state. 
Photograph: KAPO archives.

8	 www.postimees.ee/6424872/vene-spiooni-sonum-viru-vanglast-mu-kodumaa-unustas-mind
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Come and talk to KAPO 
about what has happened: 

Toompuiestee 3, 
Tallinn.

ALWAYS
THE BEST WAY OUT

OF THE TRAP

Mainly individuals with access to information 
of interest, either directly or through people
 close to them.

POTENTIAL TARGETS FOR 
RECRUITMENT

Generally a thorough background check 
establishing the individual�s �nancial position, 
ambitions, satisfaction at work, attitude 
towards their country, weaknesses and any 
illicit actions and habits that make it easier to 
end up in an undesirable situation. 

TARGET SELECTION

ESTABLISHING CONTACT

CULTIVATION

RECRUITMENT

HANDLING

Option 1 (audacious): 
immediate trapping � a real or arti�cially 
constructed compromising situation, with a 
proposed solution that involves collaboration 
with the special services of a foreign country. 
Taking advantage of the element of surprise, 
mixed with threats and inducements, there are 
attempts to get the potential recruit�s 
agreement to collaborate.
Option 2 (classic): 
approaching in an apparently ordinary 
situation, for example at a reception or o�cial 
(business) meeting, the discussion seems to 
take a natural course, expressing hope of or 
making a speci�c proposal for future 
meetings. �is is followed seamlessly by 
mostly civil situations for getting to know the 
person, along with personal questions and 
inducements.

Apparently tri�ing requests to obtain incon-
sequential information. However, the recruiter 
will want information of ever better quality, for 
which a reward is promised, whether money, 
bene�cial relationships/contacts, or professio-
nal success. 

Recruitment can be obvious and open, making 
it clear that you are now working for the 
special services of a foreign country; or this 
understanding can be created gradually. In the 
latter case, there is a recognisable point when 
the recruit does a favour in exchange for a 
reward for the �rst time. �e communication 
becomes more aggressive and �attery is 
replaced by increasing tension, where the 
pressure for better-quality information 
increases and the reward decreases. 

�e recruit�s everyday life is oppressed by a 
constant fear of being compromised. Unfortu-
nately, this �collaboration� lasts all the way 
until the traitor has been exposed.
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PROTECTION OF STATE SECRETS

Myths

There are some misconceptions among people 
who have passed or are undergoing security 
vetting:

•	 the security vetting official decides who is 
granted clearance and who is not; 

•	 the security vetting official pries into the 
personal lives of applicants, doing so without 
any good reason or out of personal interest;

•	 if the applicant signs a consent form for 
security vetting, their communications will 
be intercepted for data collection;

•	 if a person sees a therapist, security clearance 
is definitely ruled out. 

Reality

In reality, the official verifies the information provided by the applicant, interviews the applicant and then 
submits the materials for evaluation to a commission, which makes a proposal to the Director General of 
KAPO, who makes the final decision. The information gathered during security vetting is handled on a need-
to-know basis, which means that very few people have access to it. 

Details about the personal life of the applicant are important for assessing any security risks that he or she may 
pose and determining whether the person is liable to be compromised, influenced, blackmailed or recruited, 
which may result in the risk of unlawful disclosure of state secrets.

The Security Authorities Act prescribes specific circumstances in which a person’s communications may 
be intercepted, their right to the confidentiality of messages restricted and so on. Security vetting is carried 
out in accordance with the Security Authorities Act, taking into account the exceptions prescribed in the 
State Secrets and Classified Information of Foreign States Act. Restricting the right to the confidentiality of 
messages belonging to a person being vetted requires sufficient information to indicate that the person is 
preparing a criminal offence or has committed one and a substantiated decision from an administrative court 
judge authorising the restriction.

This is not the case, as everybody may need professional 
help at some point in their life and turning to a 
therapist is completely normal. In fact, KAPO 
recommends consulting a therapist if necessary, 
as counselling will often prevent greater 
harm that may be caused by trying to cope 
alone. Clearance may be denied only if 
the person suffers from a psychological 
disorder that may limit their ability to 
understand or control their behaviour. 
If such a suspicion arises, KAPO 
may refer the person for psychiatric 
examination. A refusal to grant 
security clearance must be based 
on an expert decision, assessing 
all the collected information and 
substantiating the decision. 

We recommend that applicants be forthcoming with 
the vetting official and openly discuss any potential 
risks pertaining to their personal background during 
the interview. We treat all such information in strict 
confidence. If the applicant’s behaviour might pose a 
security risk that could be used to compromise or oth-
erwise influence them, the official will recommend 
risk-mitigation measures. 

As pointed out above, security vetting is designed 
to identify the presence of any grounds, as specified 
in Section 32 of the State Secrets and Classified Infor-
mation of Foreign States Act, for the refusal to grant 
or extend security clearance. 

While KAPO is authorised to exercise discretion in 
deciding whether to refuse clearance on the grounds 

specified in Section 32(2) of the Act, we never refuse 
issue or extension lightly. A decision to deny clearance 
or grant it for a reduced term is an administrative de-
cision, and a negative decision can be challenged in 
court.

There have been cases in which an applicant has, 
after being granted clearance for a reduced period 
or being denied clearance, claimed to their employer 
that KAPO was simply harassing them and that they 
posed no security risk whatsoever. In reality, any se-
curity risks identified in connection with an applicant 
are always explained to them, referring to the specific 
grounds for refusal in Section 32 of the Act. A copy of 
the decision is issued to the person. If such a situation 
arises, we recommend that the employer ask the ap-
plicant to present the decision to them.
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In the field of cybersecurity, KAPO’s tasks are direct-
ly related to ensuring national security. This means 
that, while the technical security of national infor-
mation systems is the responsibility of the Estonian 
Information System Authority and financially moti-
vated or thrill-seeking cybercriminals must be caught 
by the police, it is up to KAPO to detect and prevent 
attacks threatening national security. These attacks 
may be committed by other countries or by terror-
ists. Attacks that pose a security threat are known as 
advanced persistent threats, or APTs,9 which points 
to the fact that they are technically sophisticated and 
typically remain undetected over an extended period 
of time. All APT attacks uncovered to date have been 
committed by state organisations – in the case of Es-
tonia, mostly by Russian special services.

Cyber operations against Estonia’s allies involv-
ing Russian special services received extensive me-
dia coverage in 2018. The charges brought by the 
US Department of Justice10 and the exposure of 
Russian cyber-intelligence operatives by the Neth-
erlands Defence Intelligence and Security Service,11 
including disclosing their names and faces as well 
as the technical details of the attacks, take the dis-
ruption of Russian state-sponsored cyber opera-
tions to a new level. Moreover, many security com-
panies investigating state-sponsored cyber-attacks 
have published numerous reports analysing the 
technical details of Russian cyber-intelligence. For 
example, Palo Alto Networks12 and ESET13 made 
an in-depth analysis of the tools used in the Krem-
lin’s cyber operations.

PROVIDING CYBERSECURITY

A document with a false warning claiming that it was created using an older version of the software. Pressing the “Enable Editing” button will trigger a chain 
of events that will infect the computer with spyware. Watch the video tutorial at www.youtube.com/watch?v=_6l1xfGnkyg

9	 We discussed the concept of APTs at some length in our 2014 annual review.
10	 www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and
11	 www.government.nl/latest/news/2018/10/04/netherlands-defence-intelligence-and-security-service-disrupts-russian-cyber-operation-targeting-opcw
12	 https://unit42.paloaltonetworks.com/sofacy-creates-new-go-variant-of-zebrocy-tool
13	 www.welivesecurity.com/2018/04/24/sednit-update-analysis-zebrocy
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International terrorism is one of the clearest examples 
of the indivisibility of security: terrorist attacks in the 
far corners of the world affect our people’s sense of 
security. Global developments in the activities of ter-
rorist organisations have an impact on the terrorism 
risk in Estonia. As we are part of the European Union, 
several developments in international terrorism are 
even more relevant to us. The probability of a terrorist 
attack in Estonia continues to be small, but changes 
in terrorists’ methods of operation and attacks in Eu-
rope give little hope of it remaining that way forever.

Daesh. There have been significant developments 
in the Syria-Iraq conflict zone in 2018. Daesh has ex-
perienced great losses, and the organisation has lost 
control over almost all areas, becoming a decentrali-
sed terrorist network. Its resources and overall appeal 

to extremists have dwindled. Consequently, the num-
ber of attacks led and inspired by this organisation is 
decreasing. However, this does not mean that Daesh’s 
interest in organising attacks has decreased. Indeed, 
this continues to be an essential part of its strategy. 
Successful attacks divert attention away from territo-
rial losses, and they also have a strong psychological 
effect, increasing support among Islamic extremists.

In other words, Daesh’s major setbacks in the conf-
lict zone do not constitute an end to the spread of 
extremist ideology. Daesh is involved in a low-inten-
sity terrorist campaign to keep its narrative and le-
gitimacy alive. Although the volume of propaganda 
has decreased, reflecting the organisation’s focus on 
survival, material is still being produced to encoura-
ge simple terrorist attacks in Western countries. Such 

PREVENTION OF INTERNATIONAL 
TERRORISM

London, April 19 2018. The Invisible Enemy Should Not Exist, by Michael Rakowitz, is a sculpture of the Lamassu made from empty date cans 
on the Fourth Plinth in Trafalgar Square, London. Photograph: Shutterstock.
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PREVENTION OF INTERNATIONAL TERRORISM

attacks do not require prior training, and they are car-
ried out with whatever equipment is available, such as 
cut-and-thrust weapons, firearms and vehicles. These 
attacks target people in everyday urban spaces, as well 
as members of the defence forces and police officers.

Recent years have shown that Islamic extremists can 
adapt to their circumstances well and are quite inno-
vative. The dynamic aspect of the extremists is mainly 
evident in their rapid adaptation to the opportunities in 
IT and social media for mobilising supporters. Islamic 
extremists keep finding new methods to hinder infor-
mation reaching security authorities, enabling them to 
go unnoticed for long periods. Interest has been shown 
in chemical and biological weapons and drone attacks, 
but the capability for this is currently limited. 

Europe. The conflict in Syria, Iraq and the entire 
Middle East continues to cast a shadow on European 
security. Thousands of fighters of European origin 
have travelled to the conflict zone. In addition to the 
jihadis participating in active warfare, many of their 
family members are also in the region. The large-scale 
return of foreign fighters from the conflict zone is un-
likely but, due to their high level of radicalisation, mi-
litary training and contacts, each person who returns 
poses a disproportionate danger to European security. 
While the main focus has previously been on young 
male extremists, women and children inspired by the 
propaganda have also taken on an important role in 
the division of tasks within terrorist organisations at 
the behest of Daesh, which needs additional resources. 

Consequently, Islamic extremism and terrorism 
still constitute a great danger to Western democra-
tic countries. A consistently high threat of terrorism 
has become the “new normal”. The reduced number 
of attacks in Europe is not a sign of a smaller threat 
from terrorism, but rather of Daesh’s situation in Syria 
and Iraq, as well as the successful prevention carried 
out by intelligence and security authorities. Various 
government institutions are collaborating increasing-
ly closely and with improved operational capability. 
This has resulted in a large number of terrorist attacks 
being prevented.

In the future, prisons will be a problem area. Pri-
sons contain a large number of foreign fighters who 
have returned to Europe, as well as local jihadis, who 
continue to radicalise, train and recruit in the isolated 
environment of a prison. The high concentration of 
radicals in prisons means that the latter are the main 
hotbeds of terrorism in Europe.

Curbing radicalisation in prisons and blocking the 
spread of extremist ideology online is a tough chal-
lenge for Western societies. To impede radicalisation 
and to limit the spread of Islamist terrorist propa-
ganda, the public sector needs to collaborate with the 
private. The EU is currently discussing a regulation 
that aims to stop the spread of terrorist content on-
line. The draft legislation stipulates that companies 
will be obliged to remove such content within an 
hour of receiving a relevant notification from a com-
petent authority.

A soldier in Strasbourg after the terrorist attack. Photograph: Christian Hartmann, Reuters/Scanpix.
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The situation in Estonia

Foreign fighters. The threat posed by foreign fighters 
is low in Estonia. Since 2013, we have identified several 
dozen individuals (including minors) with ties to Esto-
nia who are or have been in the Syria-Iraq conflict zone 
and who have connections with local extremist orga-
nisations. Among these is Abdurrahman Sazanakov, a 
foreign fighter of Estonian origin who is currently in 
the conflict zone. At the moment, it is unlikely that the-
se individuals will return to Estonia. At the same time, 
local radicals are still interested in travelling to the 
conflict zone. Estonia has been used as a transit count-
ry for people who are or may be involved with Islamic 
extremism and terrorist organisations. 

Radicalisation. The greatest local threat ari-
ses from radicalised individuals who have funda-
mentalist views of Islam that oppose Western de-
mocracy and who can carry out attacks incited by 
terrorist organisations. Representatives of Islamic 
organisations occasionally visit Estonia, attempting 
to spread a fundamentalist interpretation of Islam, 
but the Estonian Islamic community has a preva-
lently sceptical attitude towards such missionaries. 
The problem of extremism is gradually becoming 
more serious. Radicalisation mainly occurs online. 

Recent converts are the most susceptible to this, as 
their connection to Islam is fresh and their moti-
vation to follow “the most correct and purest” reli-
gious interpretations is greater than for those who 
have been Muslim from birth.

We have identified several dozen Muslims with ties 
to Estonia who have expressed support for jihad and 
their anger towards people they consider to be infidels. 
However, the exact number of radicalised individuals 
is unknown. Extremists in Estonia become radicali-
sed mainly as a result of propaganda spread on the 
Internet and have no direct contact with terrorist or-
ganisations. Radical-minded people are generally not 
very noticeable in public cyberspace. Manifestations 
of radicalism are increasingly difficult to identify, as 
the majority of worrying communication takes place 
in closed chatrooms or on encrypted communication 
channels. So far, we have not detected any terrorist 
propaganda in the Estonian language. But we cannot 
eliminate the possibility of a “lone wolf” carrying out 
an act of terror in Estonia.

There are several warning signs of radicalisation 
(see illustration) but, based on the experience of ot-
her countries, such people are often characterised by 
difficulty integrating into society, socially deviant 

Radicalisation is the gradual change in a person’s behaviour and beliefs which can lead to violent extremism 
and terrorism. It is a growing desire to completely transform the ideological foundations of a society. While the 
phenomenon itself is not new, radicalising propaganda is spreading increasingly quickly due to the Internet, and 
the radicalisation of people takes ever less time. Radicalisation depends on many circumstances, taking place as 
a result of push-and-pull factors and surrounding influences. 

We recommend looking out for the following general signs and dangers of radicalisation:

•	 ridiculing and questioning a democratic social order;
•	 expressing and/or spreading (through social media etc.) extremist political ideologies or 
	 religious beliefs, or being in possession of Islamist propaganda material;
•	 rigid behavioural norms based on extremist ideologies or religious interpretations;
•	 intolerance of other beliefs;
•	 intolerance of other behavioural norms;
•	 changes in behaviour, e.g. circle of friends, isolation from others;
•	 gender discrimination, a change in attitude towards the opposite sex;
•	 changes in appearance (growing long hair and a beard);
•	 symbols, styles and so on associated with radical ideologies.
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behaviour and/or mental health issues. A radicalised 
person sometimes attracts the attention of a security 
authority regrettably late. That is why we repeat our 
call to take notice of changes in the behaviour of the 
people close to us, our fellow students or colleagues, 
and to try to find a solution together in the event of 
any issues. The radicalisation of a person is generally a 
social problem: offering support at the right time can 
help the individual and avoid tragic consequences la-
ter for themselves and society at large. 

KAPO is the main authority in charge of the fight 
against terrorism, and welcomes tip-offs related to 
radical online content about Estonia, as well as infor-
mation about individuals or organisations who are or 
are suspected of being a threat to national security or 
constitutional order.

War refugees. The pressure caused by mass migra-
tion continues in Europe. It is clear that some of the in-
digenous population find it difficult to integrate new 
immigrants. The voluntary resettlement scheme star-
ted by the European Commission aims to resettle into 
the EU at least 50,000 people who need international 
protection by 31 October 2019.

As of late 2018, Estonia has relocated and resettled 
206 war refugees from Turkey, Greece and Italy. Es-
tonia is one of the countries that conducts interviews 
with refugees before they are relocated. The purpose 
of these interviews is to assess any threats they might 
pose to national security and public order, and their 
ability to integrate into society. Estonia has rejected 
refugees where there have been doubts about the truth 
of their statements, suspected ties with extremist orga-
nisations or hindrances regarding integration into Es-
tonian society. As a result of these checks, a total of 421 
migrants have either been refused entry into Estonia 
or have themselves withdrawn their application, not to 
mention those who have been excluded after analysis 
of their personal data.

So far, the refugees received in Estonia have not po-
sed a threat to national security, but there are other 
problems. There are still very few examples of well-
integrated war refugees. Many are studying the Esto-
nian language, but the results among adult students 
are modest. Few have permanent work. Some have 
been found guilty of infringing public order. There 
have been thefts and serious physical violence. Near-
ly half the received refugees have left Estonia. One of 

Adam Musiev, a Russian citizen, was expelled from Estonia for security reasons. The process to expel him lasted for years. 
Photograph: Stanislav Moshkov, Õhtuleht.
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these families returned to Iraq, while the rest have 
moved on to other EU countries. The main reasons 
for departure are excessively low social benefits and 
the small Muslim community. This shows that many 
of the people who have left Estonia can be considered 
economic migrants rather than war refugees. The ar-
gument about the lack of a Muslim community may 
be based on a desire not to integrate and, rather, to 
continue living in their own cultural space.

The refugees who have been granted asylum in Es-
tonia will remain tied to the country: people under 
international protection can travel within the EU 
like all other Estonian residents; but if they spend 
more than 90 days in another country during a 180-
day period, this is considered an illegal stay. The 
country in question has the right to deport back here 
people who have received protection from Estonia. 
About a dozen people have so far been deported to 
Estonia on this basis.

Foreign students. Learning mobility must be 
mentioned in relation to the threats of legal mig-
ration. An increasing number of student visas have 
been granted over the years, amounting to nearly 
one-third of the total number of visas. Every year, 
an increasing number of foreign students from out-
side the EU apply to study at Estonian universities. 
The threat of abusing learning mobility and the real 
problems that have arisen are major. Most of these 
students use their visa for its designated purpose, but 
many third-country nationals use their student sta-
tus mainly to enter the Schengen area, and disappear 
into the depths of the EU before beginning their stu-
dies. Indeed, on social media there are groups who-
se aim seems to be to distribute information about 
study opportunities in Estonia. In these groups, 
future students receive step-by-step instructions in 
their native language on how to get to Estonia and 
then move on to other Schengen countries.

Migrants who are leading specialists, scientists, 
IT experts and major investors are strategically im-
portant for Estonia. In these areas, the government 
has done a lot to promote immigration. At the same 

time, a large number of workers and students are 
accepted from third countries for positions that are 
not included on this list. Many university graduates 
apply for permanent residence and begin unskilled 
work in Estonia, also inviting their family members 
to come here. There is reason to believe that nume-
rous marriages between third-country nationals have 
been entered into solely for the purpose of obtaining a 
visa or residence permit. A considerable proportion of 
these people cannot generally be defined as qualified 
professionals, as they are workers earning little mo-
ney for work that creates little added value and whose 
integration into society is highly unlikely.

As far as blocking extremist views is concerned, 
we must highlight that against the background of 
values based on Western universal human rights, 
new immigrants often stand out for their comple-
tely different value judgements. In the long run, this 
is a burden on society, creates tensions and poses 
a threat to public order and security. International 
experience points to the danger of creating closed 
communities and parallel societies which ignore 
the host country’s customs and traditions and cont-
radict national legislation. Self-segregation and as-
sociated social and economic vulnerability in turn 
set very favourable conditions for radicalisation and 
thereby support for terrorism. It is in the ’country’s 
best interests to avoid such developments. Universi-
ties must understand their role in selecting students 
from other countries and allowing them to come to 
Estonia, and consider the risks of abusing student 
status, among other things.

Returns. KAPO’s experience with and observations 
on revoking the visas or residence permits of indivi-
duals who are a threat to national security and their 
consequent deportation indicate that this is a highly 
complex and bureaucratic process which can drag on 
for years. Given the dynamic current security envi-
ronment in Europe, steps must be taken to make the 
process for deporting migrants who pose a threat to 
public order and national security more efficient and 
less burdensome for the state.
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KAPO is responsible for preventing and combating 
corruption that threatens national security, and for 
obtaining and processing the necessary information 
as part of this. We help reduce the risk of senior offi-
cials committing corruption-related crimes and inves-
tigate any crimes detected. Shaping attitudes against 
corruption is one of the goals of our anti-corruption 
strategy. KAPO works to do this among senior offi-
cials through training in anti-corruption measures, 
security activities and criminal proceedings. We are 
glad to note that corruption is decreasing in Estonia 
and that attitudes and mentalities are changing for 
the better. Recognition is due to those in the judicial 
and law-enforcement systems, in government bodies 
and in the private sector who consistently and on a 
daily basis ensure that anti-corruption measures are 
applied. Systemic corruption has indeed reduced in 
Estonia. Corruption is a hidden form of crime, a tu-
mour threatening the democratic order, which cannot 
be treated arbitrarily but has to be addressed systemi
cally in all countries. Every investigation or piece of 
media coverage of a case of corruption is a reminder 

of the need to make consistent efforts. After all, the 
damage caused by corruption affects us all through 
lower living standards and poorer social services.

KAPO’s activities are not limited to addressing 
domestic cases of corruption. We also focus on 
cross-border corruption, where the corrupt behav-
iour of Estonian senior officials involves or extends 
to other countries. It is important to note that the 
Estonian Penal Code also applies to corruption-re-
lated offences committed by Estonian citizens out-
side the country’s territory and involving foreign 
officials. This principle, which arises from inter-
national conventions, is very important in the fight 
against cross-border corruption, as different coun-
tries have different definitions of corruption and 
varying degrees of readiness to investigate cases, 
and are sometimes motivated to protect their own 
officials. In Russia, corruption is unfortunately part 
of the normal operation of the state, and we have to 
take this into account in the prevention and control 
of corruption in our country.

THE FIGHT AGAINST CORRUPTION

The arrest of Sergei Balybin. Photograph: KAPO archives.
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Bribery occurs between two parties, and in order 
to avoid such occurrences in the future criminal 
proceedings must establish the reason for the brib-
ery scheme and the moment from which the illegal 
arrangement began to develop between the parties. 
An official is, of course, the person whose request or 
agreement is a prerequisite for corruption of public 
authority. A crime is often initiated by the offer of a 
bribe from a businessman. The offer is repeated, and 
the scheme is arranged and concealed at the initia-
tive of the businessman. The private sector anti-cor-
ruption capability plays a crucial role here. The latest 
studies and trends show that some attention has been 
paid to this aspect in Estonia, but there is a long way 
to go. Another crucial aspect is the business sector’s 
view of how and to what extent acts of corruption are 
condemned and whether any conclusions are drawn. 
To achieve systemic changes, business owners must 
jointly denounce any corrupt acts by their colleagues. 

The business sector’s attitude towards bribery has so 
far been lukewarm, and this may be a reason why the 
spread of corruption is not decreasing at the desired 
pace. Fedorenko and Balybin both held responsible 
positions at the time of their offences, one in the pub-
lic sector and the other in the private. They deserve 
equal disapproval, as both were actively involved in 
an act of corruption and reached an understanding 
very quickly. Fedorenko was interested in corrupt in-
come and Balybin saw an opportunity in Fedorenko’s 
position and connections to increase transit flows 
by corrupt means. We must stress once again in the 
context of acts of corruption committed by board 
members that if senior officials set a negative exam-
ple by their ethical values and actions, these spread 
throughout the organisation or sector. 

Somewhat unusual in this case is the official’s dual 
role in the corrupt scheme as both recipient and inter-
mediary of the bribe. The main reason for this is that 
rail transit depends on the rigour of railway admin-
istrations’ bureaucracy and the divide between the 
functioning of the market economy in Estonia and 
Russia. Estonia has no artificial barriers to rail trans-
port and Balybin bribed Fedorenko mainly to initiate 
transport from Russia, using his contacts in RZD. To 
get the transit going, it was in turn necessary to reach 
a corrupt agreement with Krasnochek, in which Fe-
dorenko and Balybin both offered bribes. 

In 2018, the Harju County Court heard anoth-
er criminal case concerning corruption in Estonian 
Railways that was investigated by KAPO. On 1 March 
2016, KAPO arrested Indrek Süld, manager of the 
communications and protection unit in the infra-
structure division of Estonian Railways, who was sus-
pected of knowingly violating, on a particularly large 
scale, the procedural restrictions set out in the An-
ti-Corruption Act and requirements for public pro-
curement. Süld also abetted companies competing for 
public contracts in entering into illegal agreements 
between competitors, forging documents and using 
those documents in public procurement conducted 
by him. 

Indrek Süld at the Koidula railway station on the Russian border, at the 
opening of the train monitoring and safety system in 2011. Süld was a 
senior executive who held several top positions, abusing public office for 
personal gain. Photograph: Väinu Rozental, Äripäev. 
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9 May 1945 did not mark the start of peacetime for 
the Soviet Union. In western Ukraine, eastern Bye-
lorussia and the Baltic states, which were annexed 
under the Molotov–Ribbentrop Pact in 1939–40, 
the fight continued in the form of extensive armed 
resistance – the Forest Brothers movement. Along-
side those actively resisting the occupying regime, 
thousands of men and women hid in the forests in 
fear of renewed Soviet repression; their only desire 
was to survive and avoid the Siberian prison camps. 
The Forest Brothers were the biggest domestic and 
foreign-policy problem for the Soviet regime during 
the years that followed, which it repeatedly failed to 
resolve. In the eyes of the world, this continued re-
sistance damaged the image of the Soviet Union as 
a “brotherly family of nations”; domestically, it hin-
dered the Sovietisation of the occupied territories. 
To fulfil Stalin’s orders and break resistance once 
and for all, the Kremlin used the tried-and-tested 
methods of violence and mass repression. 

It was useful for the Soviet regime to present any 
resistance and disobedience towards the occupation 
regime as common crime, or what it called “bandit-
ry”. In secret official business, criminal and political 
banditry were strictly differentiated, with the latter 
regarded as an anti-Soviet activity. From 1944 to 1947, 
the fight against the Forest Brothers in Estonia was 
led by the Anti-Banditry Department of the People’s 
Commissariat for Internal Affairs of the Estonian 
SSR; the department was subordinated to its coun-
terpart in Moscow. The department was renamed the 
Anti-Banditry Chief Directorate in late 1944. 

In early 1947, the chief directorate and “destruc-
tion battalions” were transferred from the Ministry 
of Internal Affairs to the Ministry of State Security 
of the Estonian SSR. Similar reorganisations were 
carried out in Latvia, Lithuania and Ukraine. It was 
a precedent, as the Soviet Ministry of Internal Affairs 
remained in charge of anti-banditry measures until 

THE FIGHT FOR FREEDOM 
DOCUMENTS ON THE ACTIVITIES OF THE SOVIET OCCUPATION REGIME IN 
DESTROYING FOREST BROTHERS PARTISANS IN THE 1950s

A chekist map showing the locations of Forest Brothers groups in 1946. Photograph: National Archive.
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1950, when its Anti-Banditry Chief Directorate was 
transferred to the Ministry of State Security. This put 
an end to the distribution of tasks based on propa-
gandist and ideological considerations, in which the 
main player in suppressing resistance was the Minis-
try of Internal Affairs, whose primary function was to 
fight crime. The decision once again confirmed that 
European territory annexed before the outbreak of 
World War II was seen by the Kremlin as a separate 
zone, in which political banditry, or armed resistance, 
predominated. Of all the criminal groups registered in 
the Soviet Union, only a marginal number were active 
in the Baltic states: 5.6% in 1946.

In 1947–53 the fight against the Forest Brothers was 
led in Estonia by Department 2-N of the ESSR Min-
istry of State Security. According to the terminolo-
gy of Soviet security agencies, the department’s task 
was the “liquidation of banditry”, or the elimination 
of bandits. In reports to Moscow, the most important 
indicator was the number of bandits eliminated; the 
breakdown into killed or imprisoned was only statis-
tically relevant. The people in hiding were thus out-
lawed and deprived of the most elementary human 
rights. Moscow called for increasingly harsh measures 
for the quick and definitive suppression of resistance. 
It was decided to repress whole families in order to cut 
links between those in hiding and their supporters. In 
March 1949, a mass deportation took place in Estonia, 
Latvia and Lithuania of the family members of the 
Forest Brothers not yet caught as well as of those al-
ready murdered; most of the deported were the elderly, 
women and children. Contrary to Moscow’s expecta-
tions, the mass repressions resulted in a new wave of 
hiding in the forests, and resistance continued. 

Below we publish two directives from 1952 and 
1953 issued by Semyon Ignatyev (1904–83), the State 
Security Minister of the Soviet Union, which guided 
the activities of the ESSR Ministry of State Security 
in one of the major attacks in eliminating armed re-
sistance. The relevant minister in Estonia at the time 
was Valentin Moskalenko (1908–84), who repeatedly 
participated in the torture and beating of arrestees. 
The Soviet chekists failed to invent anything entirely 
new: as in previous years, the emphasis was on mil-
itary operations, torture and violence. One result of 
the operations that started in 1953 was the elimination 
of the Forest Brothers units led by Richard and Rafael 
Vähi and the murder of members of the units in Võru-
maa. A detailed account of the discovery of their secret 
mass grave and the identification of the victims was 
published in our annual review for 2012.

For a better understanding of the documents be-
low, an explanation is needed about the Soviet se-
curity agencies’ idea of the nature and structure of 
the resistance movement in Estonia. It is now well 
known that Estonian Forest Brothers usually acted 
in separate small units that had rare or no contact 
with other countries. Their main aim was to hide, 
and they were ready to use armed defence in the 
event that they were found. Isolation from the out-
side world and lack of contacts often led to a feeling 
of despair, but it also helped maintain the conspiracy 
and avoid detection. For the Soviet security agencies 
involved in both intelligence and counterintelli-
gence, groups or gangs of Forest Brothers were on 
the lowest level in the hierarchy of anti-Soviet ele-
ments. In theory, the formation and activity of gangs 
in Estonia was led by the anti-Soviet underground 
(as well as anti-Soviet organisations) that included 
hostile intellectuals, former servicemen and politi-
cians. Tracking them down was mainly the task of 
the 5th Department of the Ministry of State Securi-
ty; operations targeting them were largely the task 
of the ministry’s 1st Department. It was believed 
that members of the leading underground groups re-
ceived orders from their fellow countrymen who had 
f led to the West before and during the war, i.e. Esto-
nian emigrants. Of course, the Kremlin believed the 
expatriate Estonian communities could not be act-
ing independently; the Soviet security agencies saw 
them as extensions and tools of Western intelligence 
services. The lasting resistance to the Soviet occupy-
ing regime was blamed on Western propaganda and 
enemy agents.

This ideologically charged chain is evident from the 
directives of the USSR Ministry of State Security pub-
lished below, and the shortcomings and demands for 
improvement in work highlighted in these documents 
are based on it. Many Forest Brothers were indeed 
caught by agents, but usually the people scared into 
cooperating came from the partisans’ own close cir-
cle of acquaintances or relatives. Even more striking is 
the requirement to launch separate operations against 
each person in hiding and to appoint a supervising op-
erative for each of them. Besides the operative person-
nel from the security agencies, the manhunt involved 
destruction battalions, militsiya, internal forces and 
railway and border guard units. The only motivation 
to catch a person alive was the possibility of using 
them against their fellows. The attack coordinated 
from Moscow in 1953 resulted in a large number of 
victims: in February and March alone, chekists killed 
43 people in Estonia and imprisoned 165.
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Monument commemorating the battle in Puutlipalu. Photograph: Estonian Internal Security Service photoarchive.
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Directive by the Minister of State Security 
of the Soviet Union
Subject: serious mistakes and shortcomings in the work of operatives 
and agents and the investigation work of the Ministry of State Security 
of the Estonian SSR

No 00630 of 19 August 1952, Moscow

Inspection of the work of the ESSR Ministry of State Security and 
discussion of the issue at the session of the board16 of the USSR Mi-
nistry of State Security showed that the State Security Minister of 
the Republic Comrade Moskalenko and his deputies Comrades Chernov17 and 
Svinelupov18 have failed to take measures to reorganise and improve the 
work of operatives and agents and investigation work, and have guided 
this work without due consideration to the operational situation in the 
Republic, while forgetting that:
– bourgeois Estonia19 was a base for foreign intelligence services for 
conducting anti-Soviet activities for a long time;

– upon the establishment of Soviet power and liberation of the Repub-
lic from German fascist invaders, a considerable part of the hostile 
elements, especially bourgeois nationalists, fled abroad and formed 
the Estonian emigrant community with organised nationalist centres, 
which are supported by and serve the American and British intelli-
gence services and lead an active fight against the Soviet Union;

– still active on the territory of the Republic is the at-large part of 
the armed nationalist underground guided by the American and British 
intelligence services and the remains of the terrorist organisations 
supported by them, namely ROVS,20 NTS,21 the bourgeois and fascist or-
ganisations Estonian Socialist Workers’ Party, National Centre Party, 
Vaps Movement, Patriotic League, Defence League, etc.
The incorrect evaluation of these operative particularities in the 

Republic has led to a weakening of chekist work and falling standards 
in the most important lines of this work.
The intelligence work of the ESSR Ministry of State Security is effec-

tively unorganised. To this day, nothing has been done to cut through 
the illegal entry channels of agents of American, British, Swedish, 
Finnish and other capitalist countries’ intelligence services; neces-
sary measures have not been taken to recruit agents from among active 
members of the foreign anti-Soviet nationalist organisations and to 
introduce our controlled agents in these.
The agents on ships travelling abroad are largely idle; they do not 

make any significant foreign contacts or yield any positive results. No 
use has been made of the possibilities to restore connections with the 
agents recruited in 1940–1941 who have emigrated to other countries.
As a result, the ESSR Ministry of State Security works in the dark, ha-

ving no material whatsoever about the hostile intentions of the American 
and British intelligence and the anti-Soviet nationalist centres abroad 
acting against us mainly on the territories of Sweden and West Germany.
The counterintelligence work of the ESSR ministry is also unsatisfactory.
Instead of focusing on the main task, i.e. the exposure of active 

foreign (especially American and British) agents, the management and 
operative personnel mainly target former henchmen, traitors, German 
servicemen and political formations. 

16	 The board of the Ministry of State Security of the Soviet Union was set up on 31 December 1950 by a decision of the Politburo of the Central 
	 Committee of the Communist Party of the Soviet Union (CC CPSU (B)) and the Council of Ministers of the Soviet Union. The board consisted of 
	 19 people, including the Minister of State Security, his deputies and the heads of the core functions of the ministry.
17	 Aleksandr Chernov (1911–78), Deputy Minister of State Security of the Estonian SSR in 1951–3, who led the fight against the Forest Brothers and 
	 coordinated the activities of the ministry’s operative groups in Võrumaa in 1952–3. He participated personally in the beating and torture of those arrested.
18	 Mikhail Svinelupov (1903–79), Deputy Minister of State Security of the Estonian SSR in 1951–3.
19	 “Bourgeois Estonia” was a Sovietism for the interwar Republic of Estonia.
20	 Russian All-Military Union (Русский общевоинский союз, РОВС). A Russian White Army organisation founded in 1924 by the expatriate 
	 general Pyotr Wrangel.
21	 The National Alliance of Russian Solidarists (Народно-трудовой союз российских солидаристов, НТС). A Russian anti-communist 
	 organisation founded in 1930 by the expatriate community.
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No carefully planned and purposeful work is carried out to identify 
the current hostile activities and criminal connections of the most im-
portant identified former agents and official collaborators of British, 
Swedish, Japanese and other intelligence agencies.
Individuals who have formerly lived in America, Britain or France for 

a long time, those who have worked for foreign embassies, active mem-
bers of the White Army emigrant terrorist organisations ROVS and NTS, 
and suspected spies are not targeted.
Chekist measures are used superficially in these matters and, in most 

cases, work is limited to collecting evidence about the previous acti-
vities and anti-Soviet statements of the targeted persons.
The work of operatives and agents to uncover the undermining activities 

carried out by nationalist elements is also managed poorly. Many files 
of considerable interest concerning active nationalists lie untouched.
Signals of hostile acts by nationalists, especially among intellec-

tuals and student youth, have not been verified on time, and no mea-
sures have been taken in most cases to identify their organised anti-
Soviet activities.
The agencies of the Ministry of State Security of the Estonian SSR 

have not complied with the repeated demands of the CC CPSU (B) and Mi-
nistry of State Security of the Soviet Union to liquidate the nationa-
list underground and its armed gangs.
The gangs of Richard Vähi,22 Johannes Heeska23 and Enn Luhtmaa24 are 

acting with impunity in Märjamaa, Vändra and other regions, organising 
acts of terrorism and robbing kolkhoz25 and state property.
Despite this, no well-prepared measures are taken to place our agents 

in the gangs to detect and liquidate the members; the “nationalist” 
groups with legends26 are not made use of and have not yielded the 
necessary operative results.
Comrades Moskalenko, Chernov and Head of Department 2-N Gavrilov are 

incorrectly organising the liquidation of the bandit underground by 
artificially separating this task from the fight against bourgeois na-
tionalist elements that support bandit groups.
Despite the links with the bandit underground, major dealings with 

bourgeois nationalists are transferred from Department 2-N to the 
5th Department, while the role of Department 2-N and the peripheral 
agencies27 is limited to surveillance of gangs and individual bandits 
and their liquidation by military operations.
The existing agency and investigation materials concerning the bour-

geois and fascist political parties formerly present in the Republic 
(Socialist Workers’ Party, National Centre Party, Vaps Movement, Patrio-
tic League, etc.) are not consolidated or used operatively.
Not enough attention is paid to dealing with the former leaders and 

active members of the Trotskyist movement, Socialist Revolutionaries 
[and] bourgeois political parties and organisations, and their hostile 
activities are therefore not exposed.
Surveillance work is managed primitively and mainly in matters of 

little importance. No serious operative agency measures are taken with 
respect to the identified emissaries and agents of foreign intelligence 
services who were placed or left in Estonia at various times to orga-
nise undermining activities. Having information about the presence of 
such people on the territory of the Republic, the ESSR Ministry of State 
Security agencies failed to have agents monitor the relatives and other 
connections of these persons.

22	 Richard Vähi (1918–53) went into hiding in March 1949 to avoid deportation. He was injured in the battle for the Saika bunker in 1951 and was 
	 thereafter the most wanted Forest Brother in southern Estonia. Vähi, his wife Elsa and six other companions fell in the battle for the Puutlipalu 
	 bunker on 29 March 1953.
23	 Johannes Heeska (1910–91) was wanted especially in connection with a train robbery near Sõmerpalu station in Võrumaa on 1 December 1948. 
	 Arrested in 1953 and sentenced to 25 years in a prison camp, he was released in 1971.
24	 Enn Luhtmaa (1905–54) was a Forest Brother in Võrumaa. He was poisoned and murdered by an agent of the Ministry of State Security in 
	 Mõniste on 14 July 1954.
25	 A Soviet collective farm.
26	 Fake nationalist groups were set up by the security agencies. Consisting of agents and chekists, their task was to make contact with the people in 
	 hiding and eliminate them. These tactics were used more actively in the Ukrainian and Lithuanian SSRs. Groups with legends were seldom f
	 ormed in the Estonian SSR. These groups mainly consisted of murder agents whose duty was to physically eliminate the more active Forest 
	 Brothers. The ESSR Ministry of State Security had 23 murder agents on its books in 1952.
27	 Regional departments and, before 1950, county departments in the Ministry of State Security of the Estonian SSR were called peripheral agencies.
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Even after the decision of the CC CPSU (B), some operative workers 
and investigators have continued to violate socialist legislation in 
their investigation work, falsified agency and investigation materials, 
interrogated agents as witnesses and arrested citizens for no reason.
Comrade Nizhnikov,28 head of a unit of the 5th Department, who was sent 

to follow the distributors of anti-Soviet fliers in the Kilingi-Nõmme 
region in 1951, instead of applying the planned measures, unlawfully de-
tained a group of pupils (Västrik, Karu, etc.) and used threats to force 
them to make fabricated statements, on which grounds they were arrested.
Even though the arrestees were obviously innocent and the actual aut-

hors of the fliers were identified, the pupils were unlawfully detained 
for three to five months.
The reduction of the network of agents in the ESSR Ministry of State 

Security is carried out as a mere formality.
At first stalling the process and then rushing it to meet the deadli-

ne set by the government, the ministry’s leadership and heads of local 
agencies indiscriminately removed a number of agents from the list; 
after a time realising that they had gone too far with this, they star-
ted to recover the files of previously burnt agents from the archives.
Many operatives, especially those in the peripheral agencies of the 

ministry, work the remaining agents poorly, failing to prepare for mee-
tings or give well-defined and meaningful tasks to agents, so that many 
of them are producing material of no operational interest.
This extremely unsatisfactory situation in the Ministry of State Secu-

rity of the Estonian SSR is primarily due to the following:
Minister of State Security Comrade Moskalenko has not drawn the neces-

sary conclusions from the CC CPSU (B) Regulation of 11 July 1951 “On the 
unsatisfactory situation in the Ministry of State Security of the USSR”, 
has treated the requirements of the CC CPSU (B) and the Government of 
the USSR calling for the reorganisation of chekist work as a mere forma-
lity, and has failed to mobilise the chekists of the Republic to fulfil 
the tasks given to the agencies of the ministry; he has distanced him-
self from the management of the operations departments, shifting this 
work onto his deputy, Comrade Svinelupov;
Deputy Minister Comrade Chernov [and] the ministry department heads 

Comrades Ruban,29 Ziterov30 and Gavrilov31 have organised work poorly and 
failed to ensure the complete liquidation of gangs of bandits and the 
dismantling of the nationalist underground;
the ministry’s leadership and heads of peripheral agencies do a poor 

job of selecting and training personnel, especially by failing to pro-
mote Estonians to positions of leadership;32 they fail to show decisive 
leadership in fighting the increasing violations of service discipline 
and immoral behaviour, and do not pay enough attention to the political 
education of the chekists.

Judging this situation in the chekist work of the Ministry of State 
Security of the Estonian SSR to be unacceptable, 

I HEREBY ORDER:
1.	Minister of State Security of the Estonian SSR Polkovnik33 

V.  I.  Moskalenko to introduce urgent measures to correct errors, 
failures and deficiencies in the work of agents and operatives and 

28	 Aleksandr Nizhnikov (b. 1906–?), an employee of the 5th Department of the Ministry of State Security of the Estonian SSR. During the 
	 deportation of March 1949, Nizhnikov was the deputy head of the Tartu dispatch point. In March 1952, the Special Inspectorate of the ESSR 
	 Ministry of State Security investigated his activities in Kilingi-Nõmme. The primary party organisation of the ESSR Ministry of State Security 
	 punished him with a recorded reprimand for the unjustified imprisonment of minors. 
29	 Aleksandr Ruban (b. 1913–?), Head of the 5th Department of the Ministry of State Security of the Estonian SSR.
30	 Ilya Ziterov (1908–88), Deputy Head of the 4th Department of the Ministry of State Security of the Estonian SSR in 1947–9 and Head in 1949–53.
31	 Aleksei Gavrilov (b. 1912–?). Deputy Head of Department 2-N of the Ministry of State Security of the Estonian SSR in 1947–51 and Head in 
	 1951–3. Discharged from the Estonian KGB in 1954 for bigamy and theft.
32	 In the early 1950s, the leadership of the Ministry of State Security of the Estonian SSR mainly consisted of non-Estonians. The promotion of 
	 ethnic Estonians and Estonian-speakers was seen as a way of enhancing the effectiveness and flexibility of the security agencies. In the historical 
	 literature, Lavrenti Beria’s policy of promoting ethnic personnel has received the most attention.
33	 Equivalent to colonel (OF-5).
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investigation work, and caution him that he will lose his position 
and be discharged from the ministry agencies if he fails to reorga-
nise the work and establish the required order in them.

	 Deputy Ministers of State Security of the ESSR Major General 
M. G. Svinelupov, Podpolkovnik34 Chernov and Polkovnik Trapeznikov35 
to be made aware that they have failed to demonstrate the necessary 
consistency in reorganising the work of the state security agencies in 
compliance with the orders of the CC CPSU (B) and the government, and 
to call for an immediate improvement of the management of the chekist 
work of the departments and peripheral agencies entrusted to them.

2.	Comrades Moskalenko, Chernov, Svinelupov [and] heads of oblast go-
vernments and operational departments to order their operational 
personnel to focus attention on improving the quality of chekists 
to detect and deter subversive activities by US, British and Swedish 
intelligence agencies and uncover the links of the nationalist un-
derground with these agencies.
The following measures to be prepared and implemented to cut off the 
illegal channels used by foreign intelligence agencies:

	 a)	 Carefully study the available materials on active nationalists 
who have emigrated and take measures to recruit agents from among 
them to work nationalist cells and anti-Soviet organisations in other 
countries.

	 b)	 With the approval of the USSR Ministry of State Security, infilt-
rate these organisations with our vetted agents who have close ties 
with foreign citizens and church authorities.

	 c)	 Take measures to actively pursue and detain identified emissa-
ries and agents of foreign intelligence services, using all the ope-
rational capabilities of the ministry departments, the Road Control 
Administration of the Ministry of State Security, the counter-intel-
ligence agencies and the border guard forces of the ministry.

	 d)	 Review operational reports on individuals with suspicious ties to 
foreign citizens, and subject to active recruitment measures those 
who collaborated with intelligence agencies or worked in the embas-
sies or consulates of the USA, Britain, France, Sweden and other ca-
pitalist countries during the Estonian bourgeois regime.

	 e)	 Find the more important files on suspects in espionage or ter-
rorist activities, Jewish nationalists, Trotskyists, rightists, and 
members of the ROVS, NTS and other anti-Soviet organisations, and 
plan operational measures to uncover their hostile activity and ties 
with anti-Soviet organisations in foreign countries.

	 The implementation of these plans must be subject to strict control, 
ensuring the personal involvement of heads of operational depart-
ments and divisions.

3.	The complete liquidation in the near future of terrorist bandit forma-
tions operating in the Republic must be considered the most important 
task of the chekists of the Estonian Ministry of State Security.

	 Comrade Moskalenko to be personally responsible for organising the 
liquidation of bandits in the second half of 1952, using the ministry’s 
best operatives.

	 All cases of nationalists with links to the bandit underground to be 
handed over to Department 2-N and assigned to experienced operatives.

4.	Existing material on former bourgeois or fascist parties and orga-
nisations in the Republic to be systematised. The leaders and acti-
ve members of such parties and organisations are to be targeted by 
qualified agents, focusing on identifying the hostile activities and 
organisational ties of the individuals.

5.	In August and September of this year, seminars for all operatives 
to be held in Tallinn, Pärnu and Tartu, for the purpose of carefully 
studying the main directives and orders of the USSR Ministry of State 
Security to ensure that all the chekists who work agents know and un-
derstand their tasks relating to the reorganisation and improvement 
of the operative work of the ministry’s agencies.

	 The heads of oblast governments and city and district departments 
are required to assume more responsibility for chekist work in their 
subordinate agencies, to improve the management and control of these 

34	 Equivalent to lieutenant colonel (OF-4).
35	 Aleksandr Trapeznikov (b. 1908–?), Deputy Minister of State Security of the Estonian SSR responsible for personnel in 1951–3.
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agencies, and to implement the practice of sending experienced opera-
tives to local agencies to provide assistance in organising qualified 
chekist work.

6.	Comrade Moskalenko, administration heads of the Ministry of State 
Security and Head of the Investigation Department Comrade Pupyshev36 
to establish personal control over the work of the investigative de-
partments of the ministry and the oblast governments, and to ensure 
the high quality of investigations as well as the complete exposure 
of the hostile activity and criminal ties of arrested individuals. 

	 They are to put a decisive end to ongoing violations of socialist 
legislation, and not to allow unjustified arrests and distorted in-
vestigation methods. Personnel who violate Soviet laws must be rig-
orously prosecuted.

7.	Comrades Moskalenko and Trapeznikov to improve their work in selec-
ting and deploying chekist personnel, paying particular attention to 
educating and preparing Estonian-born leaders; to increase demands 
to subordinates, developing a healthy discipline and sense of res-
ponsibility by mobilising them to perform the tasks assigned to the 
agencies of the Ministry of State Security by the CC CPSU (B) and the 
Soviet Government.
The measures taken to remedy the above deficiencies shall be reported 

to the USSR Ministry of State Security by 1 February 1953.
The Inspectorate of the USSR Ministry of State Security shall verify 

the implementation of this directive by the agencies of the ESSR Mi-
nistry of State Security in January 1953.

Minister of State Security 
of the Union of Soviet Socialist Republics 

S. Ignatyev

Directive by the Minister of State Security 
of the Soviet Union 
Subject: Measures for the liquidation of the nationalist underground 
and its armed bandits in the western oblasts of the Ukrainian and Bye-
lorussian SSRs, and in the Lithuanian, Latvian and Estonian SSRs

No 0062 of 24 January 1953, Moscow

Central Committee of the CPSU Regulation of 30 December 1952 orders 
the agencies of the Ministry of State Security of the USSR to carry out 
the final liquidation of the nationalist underground and armed bandits 
in the western oblasts of the Ukrainian and Byelorussian SSRs, and in 
the Lithuanian, Latvian and Estonian SSRs.

For the implementation of the CC CPSU Regulation, 

I HEREBY ORDER:
1.	Minister of State Security of the Ukrainian SSR Comrade Ivashutin,37 

Minister of State Security of the Lithuanian SSR Comrade Kondakov,38 
Minister of State Security of the Byelorussian SSR Comrade Baskakov,39 
Minister of State Security of the Latvian SSR Comrade Noviks40 and 
Minister of State Security of the Estonian SSR Comrade Moskalenko to 
mobilise the entire chekist apparatus and the internal guard per-
sonnel of the ministry to liquidate armed bandits and nationalist 
organisations in the shortest possible time.

	 A final strike to be carried out against the nationalist underground 
in February, March and April 1953.

36	 Donat Pupyshev (1917–75), Head of the Investigation Department of the Ministry of State Security of the Estonian SSR in 1950–3. Led the 
	 investigations department of the Estonian KGB until 1957. 
37	 Pyotr Ivashutin (1909–2002), Minister of State Security of the Ukrainian SSR in 1952–3 and head of the GRU in 1963–87.
38	 Pyotr Kondakov (1902–70), Minister of State Security of the Lithuanian SSR in 1952–3.
39	 Mikhail Baskakov (1905–68), Minister of State Security of the Byelorussian SSR in 1952–3.
40	 Alfons Noviks (1908–96), Minister of State Security of the Latvian SSR in 1944–53. Convicted of genocide in Latvia in 1995 and died in prison.
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2.	Experienced operatives of the Ministry of State Security at the Re-
public level and oblast government level to be assigned to assist the 
ministry’s local departments in the liquidation of the nationalist 
underground in the raions41 most affected by bandits.

	 The existing operational groups to be strengthened with the aim of 
organising chekist work not only against bandits in general but also 
against each bandit individually.

	 At the same time, operatives to be assigned to each fugitive bandit 
individually.

	 Operatives responsible for the pursuit and liquidation of bandits to 
be aware that this work is their most important obligation as commu-
nists and chekists.

3.	The most experienced operatives to be allocated and the existing 
agents and captured members of the underground actively used for the 
pursuit and liquidation of the nationalist underground commanders in 
the western oblasts of the Ukrainian SSR and in the Lithuanian SSR and 
the bandit leaders in the Byelorussian, Latvian and Estonian SSRs.

	 Nationalist groups and organisations with legends to be used to con-
vene “meetings” of the leaders of the underground and bandits with a 
view to capturing or liquidating them.

4.	Measures to be developed to exploit every agent to liquidate the 
nationalist underground. Sophisticated agent work to be implemented 
boldly, focusing particular attention on infiltrating gangs of ban-
dits with qualified agents.

5.	All available measures to be reviewed for the use of nationalist 
organisations and groups with legends. Prospective measures to be 
brought under control, and their implementation ensured. Legends 
that have been deciphered by the underground members and have failed 
to achieve objectives, as well as those contributing to the activa-
tion of the nationalist element, to be terminated.

6.	Active methods to identify agents of foreign intelligence services to 
be employed in using agents against members of nationalist organisa-
tions and groups living in towns and rural settlements.

	 Recruitment of agents to be stepped up among the clergy of the Uniad42 
and Roman Catholic Church, nationalist intelligentsia and students 
who have links with the nationalist underground.

	 Carefully prepared arrest of active members of nationalist organi-
sations and groups, and collaborators colluding with bandits, to be 
carried out in February and March 1953.

7.	The investigation of arrested members of nationalist organisations 
and groups as well as collaborators colluding with bandits to be con-
ducted with a view to obtaining information about the safe houses of 
other members of the underground or bandits in the fastest way pos-
sible through active interrogation and carefully considered in-cell 
treatment. Any such information is immediately to be operationally 
realised. The ministers of state security of the Republics and heads 
of oblast governments of the Ministry of State Security are to orga-
nise effective control over the conduct of the investigations.

8.	The operations by chekists and the military to capture and liqui-
date nationalist bandits to be carried out on the basis of verified 
information from agents and other sources. The operations are to be 
carefully prepared, ruling out the possibility of failure.

	 Operations involving agents, chekists or the military to be imple-
mented using measures to capture bandits alive, if possible, with a 
view to utilising them to pursue other bandits.

	 The heads of oblast governments of the Ministry of State Security to 
deploy operatives from one raion to the next and redeploy the inter-
nal guard units of the ministry according to operational expediency 
at their own discretion.

9.	The militsiya units, people’s defence groups, destruction battalions 
and community law-enforcement groups to be included in the liquida-
tion of bandits and the pursuit of illegals.

41	 A raion was an administrative entity in the Soviet Union, usually a subdivision two steps below the state level, but used as the primary level of 
	 administrative division in the Estonia SSR and other smaller Soviet republics.
42	 A term for the Greek Catholic Church used in the Russian Empire and later in the Soviet propaganda.
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	 The militsiya units in towns and rural settlements to strengthen the 
measures to enforce the passport regime and identify members of the 
nationalist underground who remain in hiding.

10.	Commander of the District Border Guard Force Administration of Uk-
raine Comrade Gorbatyuk, Commander of the District Border Guard 
Force Administration of Byelorussia Comrade Malyshev, Commander of 
the District Border Guard Force Administration of Lithuania Comrade 
Bytshkovski and Commander of the District Border Guard Force Admi-
nistration of Leningrad Comrade Grebennik43 to prepare and implement 
measures for the liquidation of bandits in border regions.

11.	The commanders of the Railway Guard Administrations of the Ministry 
of State Security in Latvia, Lithuania, Estonia, Lvov, Kovel, Vin-
nytsia, the South-west District and Minsk to take active measures 
to identify and prevent the hostile activities of members of the 
nationalist underground in rail transport.

	 Plans for operational measures and use of agents to fight the natio-
nalist underground to be approved by the Ministries of State Secu-
rity and oblast governments thereof, ensuring the verification of 
implementation on a daily basis.

12.	The Commanders of the Counterintelligence Administrations of the 
Carpathian, Ukrainian, Byelorussian, Baltic and Leningrad Districts 
to step up chekist work to identify the nationalist element that 
has infiltrated the Soviet Armed Forces, and to uncover and prevent 
their hostile activities. Keeping in contact with the relevant ter-
ritorial agencies of the Ministry of State Security, measures to be 
taken for the pursuit and liquidation of the members of the nationa-
list underground in the areas of deployment of Soviet Armed Forces. 

13.	The heads of the agencies of the Ministry of State Security to take 
the necessary measures to prevent attempts by the nationalist under-
ground to interfere with the normal conduct of election campaigns 
for local councillors.

14.	Staff members of the agencies of the Ministry of State Security, 
internal guard servicemen and officers, and agents who have succes-
sfully participated in the liquidation of armed bandits to be rewar-
ded financially and with valuable gifts; operatives, servicemen and 
officers who distinguish themselves exceptionally to be submitted 
to the Ministry of State Security of the USSR to be decorated.

15.	The administration heads of the Ministry of State Security in the 
western oblasts of the Ukrainian and Byelorussian SSRs and the Mi-
nisters of State Security of the Lithuanian, Latvian and Estonian 
SSRs to be made aware that they bear personal responsibility for the 
final liquidation of the nationalist underground and armed bandits, 
must consider this their primary obligation and ensure the uncon-
ditional implementation of the CC CPSU Regulation in the shortest 
possible time.

16.	To monitor the organisation of the liquidation of the nationalist 
underground and its armed bandits by the agencies of the Ministry of 
State Security and to provide on-the-spot assistance, the following 
officials to be dispatched and accompanied by groups of operatives: 
to the Ukrainian SSR – Deputy Minister of State Security of the USSR 
Comrade N. P. Stakhanov; to the Lithuanian SSR – Deputy Minister of 
State Security of the USSR Comrade V. S. Ryasnoi; to the Latvian and 
Estonian SSRs – Deputy Minister of State Security of the USSR Com-
rade B. P. Obruchnikov44.

Minister of State Security of the 
Union of Soviet Socialist Republics 

S. Ignatyev

43	 Kuzma Grebennik (1900–74), Commander of the District Border Guard Force Administration of the Ministry of State Security of the Soviet 
	 Union in Leningrad in 1951–3. Between 1949 and 1953, the border guards of the Estonian SSR were subordinated to the Leningrad district 
	 administration.
44	 Boris Obruchnikov (1905–88), Deputy Minister of State Security of the Soviet Union in 1952–3.



IN MEMORIAM 

JÜRI PIHL
17.03.1954 – 03.02.2019

Jüri Pihl, the first Director General of the newly established Estonian Internal Security Service,  
died on 3 February 2019.

Before it became an independent agency, Pihl led the service as a subunit of the Police Board 
from 1991 to 1993, continuing as Director General from 1993 to 2003.

As its first head after the Soviet occupation, he shaped the organisation and undoubtedly 
made a lasting contribution to its development into a modern security agency.

The President of the Republic of Estonia awarded Pihl the Order of the White Star 4th Class 
in 1998 and the Order of the Cross of the Eagle 3rd Class in 2003.

After the Internal Security Service, Pihl went on to serve as Estonia’s Prosecutor General, 
Secretary General of the Ministry of Justice, Minister of the Interior and Deputy Mayor of Tallinn.

In his final years, Jüri Pihl was dedicated to his family including three grandchildren.
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