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Dear reader,

The Government of the Republic of Estonia’s Directive 
of 12 April 1920 establishing the Security Police¹  
stated: “The straightforward task of the Security Police 
will be to combat those crimes aimed at overthrowing 
the established democratic republic and social order.” 
Our responsibilities today remain the same as those 
entrusted to us at our inception – we defend freedom 
and people’s right to make their own choices and to 
live in peace.

The Estonian Constitution states: “Everyone has 
the right to remain faithful to his or her opinions and 
beliefs. No one shall be compelled to change them. 
[…] No one can be held legally liable because of his 
or her beliefs.” However, the same article also states: 
“Beliefs cannot excuse a violation of the law.” Thus, a 
balance is struck between rights and freedoms on the 
one hand and responsibilities on the other. The free-
doms of thought, opinion and judgment we protect as 
a security agency do not grant anyone the freedom to 
violate what society has agreed upon. For the Internal 
Security Service (KAPO), there is a clear line between 
the freedom of beliefs, thoughts and ideas on the 
one hand and someone’s desire to turn those beliefs, 
thoughts and ideas against the state and its constitu-
tional order, to abuse freedom, on the other hand. 

Since KAPO’s establishment, the primary threat to 
the constitutional order of the Republic of Estonia has 

remained the same – Russia and its imperialist ambi-
tions. Before Russia began its direct military attacks 
against neighbouring countries in the 21st century, 
it sought ways to weaken them: through subversion, 
hostile propaganda, sending hostile agents into the 
country and undermining the nation’s confidence. 
Russia has used this familiar pretext for interfering in 
the affairs of other countries, such as Estonia, citing 
claims of historical privileges and the alleged need to 
protect local Russians from persecution. For years, 
Russia has attempted to exploit ethnic Russians liv-
ing in Estonia to escalate or maintain tensions, but 
time has shown that these efforts are increasingly 
unsuccessful. The latest Estonian integration survey 
indicates overall positive developments. Although 
integration is a slow process, the proportion of those 
integrating is on the rise. Many permanent residents of 
different ethnicities or with different mother tongues 
share the same values as Estonian citizens.

On the other hand, we see that individuals with neg-
ative attitudes towards Estonia can sometimes have 
a disproportionately loud voice in public discussions, 
and a vocal minority can create the impression that 
there are more of them than there actually are. This 
can work against integration.

Similarly, the integration survey highlights economic 
well-being as a strong factor affecting how people 
relate to their country. In this Annual Review, we pay 
attention to Estonia’s peripheral areas where incomes 

¹	 The Security Police served as KAPO’s predecessor in the Republic of Estonia during the interwar period. KAPO’s current official English name – 
the Estonian Internal Security Service – was adopted in 2012 to reflect its transition from a police institution to a security agency in line with 
Estonia’s Security Authorities Act of 2001.
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Identifying individuals opposed to the independence, 
sovereignty or territorial integrity of the Republic of 
Estonia and preventing and obstructing their activities 
is the responsibility of KAPO. We find ourselves in a 
situation where a war has been occurring in Europe 
for several years. Globally, tensions are escalating 
and economic downturns are affecting people’s daily 
lives and requiring populations to reflect on coping 
strategies. Meanwhile, various fanatic interest groups 
polarise societies and work to destabilise them, 
instilling a fear of the erosion of established ways of 
life. Alongside the work of security agencies in safe-
guarding the constitutional order, society requires a 
concerted effort from everyone to ensure that anxi-
ety and the fear of war do not sway our attitudes. In 

such circumstances, failure to support each other and 
succumbing to attempts, both domestic and foreign, 
to sow fear can make individuals and entire popula-
tions susceptible to those who seek to exploit people’s 
everyday concerns and difficulties for their own bene-
fit. This susceptibility can lead people to unwittingly 
become instruments for hostile interest groups. 

DEFENDING THE 
CONSTITUTIONAL ORDER

Last year, when the state requested that the financially 
struggling municipality of Rõuge in south-eastern Estonia 
repay part of an EU subsidy allocated for a sports facility, 
it sparked strong protests among local residents. 
Source: Mana Kaasik, Tartu 2024 Foundation
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With Russia’s full-scale war against Ukraine, it is 
essential to outline some threats and circumstances 
that Russia has sought to exploit and will likely con-
tinue to do so, especially in areas bordering Russia, 
such as Estonia’s southeast and northeast. The liv-
ing conditions in these border areas have provided a 
favourable environment for Russia’s efforts. A 2023 
study² conducted by the University of Tartu on the liv-
ing conditions, internal security, border security and 
the community in southeast Estonia shows that the 
income of border area residents is 27 per cent below 
the Estonian average. Additionally, only a third of 
working-age individuals in these areas are employed. 
A significant number feel that the provision of essen-
tial services – education, healthcare, public transport 
and commerce – is unsatisfactory. This can cause 
frustration and disappointment among residents, 
making them more susceptible to manipulation by 
foreign states or other entities acting in their own 
interests or advocating specific economic, ideolog-
ical, religious or other group interests.

In 2023, certain vocal segments of the population in 
the county of Võrumaa attracted public attention due 
to their sharp opposition to the presence of NATO 
allies and its expansion. Despite not representing the 
views or opinions of the majority of local residents, 
this vocal minority garnered significant attention on 
social media. Among other things, rumors have been 
spread about fear about allied soldiers raping girls in 
Võrumaa and claimed that the police took no action 
to address these cases. However, this was intentional 
disinformation. The disseminators of these false-
hoods were primarily individuals who are sometimes 

described as serial conspiracy theorists. The same 
individuals were also active on social media plat-
forms in the discussion of other topics, such as the 
coronavirus. 

²	 Eiki Berg et al. Kagu-Eesti piiriala sotsiaal-majandusliku olukorra, siseturvalisuse, piirijulgeoleku ja kogukonna uuring. Report, March 2023. 
Centre for Applied Social Sciences, University of Tartu.

Following the opposition of a particular vocal group to the presence 
of NATO allies in Võrumaa, several alarming messages circulated on 
social media, including blatantly false rumours spread by conspiracy 
theorists about alleged rapes. Source: Facebook
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Facing a changed world

The global security situation has changed significantly 
in recent years, and traditional peacetime methods of 
combating various threats are no longer effective. 

The war in Ukraine has forced the Estonian state to 
adopt a more decisive approach in regard to Russia’s 
influence activities. A recent study, “Estonian 
Integration Monitoring 2023”,³ confirms that the pro-
portion of people influenced by the Kremlin’s persis-
tent propaganda efforts and their role in Estonian 
society is small and appears to be decreasing. 
Russia’s war in Ukraine has prompted significant 
internal reflection for many, leading to a notable 
increase in the number of individuals in Estonia 
seeking to renounce their Russian citizenship. 

Russia seeks to exploit the people it controls in 
neighbouring countries for geopolitical purposes 
and as a means of influencing the policies of these 
countries. They are primarily used as tools in for-
eign policy and influence operations aimed at pro-
viding Russia with a pretext to interfere in the 
internal affairs of other countries, much like it did 
in Ukraine. An important priority or method used 
in Russian policy is to distort historical narratives, 
including cementing an image of Russia as the “lib-
erator”. Attempts are made to derive certain special 
rights from the Soviet Army’s role in World War II 
and transfer these to the present context, seeking to 
capitalise on them. 

By exploiting incidents and disagreements largely 
incited by the denial of Soviet occupation, the Kremlin 
is building up information operations in an effort to 
discredit sovereign states. Thus, Russia attempts to 
present examples in the media of systemic discrimina-
tion against Russians and manifestations of Nazism. 
Russia also seeks to play up revanchist sentiments 
that are allegedly spreading in Europe, claiming that 
Europe, with its mentally stunted, perverted, nazified 
and morally bankrupt elites, is intent on destroying 
Russia, which purportedly upholds traditional values 
and maintains a healthy society. The West’s alleged 
motive in all this supposedly revolves around seeking 
revenge for losses suffered in World War II.

Russia has attempted to level the same accusations – 
rehabilitating Nazism and revising the outcomes of 
World War II – against Estonia. In recent years, these 
accusations, which have appeared in official state-
ments and media reports, have centred on the disman-
tling of nearly 20 monuments or memorials dedicated 
to the Red Army in Ida-Virumaa in some cases replac-
ing them with more neutral memorials, including the 
removal of a tank monument outside Narva and trans-
ferring it to the Estonian War Museum. Other instances 
include renaming several streets in Narva, which previ-
ously bore the names of individuals who acted against 
the Republic of Estonia. While these steps had been 
planned for many years, the changes caused some 
protests among local residents initially, but over time, 
the situation has generally been accepted.

Aleksei Mägi, a prominent figure in the Narva City 
Council, posted in August 2022 emotional videos 
about the location of the tank monument and called 
the government’s decision to relocate the tank to the 
Estonian War Museum shameful. Mägi also expressed 
hope that the tank would return to Narva, where it would 
be welcomed with flowers. 
Source: Aleksei Mägi, Youtube
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Since the onset of the COVID-19 pandemic and later 
with the start of the full-scale war in Ukraine, Estonian 
authorities have restricted public and mass celebra-
tions of several symbolic dates for Russia that mark 
the beginning of Soviet occupation in Estonia. As a 
result, Russian authorities have sought new strat-
egies for influence operations. One highly visible 
public action was a propaganda concert steeped in 
military history held in May 2023 on the Ivangorod 
side of the Narva River, opposite Narva. The event 
was aimed at residents of the city of Narva, with an 
estimated two thousand people on the Estonian side 
watching the concert. This does not imply that the 
entire audience shared Russia’s current views and 
values. Some were there out of curiosity, while other 
Narva residents used the occasion to commemo-
rate their relatives who perished in events of World 
War II – an annual tradition on 9 May. However, the 
concert-cum-political-rally organised on the Russian 
side attempted to add an inappropriate and cynical, 
aggressively political layer of meaning to the com-
memoration of war victims, exploiting the emotions 
of Narva residents. Against the backdrop of com-
memorating victims, attempts were once again made 
to incite opposition-based historical narratives and 
revive old enmity arising from historical controversy.

Recent experiences show that although there may 
be a small number of people in Narva who still strug-
gle to understand that the city marks the beginning 
of the European Union, the real concerns of Narva 
residents do not revolve around tank monuments or 
street names. Their primary concerns relate to fac-
tors affecting their daily lives, such as the price of 
heating, the state of the job market and the overall 
economic situation. 

Pressures and incidents along the 

Estonian-Russian border

Visitors entering Russia from Estonia are received by 
the Federal Security Service of the Russian Federation 
(FSB) at the border. Since February 2022, the FSB has 
regarded any Ukrainian citizens attempting to travel 
to Russia or Russian-occupied Ukrainian territories, 
or back to the European Union or Ukraine, as potential 
enemies. In addition to the harassment of Ukrainians 
within Russia, the persecution of Ukrainian citizens 
intensified at the Kunichina Gora and Shumilkino 
checkpoints along the Estonian border. 

Ukrainian border crossers were subjected to profiling 
interviews to scrutinise their personal backgrounds 
and connections, the forced completion of ques-
tionnaires, examination of communication devices 
and data seizure. Incidents of physical violence also 
occurred to extract specific and desired responses. 
In some cases, the inspection of individuals, their 
belongings and vehicles could drag out the border 
crossing process for hours or even days. 

People were forced to undress for inspection and were 
then photographed. According to border crossers, the 
FSB also made video recordings and captured state-
ments that could later be used to compromise the 
border crossers. Ukrainians crossing the border were 
briefly placed in detention on fabricated charges, con-
sent was sought for polygraph tests, and sometimes 
these tests were conducted. This, in turn, prolonged 
the crossing process for other individuals.

In the final months of 2023, the FSB began increas-
ingly harassing individuals from Estonia and other 
European Union countries at border points adjacent to 
southeast Estonia, with reports of the use of violence. 
While there is no information regarding physical vio-
lence against individuals from Estonia, visitors from 
Estonia have reported experiencing other tactics simi-
lar to those described by Ukrainians when crossing the 
Russian border.

DEFENDING THE CONSTITUTIONAL ORDER

³	   Eesti ühiskonna lõimumismonitooring, 2023



Blatant involvement of 

intelligence services

In 2023, Poland suspected that Russia was orches-
trating a new hybrid migration pressure operation 
through Belarus. Migration pressure is a famil-
iar concern for Poland, as just three years ago, 
Belarus amassed thousands of illegal migrants on 
the Polish border. Closer to Estonia, Russia cre-
ated migration pressure on the Finnish border last 
year. Without concealing its involvement or fearing 
reputational damage, Russia openly sent migrants 
to the Estonian and Finnish borders. Russian bor-
der guards often instructed, directed and escorted 
groups of migrants. 

These migration attacks are designed to strain the 
receiving country’s border guard service and other 
state institutions, as well as to stir anxiety in society, 

incite extreme movements to react to news reports, 
and ultimately divide society. A significant part of a 
migration attack is carried out through the media 
as part of an information operation. For this pur-
pose, both bloggers and Russian border guards are 
directed to produce material.

In December 2023, dozens of migrants arrived at the 
Narva border crossing without the necessary doc-
uments to enter the Schengen Area. The Estonian 
Police and Border Guard Board’s surveillance cam-
eras on one side distinctly captured a group of 
migrants being directed to cross the Narva River 
bridge in single file, while on the other side, Russian 
border guards set up cameras and tripods to record 
the scene. A few weeks later, the footage captured by 
the Russian border guards was broadcast on Russian 
media channels. Unlike in the past, Russian border 
guards no longer hide their activities; they appear in 
uniform while producing propaganda materials. 

10

Estonian Border Guard camera footage shows uniformed Russian border guards preparing to film a group of migrants 
being sent from the Russian side across the Narva River bridge towards Estonia, consisting of about a dozen individuals. 
The footage was later shown on Russian media channels. Source: Police and Border Guard Board
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Although banned Russian television channels are no 
longer available in the selection of Estonian telecom 
providers, KAPO is aware of several individuals who 
knowingly continue to provide access to these chan-
nels through various technical solutions. We advise 
against such activity, as it could be considered a vio-
lation of sanctions, and providing unauthorised televi-
sion broadcasting may result in criminal proceedings. 

Limiting access to media that spreads 
Moscow’s message

Helen Rohtla, Head of the Information Society Division 
at the Estonian Consumer Protection and Technical 
Regulatory Authority

	 The media regulator in Estonia is the Consumer 
Protection and Technical Regulatory Authority 
(CPTA). 

	 The CPTA’s task is to prevent incitement to hatred, 
violence and discrimination in the media and digi-
tal services, and the promotion of war or justifica-
tion of war crimes, which may endanger Estonia’s 
security. 

	 The CPTA has banned channels that incite the con-
tinuation of war and justify war crimes. 

	 In total, due to international sanctions, telecom 
operators in Estonia had restricted access to 53 
television channels and 307 websites by the end 
of 2023. Additionally, social media platforms have 
also restricted users’ access to sanctioned media 
services. 

	 In February 2023, the European Union’s Digital 
Services Act regulation came into effect, requir-
ing major digital platforms such as Facebook, 
TikTok and X to cooperate with member state 
authorities, comply with removal orders, pri-
oritise reports from trusted flaggers (such as 
fact-checkers) and take measures to prevent the 
spread of illegal content.

A screenshot from a website offering access to Russian 
media channels banned in Estonia.
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DEFENDING THE CONSTITUTIONAL ORDER

The prank calls sought to trap politicians into reveal-
ing something they would not publicly disclose. In 
Estonia’s case, they could not get the material they 
hoped for, as the Estonian prime minister reiterated 
her usual positions. The focus of the broadcast then 
shifted to the claim that the prime minister’s body 
language suggested she was being untruthful. Vovan 
(Vladimir Kuznetsov) and Lexus (Aleksei Stolyarov) 
also released a recording of a conversation with 
Finnish Foreign Minister Elina Valtonen. They once 
again pretended to be calling on behalf of an African 
politician. Vovan and Lexus also announced they had 
spoken with Swedish Defence Minister Pål Jonson 
and Foreign Minister Tobias Billström, purportedly 
on behalf of a representative from the African con-
tinent. The Estonian Government Office responded 
quickly to the prank call, alerting other European pol-
iticians and thereby helping to prevent at least one 
similar incident. Well-known Russian trolls Vladimir Kuznetsov and Aleksei Stolyarov, better 

known as Vovan and Lexus, who made hoax calls pretending to be an African 
official. Source: Shutterstock

Recommendations for officials and politicians: 

Use various channels to verify the identity of individuals who are 
contacting you.

If there is any doubt about the authenticity of an email, consult an 
IT specialist to confirm that the email genuinely originated from the 
sender indicated in the address line. It can also be helpful to check 
the hash value of the email header.

Avoid clicking on direct links provided in emails. Instead, use an 
internet search to find the corresponding webpage. Email links 
may redirect to spoofed pages that appear genuine but are actually 
fraudulent. Pay attention to subtle changes in the address bar or 
incorrect word order.









thwarted the propaganda and influence activities 
emanating from the embassy. The Russian Embassy 
continues its efforts to fill embassy staff vacancies 
with intelligence officers. 

As intelligence activities emanating from the Russian 
Embassy have been significantly curtailed over the 
past year and Estonia has almost entirely ceased 
issuing visas to citizens of the Russian Federation, 
Russian intelligence and security services have 
actively resorted to other methods more readily avail-
able to them – intelligence and recruitment activities 
within Russian territory and through social media. 

Typical examples include criminal proceedings 
in Poland and Latvia in 2023, where individuals 

involved in intelligence activities targeting these 
countries had been recruited through social media, 
using the Telegram app, which is popular among 
Russians. Often, recruitment efforts target young 
and impressionable individuals who are driven by 
the minimal economic incentives offered rather 
than ideology. Various cryptocurrency platforms are 
used for compensation. These activities are known 
to extend far beyond the cases mentioned here and 
also encompass other countries. Agents recruited 
through social media serve as cheap labour for 
Russian intelligence services, and online activ-
ity allows intelligence to conceal its involvement. 
Russian intelligence services have also continued 
their typically intensive activities in the field of cyber 
intelligence. 
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5 May 2023 – a scene from the reception held at the Russian Embassy in Tallinn. According to the website, the reception was 
organised to celebrate the “victory of the Soviet people in the Great Patriotic War” and “preserve the truth of the heroic Soviet 
soldiers who embarked on a noble liberation mission to deliver Europe from Nazism”. 
Source: Embassy of the Russian Federation in Estonia, Facebook
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COUNTERINTELLIGENCE

Chinese interests

Alongside Russian intelligence, the activities of 
Chinese intelligence services, including those 
directed towards Estonia, once again deserve atten-
tion. Compared with Russia, Chinese intelligence 
efforts are both more broad-based and more inten-
sive. Chinese businesses and communities in coun-
tries across the world are used to advance China’s 
intelligence objectives. Both government-forced 
technology transfer and civil-military cooperation 
programmes involve communities, researchers, tech-
nology firms or Chinese trade chambers established 
abroad. Chinese intelligence objectives are sup-
ported by various laws that compel both Chinese cit-
izens and businesses to cooperate extensively with 
state structures.

In 2023, China amended its counterintelligence law, 
expanding the definition of espionage, increasing the 
powers of security agencies and strengthening state 
control over domestic businesses. The law now allows 
for collecting information from both local and foreign 
companies in China, as well as implementing various 
pressure measures and, if necessary, obstructing 
business activities.

From the perspective of NATO and the European Union, 
China’s increasing economic and military support for 

Russia in its war with Ukraine is a concern. Although 
the Chinese Embassy in Tallinn has not publicly com-
mented on the war in Ukraine, it maintains relations 
with the Russian Embassy and has maintained active 
communication during the war. 

The Chinese Embassy in Tallinn serves as one of 
China’s primary instruments for exerting soft power, 
disseminating official narratives across various pol-
icy domains and enhancing China’s image. Following 
the COVID-19 pandemic, 2023 marked the first year 
in which the embassy operated without restrictions. 
It has restored previous contacts and actively forged 
new ones. 

The embassy strongly opposes dissenting views, such 
as the proposal to establish a Taiwanese representa-
tion in Estonia, and actively works to counteract such 
suggestions. We have previously reported on an initia-
tive orchestrated from the Chinese Embassy in Tallinn, 
known as China Watch, which targeted Estonia’s pub-
lic sector, academic circles and local governments. 
Although this initiative was not particularly successful 
and has since been discontinued, it inevitably influ-
enced some individuals in Estonia.

China is highly sensitive to any official contacts 
other countries may have with Taiwan. In response, 
it employs intelligence and influence tactics at both 
political and community levels worldwide. 

The Chinese Embassy in Tallinn serves as one of China’s primary instruments for exerting soft power in Estonia, 
disseminating official narratives across various policy domains and enhancing China’s image.
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Chinese agent sentenced to prison

A case involving the recruitment of an Estonian citizen, 
Gerli Mutso, by Chinese military intelligence concluded 
in 2023 with a verdict from the Estonian Supreme Court. 
Gerli Mutso and marine scientist Tarmo Kõuts were 
arrested in September 2020 on suspicion of establish-
ing relations against the Republic of Estonia, engaging 
in intelligence activities against the Republic of Estonia 
and supporting such activities. In a plea bargain, Tarmo 
Kõuts was found guilty of establishing relations against 
the Republic of Estonia and engaging in intelligence 
activities and received a combined sentence of three 
years of imprisonment. Tarmo Kõuts was released 
from prison in March 2022. After going through all three 
levels of the judiciary, Gerli Mutso was found guilty of 
engaging in intelligence activities against the Republic 
of Estonia and supporting such activities. She was sen-
tenced to eight years and six months in prison. 

The court case vividly demonstrates that even small 
countries are of interest to Chinese intelligence, as 
they have the same access to international organi-
sations as larger countries. In this particular case, 
Chinese intelligence services sought access to NATO 
secrets and research data and used an Estonian 
citizen as an agent. They also showed interest in 
NATO cyber defence, the Arctic, maritime affairs and 
Russia. No secret documents were leaked. In conclu-
sion, Chinese intelligence targets may include indi-
viduals with no prior ties to China but possess expert 
knowledge. It is important to note that personal 
and private offers originating from China that seem 
“too good to be true” may not be genuine, and such 
instances should be reported to KAPO. This does not 
imply rejecting sensible proposals for cooperation, 
such as in the field of research, but rather maintain-
ing a realistic awareness of the risks involved.

All three levels of the judiciary found Gerli Mutso guilty of engaging in intelligence activities against the Republic of Estonia 
and supporting such activities. She received a sentence of eight years and six months in prison. This image, captured on 
3 June 2022, depicts Mutso’s conviction during the first-instance trial at the Harju County Court. 
Source: Vallo Kruuser, Eesti Ekspress
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COUNTERINTELLIGENCE

Countries with a notification requirement  

In 2023, Estonia expanded its list of countries that require individuals with access to state secrets to notify their 
employer when travelling to these destinations. This is also sound advice for all travellers.

The notification requirement was extended from three countries to 12. In addition to the Russian Federa-
tion, Belarus and North Korea, individuals with access to state secrets must now also notify their employer 
when travelling to the Republic of Armenia, the Republic of Azerbaijan, the People’s Republic of China 
(including the special administrative regions of Hong Kong and Macau), the Islamic Republic of Iran, the 
Republic of Kazakhstan, the Kyrgyz Republic, the Republic of Tajikistan, Turkmenistan and the Republic of 
Uzbekistan.

When travelling to these countries, it should be noted that citizens of European Union and NATO member 
states may be subject to increased scrutiny by local intelligence services. This may include the purpose of 
their travel, their activities in the country and their contacts with local officials. It should also be assumed 
that any technical devices they bring with them may be compromised (suspected unauthorised access or 
electronic or physical intrusion), the individuals may be subjected to electronic or physical surveillance, 
and their communications may be intercepted. 

Also significant are any risks associated with the individual’s own behaviour. Individuals engaging in risky 
behaviour may be manipulated and exploited to act in the interests of the target country; they may also 
face threats. Guidelines for travelling to countries with a notification requirement can be found on the 
Ministry of Foreign Affairs and KAPO websites. Security clearance holders receive feedback and recom-
mendations from an official responsible for organising the protection of state secrets or security within 
their institution. Any unpleasant or suspicious incidents in a foreign country should be reported to KAPO 
for advice and assistance.
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Problems with high-risk behaviour

In 2023, all instances where security clearances were 
granted for a shorter period than requested were 
associated with situations where individuals were 
financially dependent on particular habits. Mostly, 
this involved individuals struggling to repay loans. 
In some cases, an additional factor was the accu-
mulation of debts from gambling, which individuals 
sought to alleviate by taking out payday loans. 

KAPO continues to advise against taking out high-in-
terest payday and consumer loans, as they generally 
exacerbate rather than alleviate an individual’s finan-
cial situation. It is always essential to thoroughly con-
sider whether taking such a loan is absolutely neces-
sary and whether repaying the loan is feasible when 
considering your income and lifestyle. Given the 
economic downturn in recent years, careful consid-
eration of personal obligations is even more relevant 
when looking to the future. 

It is crucial to understand that the use of narcotic 
or psychotropic substances and access to state 
secrets and the processing of classified information 

are mutually exclusive. In 2023, an analysis revealed 
that five out of 15 applicants for a state secret clear-
ance who were referred from KAPO to the Estonian 
Forensic Science Institute for examination following 
a security vetting interview had used various narcotic 
substances. 

Applicants for security clearance must demonstrate 
due diligence in complying with laws and be aware 
that suspicions of narcotic substance use are also 
scrutinised during security vetting. If the applicant 
shows signs of narcotic use or the use of other pro-
hibited substances during their interview, such suspi-
cions will be thoroughly investigated. If the suspicion 
proves to be accurate, their application will be denied. 

When applying for security clearance, applicants 
must also demonstrate diligence in paying both 
national and local taxes. If profitable transactions 
(such as cryptocurrency) or other sources of income 
without paid taxes are evident from the applicant’s 
bank account statement or other records, the appli-
cant is first directed to submit an additional tax dec-
laration or seek guidance from the Tax and Customs 
Board.
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Russia’s war against Ukraine continues to produce a 
high level of threat from hostile cyber operations, inclu-
ding those conducted against Estonia. In collaboration 
with KAPO, the Estonian Information System Authority 
constantly monitors hostile cyber intelligence activi-
ties. State institutions and the military sector remain 
the primary targets of these cyber operations, but 
private companies, particularly those providing cri-
tical services such as transportation and energy, also 
come under attack. The attacks are usually carried out 
by hostile nations’ military and special services’ cyber 
intelligence units that persistently work to advance 
their country’s interests.¹²

Alongside cyber intelligence threats, the likelihood of 
cyber sabotage, or cyber-attacks with a destructive 
impact against critical infrastructure, has also increa-
sed. Both state institutions and companies providing 
critical services must recognise that their status as 
such renders them potential targets for such attacks. 
While phishing attacks remain the primary method 
used against individuals, there is also a growing trend 
of exploiting unpatched systems and their associated 
security vulnerabilities in government and private-
sector systems. Most state-sponsored attackers and 
cybercriminals use daily automated network scanning 
to look for and exploit vulnerabilities immediately. 
Thus, delaying the rapid implementation of updates 
and security patches is a critical security risk that could 
lead to system breaches and exploitation. In the worst 
case, a ransomware attack may result in the complete 
destruction of a system, data leakage or both. 

In 2023, the main threat to Estonian cybersecurity 
was the failure to perform necessary updates or 
delaying them. There was a considerable lack of 
awareness and diligence in implementing cyber-
security measures. For example, Iranian hackers 
gained access to the heating and water supply 
control systems of some Estonian utility operators 
at the end of the year.  The attack hit the industrial 
automation and control systems of at least three 
Estonian operators. In one case, the remote control 
systems for eight boiler stations stopped working, 
but the affected facilities were promptly switched 
to manual control to ensure continued heat gene-
ration. Another attack targeted a municipal water 
company, causing the shutdown of remote control 
systems for nine wastewater pumping stations and 
one drinking water pumping station, all of which 
continued to operate efficiently despite this disrup-
tion. A third similar attack targeted a building mate-
rials manufacturer. 

These attacks in 2023 were not restricted to Estonia 
but were felt globally, with successful attacks repor-
ted in several countries. For example, during the first 
week of December 2023, 180 households in Ireland 
experienced water shortages for one or two days due 
to a cyber-attack on the local pumping station.

Russian special services also use hackers who 
are indirectly related to them and appear to ope-
rate independently. For example, they may exploit 
access points found by cybercriminals, data obtained 

CYBERSECURITY

¹²	 These are commonly referred to as advanced persistent threats (APTs) – threat actors that pose a persistent threat of high-intensity cyber-attacks.
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Recommendations for heads of organisations:

•	 Invest in cybersecurity measures.

•	 Employ a skilled IT team and appoint an information security manager.

•	 Ensure good working conditions and opportunities for professional growth 
for your IT staff.

•	 Monitor the implementation of necessary cybersecurity measures.

•	 Conduct regular cybersecurity tests within your organisation.

•	 Acknowledge and rely on the expertise of cybersecurity professionals.

through ransomware attacks or hacktivists’ service 
denial attacks intended to disrupt daily life. The pur-
pose of using such covert human tools is to quickly 
achieve wide media resonance, enabling Russia to 
create the illusion of a substantial support base and 
extensive cyber capabilities. To date, most attacks 
of this type have had a marginal impact. The key to 
successful attacks often lies in the target’s lack of 
cybersecurity awareness. 

Russia’s cyber activities against Ukraine provide 
Estonia with valuable lessons to better prevent and 
block attacks against Estonia. We can observe how 
Russian special services in particular use their cyber-
attack capabilities and carry out influence operations 
with cyber elements. The war has also led to cyber-
attacks against a new set of targets – attacks aimed 
at disrupting aid to Ukraine. This includes influencing 
decision-making at the political level as well as dis-

rupting and destroying the logistical supply chains of 
specific aid shipments. Supply chains are made more 
vulnerable due to the involvement of private-sector 
companies with varying levels of cybersecurity, which 
presents opportunities for malicious cyber-attac-
kers to exploit security gaps and gain unauthorised 
access. Despite the adversary’s attempts to intimi-
date us, these cyber-attacks have not had the signi-
ficant impact and scope that KAPO had anticipated. 

The past few years of intense cyber activities against 
Estonia have underscored that well-organised cyber-
security measures can prevent most hostile attacks. 
This requires every potential target institution to 
invest in the necessary resources, including skilled 
personnel. The first line of defence in cybersecu-
rity is system and security administrators, whose 
success depends on the support of the institution’s 
leadership.
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Supply chain attacks  

In 2020, a cyber intelligence unit associated with the 
Russian foreign intelligence service (SVR) conducted 
an attack against the US software company SolarWinds 
and gained access to thousands of targets, including 
US government agencies, through the service provid-
er’s software solution. Since then, supply chain attacks 
have been under serious scrutiny as a growing threat. 
State-sponsored attackers are seeking new and inven-
tive methods to steal information via their targets’ 
contractual partners, third-party software and remote 
access points.¹³ To mitigate risks from supply chain 
attacks, it is vital to maintain the highest level of cyber-
security possible – both internally and with contractual 
service providers. Yet, we repeatedly see security being 
sacrificed for convenience or cost-effectiveness.

To prevent and mitigate the risks associated with sup-
ply chain attacks, it is essential to assess the cyber 
hygiene and security measures within one’s organisa-
tion, and to be aware of the cybersecurity protection 
that contractual service providers and customers have 
in place. A valuable opportunity for this is to specify 
cybersecurity-related requirements and responsibili-
ties in the service provider contract. 

Similar caution should be exercised with any sub-
contractors from third countries that are used by the 
organisation’s contractual service provider. The client 
may not always be aware of the outsourcing used by 
the service provider and their methods of service deliv-
ery. The risks are particularly significant when hiring 
remote workers from high-risk countries, as there are 
limited opportunities to conduct thorough background 

checks on such employees. Consequently, the access 
granted to such parties is more likely to be exploited 
for the benefit of a hostile state against Estonia. 

As KAPO and other Estonian authorities responsible for 
cybersecurity have continuously emphasised the impor-
tance of promptly addressing security vulnerabilities, 
it was particularly regrettable to see providers of vital 
services delaying critical updates, and jeopardising not 
only themselves but also their clients, as recently as last 
year. Hence, it is crucial to reiterate a number of essen-
tial cybersecurity measures (see text box on page 27).

Human factor

Even the most sophisticated cyber-attacks involve 
a human factor as the most crucial component. The 
Estonian information and communication technology 
(ICT) sector is extensive and directly linked to essen-
tial and critical services. ICT companies based in 
Estonia operate as part of an international cooperation 
network, developing products and services for private 
consumers and the government agencies responsible 
for defence. As a security agency, KAPO is responsible 
for preventing and mitigating potential cyber threats 
stemming from human error. 

The shortage of specialists in Estonia’s ICT sector has 
been a long-standing concern that has been publicly 
acknowledged for years. Consequently, state-affiliated 
companies widely recruited individuals from third coun-
tries to fill the talent gap. Leveraging the opportunities 
presented by Estonia’s e-residency programme, foreign 
nationals established businesses in the country and 
proceeded to hire their fellow citizens and relocate them 

¹³	 In addition to mandatory requirements, the State Information System Agency has issued several useful cybersecurity recommendations.  
See, for example, blog.ria.ee/tag/kaugjuurdepaas/ and blog.ria.ee/tarneahelarunded-voimalik-moju-ja-kuidas-end-kaitsta/.
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to Estonia. This opportunity was particularly pop-
ular among Russian citizens, who found Estonia 
appealing due to its geographical proximity and 
the widespread use of the Russian language. At the 
same time, cybersecurity programmes at Estonian 
universities gained traction, with many graduates 
opting to remain in Estonia for research or employ-

ment opportunities. This often involved engaging 
in development projects and providing services to 
Estonian government agencies. Similar risks may 
arise from the citizens of other countries, particu-
larly those that may use their cyber intelligence 
capabilities against Estonia, such as the People’s 
Republic of China, Iran and North Korea.

Important!

•	 Know your customers and service providers.

•	 Be aware of who has access to your organisation’s network and who is actively using it. 

•	 Keep your software and firmware up to date. 

•	 Keep information about security vulnerabilities and other cybersecurity threats up to date. 
Up-to-date news and advice are available on the Estonian Information System Authority’s 
website.  

•	 Maintain a log of your information systems and network traffic for a sufficient period (at least 
one year) for incident investigation. Logs are crucial as incidents are often discovered after the 
event, possibly months or years after the attacker first gained access to the system. Without 
logs, it is impossible to determine the extent of the incident, identify the attacker, or know the 
damage caused and potential data leaks. 

•	 Report incidents immediately. This allows for prompt action to minimise damage and identify 
the perpetrators. 

•	 Remember that negligence and cost-cutting measures can lead to significantly higher costs 
later on, both financially and from a security perspective. 
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Growing threat trends

Cyberspace, its threats and the actors involved are 
constantly changing. When considering future cyber 
threats, two distinct directions emerge. Neither of 
these directions is particularly new or innovative, but 
they clarify where our defences must be focused. 

Though not a new type of attack, the speed and scale 
at which internet-connected devices can be hijacked 
and used in attacks could reach unprecedented levels. 
Threat actors are quick to exploit inadequate cyber-
security measures for remotely controlled devices. 
They are increasingly focusing on taking over and 
exploiting network devices, including the domestic 
appliances commonly used in our daily lives. 

Many state-sponsored cyber threat actors have cre-
ated botnets from vulnerable and compromised 
devices to conduct attacks, using them as part of their 
attack infrastructure. These are not isolated instances 
involving one or two devices but rather complex col-
lections of compromised devices. To prevent and 
counteract such activities, it is critically important to 
regularly update both the software and the devices 
themselves. Devices that are past their prime will inev-
itably be exploited. 
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Loyalty dilemma

Russia’s war against Ukraine has raised the dilemma 
of loyalty among Russian citizens working abroad in 
the ICT sector. Citizenship extends beyond a mere 
travel document and carries responsibilities towards 
one’s nation, including adherence to certain attitudes, 
readiness for mobilisation and other aspects. Most 
notably, citizenship to any country comes with the 
requirement of loyalty. These obligations stem from 
citizenship regardless of whether individuals share the 
views of their home country’s incumbent government. 
According to the Russian Constitution, Russian citizens 
living in Estonia are obliged to support their country and 
be prepared for potential mobilisation by Russia. 

Dual citizens who hold citizenship of another state but 
have not officially renounced their Russian citizenship 
also have obligations towards the Russian Federation. 
However, the renunciation process is difficult and 
complex; Russia sometimes appears to deliberately 
hinder individuals wishing to renounce their Russian 
citizenship. The Russian Embassy in Tallinn has stated 
that their priority is issuing new passports and regis-
tering new citizens, prioritising children and youth to 
increase the number of Russian citizens rather than 
decrease it. Consequently, Russian citizens seeking to 
renounce their citizenship may encounter obstacles, 
including being directed to Russia for bureaucratic 
procedures. 

Thus, it is important to recall that Russia has been 
Estonia’s primary national threat in cyberspace for 
many years. Russia has carefully developed cyber-
attack capabilities and is willing to use them against 
other nations, including Estonia. The war in Ukraine 
has shown that hostile cyber activities are part of war-
fare and exploit all knowledge about the networks and 
access to government, military and critical service 
provider networks. In many cases, this knowledge and 
access have been obtained years before the conflict. 

Similarly, Russian intelligence services are interested 
in acquiring knowledge and access to Estonia’s critical 
institutions and networks. Russian (and Belarusian) 
citizens studying and working in the Estonian ICT sec-
tor are under heightened scrutiny by Russian intelli-

gence services, as discussed in our previous annual 
reviews. Individuals with specialist skills are exploited 
when deemed necessary, and they are expected to 
fulfil loyalty obligations to advance Russian national 
interests when required. 

Hundreds of Russian citizens seek employment in the 
Estonian ICT sector every year. Many of them have 
more exposure to the military sector than the average 
Estonian citizen. This is because most graduates from 
Russian universities have received training at the insti-
tutions’ military departments, which grants them the 
rank of reserve officer. Others have completed military 
service in the Russian armed forces, receiving special-
ist training for military conflict operations. 

Adult male Russian citizens may be issued military ser-
vice certificates, which establish their wartime duties 
and mobilisation obligations. Many women also hold 
military service certificates. This implies that even 
workers with only a civilian focus, including those in 
ICT, may have been designated with military roles and 
responsibilities, which can be required of them within 
a matter of hours. 

Individuals with expert knowledge in ICT and cyber
security, coupled with loyalty obligations to a hos-
tile foreign power, pose a significant security risk if 
granted access to Estonia’s critical networks. Such 
scenarios must be prevented at all costs. 

The current threat environment requires adaption 
and increased security awareness to prevent cyber 
threats stemming from human factors. This also 
highlights the importance for Estonian government 
and military institutions, as well as providers of criti-
cal services, to know their service providers, partners 
and subcontractors in order to eliminate the risk of 
granting access to vital networks and systems to citi-
zens of third countries that could pose a threat to our 
security. This primarily involves a clear understand-
ing of the individuals providing services to the institu-
tion and their levels of access to the organisation and 
its networks. For contractual partners, this entails 
seeking approval for any potential subcontractors 
and other third parties involved in the contractual 
cooperation. Assistance from KAPO is always avail-
able if needed.
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The terrorism threat level in Europe has risen, sig-
nalling a potential shift towards heightened threats 
related to terrorism and Islamist extremism in 
Estonia as well. While major terrorist organisations 
like al-Qaeda and Daesh (the Islamic State), along 
with their affiliated groups, have not become signif-
icantly stronger, they are expanding their influence in 
Africa and Central Asia. They also maintain strong-
holds in the Middle East. 

Revenue from controlled territories and external 
support provide these organisations with sufficient 
resources for sustained development. Political insta-
bility in African countries, along with their limited abil-
ity to combat terrorist organisations, will likely allow 
these groups to maintain control over previously held 
territories or even seize new ones in the current year. 

Afghanistan currently serves as a haven for terror-
ist organisations, apart from the ongoing conflict 
between Daesh and the Taliban regime. Daesh’s 
Khorasan Province branch (Islamic State Khorasan 
Province or ISKP) has regained its capacity to support 
operations abroad, making the identification and dis-
mantling of this network in Europe a priority for secu-
rity agencies. Citizens from Central Asian nations are 
increasingly linked to planned attacks associated with 
ISKP in Europe.

The elevated threat level in 2023 can be primarily 
attributed to terrorist organisations identifying spe-
cific targets and issuing calls for attacks, heightened 
radicalisation, particularly among youth, and the sus-
ceptibility of individuals with psychological issues to 
calls for attacks. 

Additionally, Islamist groups are increasingly using 
Islamophobia narratives as the rationale for their 
actions. In this context, any criticism of Islam is 
labelled as Islamophobia, which also serves to under-
mine the messages of more liberal Muslims. The 
Society of the Muslim Brotherhood (also called the 
Muslim Brotherhood) and its affiliated organisations 
in Europe are the main promoters of such narratives. 

The Muslim Brotherhood’s strategy in Europe:

1.	 Promote Islam and a vision of Islamic identity. 
2.	 Protect Islam and Islamic identity against  

perceived negative Western influences.
3.	 Enhance the presence of Islam in Europe.
4.	 Establish an Islamic society in Europe in the  

long term. 

Accusations of Islamophobia are also used and pro-
moted by the European Muslim Forum (EMF), which 
we have previously identified as a political instrument 
of Russia in one of our annual reviews. The leader 
of EMF is Russian citizen Abdul-Vahed Validovich 
Niyazov.

The Estonian Muslim community, 

its leaders and development trends

The Estonian Muslim community continues to expand, 
becoming more ethnically diverse and nuanced. While 
the community can be assessed as peaceful, some 
concerning trends are emerging. For example, there is 
a lack of adaptation among new immigrants, coupled 
with a reluctance to integrate into Estonian customs 

PREVENTION OF TERRORISM
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and learn the language. This causes community seg-
regation and presents challenges to security and pub-
lic order.

Moreover, conflicts among religious leaders within the 
Muslim community are driving a reorganisation of the 
community. This shift is inevitable as the increasing 
number of new immigrants creates tensions among 
community leaders. 

Tensions at the leadership level tend to fuel the spread 
of radicalisation. Therefore, it is vital that leaders 
within the Estonian Muslim community embody mod-
erate Islamic principles and abide by Estonian laws. 
Individuals with a history of involvement in criminal 
activities or ties to countries or entities that pose a 
threat to Estonia’s security are not suitable for lead-
ership roles. 

It is estimated that the Estonian Muslim community 
has grown to over 10,000 members, and several for-
eign individuals, some associated with Islamist move-
ments, have sought to become imams in Estonia. 
As the community expands, it inevitably attracts 
attention from international Islamic organisations. 
Unfortunately, among them are groups promoting 
extremist ideologies operating across Europe and the 
Middle East. In the future, the Estonian Muslim com-
munity will likely be dominated by a congregation that 
is heavily reliant on foreign funding. 

With the growth of the Muslim community and the 
increasing number of children, the community has 
taken the initiative to educate its younger members 
on the Quran, customs and the Arabic language. 

Establishing an Islamic school is also being discussed. 
Currently, there are an estimated 500 to 600 school-
aged children in the Estonian Muslim community, with 
projections suggesting that nearly a thousand more 
children will be added in the next six or seven years. 
This influx poses additional challenges to Estonian 
schools, which are adapting to a more significant 
number of children from diverse cultural backgrounds 
in recent years. Teachers, who are already under 
stress and overloaded, may face even greater work 
pressure and mental strain. However, from a societal 
perspective, it is crucial to integrate these children into 
Estonian secular society and school environments to 
prevent the formation of a segregated Muslim com-
munity within Estonia. Similar isolated communities 
in Europe have shown negative social consequences, 
emphasising the importance of integration efforts.

In 2023, leaders of the Estonian Muslim commu-
nity faced challenges stemming from the growing 
spread of propaganda led by the Muslim Brotherhood 
across Europe, mainly promoting Salafism, a form of 
Muslim fundamentalism. Exploiting accusations of 
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Islamophobia and blasphemy, this propaganda can 
resonate with young Muslims who share the narrow 
ideologies propagated by these organisations, which 
seek to emphasise the superiority of religious rules 
over secular laws. To reach youth, these preachers of 
“correct Islam” have established their own organisa-
tions and successful social media channels. Through 
these channels, they address important youth-re-
lated issues and offer guidance on behaviour from an 
Islamic perspective.

Terrorism and extremism in Estonia

Contacts with Islamist terrorism and the rise of 
Islamic extremism in Estonia are becoming more 
apparent. This increase can be attributed to vari-
ous factors, including several events in Europe that 
have fuelled radicalisation, the associated informa-
tion operations and the expansion of the commu-
nity, which have resulted in an increased number of 
connections. 

On 5 November 2023, a protest titled “Solidarity with Palestine” took place at Freedom Square in Tallinn. Pictured among the 
participants is Ildar Muhhamedšin, a member of the Estonian Muslim community. Source: Facebook, Ahmed Al Madani
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Estonia’s innovation must be 

protected

Russia has sought to use economic pressure to under-
mine the security of Estonia and our allies in recent 
years. The European Union, including Estonia among 
the other member states, has imposed additional 
sanctions on Russia, made revised assessments of 
foreign investments, and significantly reduced eco-
nomic ties with Russia. Additionally, the European 
Union is updating its economic security strategy to 
reassess the resilience of its supply chains, the secu-
rity of its critical infrastructure both physically and in 
cyberspace, its technological security, and its eco-
nomic dependencies.

The creator or owner of any economic value plays a 
significant role in safeguarding that value, including 
the technological components of that value. When 
selecting new investments and business partners, 
vigilance is crucial. KAPO advises people to care-
fully verify that potential investors do not represent 
the interests of a hostile foreign state. This includes 
considering the business and cultural practices of 
potential investors or partners from third countries, 
as well as their business associates and ultimate 
beneficiaries. If an innovative Estonian company 
attracts a major investor who refuses to cease coop-
eration with the Russian defence industry, the value 
created in Estonia may be used against our own 
interests. 

Responsible entrepreneurs can take proactive meas-
ures. Understanding your customers, business part-
ners and potential investors is crucial to safeguard-

ing your business interests, including the value you 
create, your trade secrets, intellectual property and 
the well-being of your employees. More broadly, safe-
guarding such interests is vital to protecting both 
personal and national security. Estonia promotes 
economic freedom because it stimulates economic 
development. However, if a situation arises where an 
interested party seeks to exploit economic freedom 
to harm the state, you are advised to seek assistance 
from KAPO. 

Foreign investments 

Considering the growing importance of economic 
security, it is useful to stay current regarding law 
enforcement and security agencies’ assessments of 
foreign investments. The purpose of assessing the 
credibility of foreign investments is to prevent capi-
tal, services and products from falling into the hands 
of hostile states and individuals listed in sanction 
registers. 

When seeking new foreign partners, it is crucial to 
have a deep understanding of their business envi-
ronment, as it will impact future collaborations, with 
possible repercussions reaching back to Estonia. 
When attracting foreign capital or engaging with 
foreign companies, it is essential to identify the ulti-
mate beneficiaries and understand the supply chains 
and end-users of the products and services. Estonia 
implemented a new law in 2023 that allows for the 
assessment of the credibility of foreign investments 
in sectors vital for Estonia’s national security or pub-
lic order. KAPO’s role is to analyse potential security 
risks in this area.
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Sanctions to curb aggression

The objective behind international sanctions imposed 
on Russia is to inflict the maximum impact on its 
economy, capacity and willingness to wage war. It is 
crucial to block Russia’s access to technologies and 
equipment that could bolster or aid Russia’s military 
industry. A significant challenge for those enforcing 
sanctions, as well as law enforcement and security 
agencies, is to prevent sanctioned goods from reach-
ing Russia through third-country entities with eco-
nomic ties to Russia. Diplomatic and law enforcement 
efforts are deployed to prevent the circumvention of 
sanctions in this manner. Assets belonging to Russia 
or entrepreneurs supporting Russia have been frozen, 
and Estonia plays a role in halting the flow of funds and 
other economic resources to individuals listed on the 
sanctions list. Deliberate violations of the sanctions 
imposed by the European Union or Estonia can result 
in criminal proceedings.

Disrupting supply chains of sanctioned goods and ser-
vices outside the territory of European Union member 
states is a complex task. KAPO recognises the efforts 
of the many entrepreneurs who implement thorough 
due diligence measures to prevent sanctions violations 
and draw attention to attempts to bypass sanctions. 
We wish to remind entrepreneurs that maintaining 
economic dealings with Russian counterparts car-
ries a significant risk of indirectly providing economic 
resources to individuals or entities listed on the sanc-
tions roster, thereby supporting Russia’s ongoing 
aggression. In a sanctions regime, economic agree-
ments that risk breaching sanctions cannot take prec-
edence. It is also unwise to turn a blind eye to the end-
use or ultimate beneficiaries of goods not covered by 
sanctions that are sent to Russia. Apart from the risk 
of violating the sanctions regime, serious reputational 
damage must also be considered, which could, in turn, 
leave the economy vulnerable. In ongoing conflicts, 

including economic confrontations, any businesses 
that engage in trade with Russia may find themselves 
rejected as partners by existing business associates 
and suppliers who avoid connections with Russia or 
have opted to cease Russia-related business activities 
in their portfolios. 

Russia’s need for high-tech products from the West 
remains high, and its aspirations for technologi-
cal independence are unlikely to be realised soon. 
Expecting prolonged international sanctions, Russia 
has resorted to increasingly intricate schemes to 
acquire dual-use goods²² and military goods produced 
in Western countries. 

To achieve its objectives, Russia has become well-
versed in European Union customs procedures and 
regulations, establishing trust-based relationships 
with manufacturers of technologies and equipment 
relevant to its defence industry through intermediaries 
and shell companies within the EU. 

Security agencies face the challenge of tackling com-
plex procurement networks involving intermediary 
firms within the EU and end-users with no prior history 
in third countries. These networks enable Russia to 
evade sanctions and bolster its military capabilities by 
redirecting goods through third countries that have not 
joined the EU-imposed sanctions and maintain close 
economic ties with Russia. 

Russia’s primary source of revenue stems from export-
ing raw materials, notably oil, gas and their derivatives, 
at the highest possible prices. Imports of crude oil and 
refined petroleum products from Russia face restric-
tions, albeit with certain exceptions. The price cap 
imposed on Russian oil serves to curb price escalations 
prompted by extraordinary market circumstances and 
has substantially diminished Russia’s earnings from 
oil sales since it went to war against Ukraine. 

²²	 Dual-use goods include software and technology that can be used for both civilian and military purposes.
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Falsified documents

KAPO initiated a criminal investigation last year 
based on a complaint from the Estonian Tax and 
Customs Board regarding suspected violations of 
international sanctions and the use of counterfeit 
documents related to the import of heavy fuel oil 
from Russia to Estonia. 

In September 2022, less than two months after the 
ban on purchasing, importing or transferring vari-
ous petroleum products originating from Russia or 
exported from Russia came into effect, an exception-
ally large amount of heavy fuel oil arrived in Estonia 
from Russia. Documentation indicated it originated 
from Kazakhstan but transited through Russia. Based 
on the documentation submitted during customs pro-
cedures, the Tax and Customs Board suspected that 

the proof of origin documents had been forged and 
that the goods might have actually originated from 
Russia. This suspicion is under investigation in crim-
inal proceedings to determine any breaches of the 
prohibition outlined in legislation implementing inter-
national sanctions on imports and whether counterfeit 
documents were used to conceal such breaches from 
the authorities.

Criminal investigations related to sanctions viola-
tions primarily focus on the illicit transfer of prohib-
ited technology (e.g. computers or microchips), lux-
ury goods (e.g. cars, clothing or wine) and cash to 
Russia. Estonian authorities, collaborating with for-
eign partners, closely monitor and identify attempts 
to circumvent sanctions, particularly concerning the 
involvement of entrepreneurs operating in Estonia in 
delivering prohibited goods or resources to Russia.
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Damaged communications cables collected as evidence. Source: KAPO
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When Russia launched its military attack against 
Ukraine, many countries began investigating the war 
crimes committed in Ukrainian territory to ensure that 
the perpetrators would be held accountable. Since  
3 March 2022, KAPO has been gathering evidence in 
criminal proceedings related to crimes of aggression, 
crimes against humanity and war crimes committed 
in Ukraine. Several closely interconnected but distinct 
sets of criminal acts are under investigation. 

Aggression refers to a state’s use of armed force 
against another in violation of international law. The 
responsibility for crimes of aggression lies with sen-
ior members of the Russian leadership who were 
involved in the decision-making that led to the attack 
on Ukraine. While aggression is considered a “leader-
ship crime”, joining, participating in or supporting an 
act of aggression by a foreign state is also prohibited. 
Therefore, individuals who join or finance armed units 
attacking another country may also be responsible for 
a crime. 

As the International Criminal Court (ICC)²3 lacks the 
jurisdiction to investigate the crime of aggression 
committed by the Russian leadership in Ukraine, there 
have been widespread calls to establish an interna-
tional tribunal for crimes of aggression to ensure 
accountability for the Russian leadership. Until such a 
tribunal is established, countries with universal juris-
diction over crimes of aggression, including Estonia, 
are obliged to collect evidence that could be used to 
hold perpetrators accountable.

On 17 March 2023, the International Criminal Court (ICC) issued arrest warrants for Russian President Vladimir Putin and 
Presidential Commissioner for Children’s Rights Maria Lvova-Belova, suspected of unlawfully resettling Ukrainian children from 
occupied Ukraine to Russia as a war crime. If these individuals travel to the territory of any of the ICC’s 123 signatory states, they 
will be arrested and brought to trial. Source: Propastop

WAR CRIMES
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Recollections of an Estonian volunteer

On 2 February 2023, Erko Laidinen, a 35-year-old 
Estonian volunteer medic, went to Ukraine to provide 
assistance to injured civilians. While one of the vol-
unteer vehicles was struck by a rocket, Laidinen, who 
had parked another vehicle, inadvertently captured 
the moment of the attack on his phone. The attack 
resulted in one fatality and three severe injuries.

With a background in automotive mechanics and 
electrical engineering, Erko Laidinen began his volun-
teer work in Ukraine early in the conflict. Initially, he 
transported aid volunteers to the border, but he later 
became involved in delivering humanitarian assis-
tance to Ukraine on behalf of foreign organisations. 
He has witnessed the struggles of people fleeing their 
homes and enduring days of displacement, as well as 
those who opt to stay because they have no alternative 

A frame from a smartphone video capturing the moment when the Russian side attacked medics who were assisting victims. 
Source: Erko Laidinen
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options. It is not uncommon to find a few families still 
living in a nine-storey building with 120 apartments in 
a city ravaged by bombings, simply because they have 
nowhere else to go. 

Laidinen knew what he was getting into. Speaking to 
KAPO about his activities in Ukraine, he said, “I knew 
how corrupt the country was. These people have lived 
in poverty because of mafia-style rule. The country is 
being plundered, and the people live in poverty and 
suffer. In peacetime, it’s hard to make a difference; you 
can’t just shout and wave a flag in the middle of the 
square. But in this situation, there’s a chance to make 
a change. There are no winners in this war; everyone 
has lost.” 

Just a few metres closer to the explosion he filmed, and 
he might not have survived to tell the tale. In every city in 
Ukraine, volunteers have their own “Katya” – a volunteer 
who has set up a base for those in need. They provide 
assistance, exchange knowledge and share informa-
tion about enemy activities. It is a place to take a break 
and have a cup of coffee with your comrades in arms. 

During one such break, some soldiers ran to Laidinen’s 
Katya with news of injuries. Laidinen served as a vol-
unteer frontline medic and immediately began pack-
ing up. Medics arrived at the scene in three frontline 
ambulance vehicles. Despite concerns about lacking 
communication with other vehicles, they continued 
their journey to a relatively open area. Upon arrival, 
they saw a wrecked vehicle with a person lying nearby. 
The medics got out of their cars and rushed to help 
the injured. Suddenly, an explosion ripped through 
the air. The vehicle parked next to the injured person 
exploded. The first explosion was followed by a sec-
ond, targeting another medic vehicle. Fortunately, the 
third vehicle began moving just after the first explo-

sion, otherwise it would have been hit too. The entire 
area then came under mortar fire. Laidinen, who had 
parked his vehicle on the other side of the road, had 
his phone in hand. He intended to snap a photo but 
inadvertently captured a video. A war crime. As the 
explosion shattered the vehicle’s side windows, the 
phone was flung to the back seat by the force of the 
blast. It continued recording in darkness for nearly half 
an hour, documenting the entire assault, the sounds of 
shouting and the urgent cries of pain from the medics 
rushing to aid. 

Laidinen sought shelter in a cellar, then in another. He 
was missing for nearly five hours before finding his 
way back. The incident occurred in an open area, and 
a sniper could have easily targeted a running medic. 
“Running across an open area, that’s like something 
from an action movie,” he recalls. As he had an agree-
ment with friends that they would collect his remains if 
he were killed in Ukraine, many went searching for him. 
People stick together there. “During such times, peo-
ple develop a genuine closeness,” Laidinen remarks.

He says stories like this happen every day in Ukraine. 
Thousands perish, possibly without anyone ever know-
ing about their fate. The knowledge of this suffering 
compels him to continue checking on the welfare of 
his comrades in Ukraine and seeking assistance and 
support for them, even while in Estonia. Despite all the 
efforts, he does not anticipate a desired resolution to 
the conflict. He believes Russia must be brought to 
its knees to create a decisive moment. While the out-
come will probably not be what the Ukrainian people 
desire, it is crucial for Russia to understand that the 
Ukrainian people harbour deep-seated anger, similar 
to the Russians’ enduring resentment towards the 
Germans after World War II, a sentiment that persists 
across generations.






















